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1. Introduction

This document is a guide to training in the topics:
a) Configuration and

b.) integration of communication
The guideline applies to all microcontroller devices MasterlV series and EVO series, as well as in-
tegrated embedded modules in the industrial PC .
(Note: The built-in Industrial PC embedded modules can also be operated in HID mode.)

This document will help you to estimate the integration effort.
There you will be given links and notes, where you will find information on each topic.

The Parameterization of the devices is done via Datafox studio. This program allows you to cr  e-
ate the desired acquisition and testing functions quickly, easily and without any programming

knowledge or, as we say, to parameterize.  The free of chargel/licence free program can be found on
our website or on the product DVD.

When integrating communication , we give you an overview of the possible communication chan-
nels with Datafox terminals. The individual channels are shown and described with their advantages
and disadvantages. On the DVD, and our website you will find sample programs for the integrati -
on of the DLL in the current programming languages for your use.

2. System Structure

This overview shows the basic structure of the complete data acquisition system and its areas:

———N

Save the
Setup file

The following components are explained in the following chapters:

Structure of the hardware / device and firmware (Link)
Creating a setup (Link)

Communication techniques with Datafox devices (Link)
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2.1. Structure of the hardware / device and firmware

This graphic shows the structure of data acquisition devices in context.
Underlying hardware is fitted out as desired.
Then there is the firmware, which is the operating system.

The Erogram, which we call setug file is executed b% the firmware.
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This connection is important because you do not have access to the individual areas of the system

The device (Hardware)

Operating system (firmware)

The setup file (program) that defines the data
collection and Logic, created with Datafox studio
and performed by the firmware.

- Record structure

- Structure of the master data

- Order of acquisition

- Detection technology such as RFID / barcode
etc.

System variables
-mobile /digital signals

Global
Variables

Lists / strain data

Be called by the setup and
used for selection by indica-
tion, as well as used for
plausibility checks.

with every communication technology.
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2.2. Usable Characters

For your information, we have put together an explanation of the characters in the standard scope of
delivery.

This information can also be found in the manuals.

The Datafox devices support a part of the character encoding Latin-1 (ISO-8859-1) for the character
output on the display and the data.

ISO 8859-1, more accurate ISO/IEC 8859-1, also known as Latin -1, is a standard for information

technology on eight-bit character encoding, updated by the ISO last 1998, and the first part of the
standards family ISO/IEC 8859.

Character Table - Latin -1:

16
26

36

46

56

6 é

76

8 é

96

Aé ¥ |

Bée | ° ||z "|ula|l-|.[r °o|»|w

ce | A |A|A AlE|C|E|E E|E/|I

pée | o |[N]|O 60| x|@|Uu 0|0

Ee | a [a]a ale|cle|le efe| | i ]1]
Fée | 6 |[nalo 6flo|+-|e|u ala vy | p |V

SP = space, NBSP = hard coded space, SHY = conditional separator

Control characters according to 1ISO standard can not be used

characters can not be used

Usable characters of Firmware-Version 04.01.xx.xx to Firmware-Version 04.03.02.xx

Character extension Firmware-Version 04.03.03.xx (only Hardware V4)

character extension Firmware-Version 04.03.04
when using character table Latin-1 (only Hardware V4)
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2.3.

Language / Table

In order to ensure language compatibility, it is possible to edit the texts and messages displayed by

the firmware.
Open the editing dialog via the menu

"Configuratbni Language file for device (*.dfl) Edit file for language tabte

Open a device file archive (firm-
ware)*.dfz. The default texts of the
firmware with a description and the
corresponding message are dis-
played.

[atafoxSto diof¥ - Edit tho text. data (Firnmeara )

Ceahal -larealinge

Dr'jDokiusnente el Ensteungen’m brchres ' O

Open or create a new language file for
the firmware with the extension *.dfl. If
you have created a new file, the right
column of the list is empty.

Lk-nit‘!wwtn*oatmmw
| e i b Beforbost

0 P O

Lisaructiifl Diahogherr

A

e

conrkcation e corwanécsbon Fol

o ek s

il vt s sryow

ik it L - — -
i st weemmory stick phugged 1t ish meTeng st phigge -

Transrkfle || Chase I Carced

Work within the lists with single mouse
clicks only. NO double-clicks! Select a
line from the list with a single click.

User (Description/ @ or User (Mes-
sage/ @ the cursor is displayed in this
field.

With another single click on the column

Now you can enter or edit the text.
When you finish the entry, the de-
scription form the column Default
(Description/ é&) i
you can edit it as well.

You can find prepared .dfl-files on the
Datafox DVD.

Note:
F Cyrillic and Chinese characters can not be displayed.

You find different language file.dfl on our product DVD:

- Englisch, Niederlandisch, Franzdsisch

- Default setting is German. German is always included in the firmware file.

Datafox DVD\MasterlV_EVO_TimeboylV\Datafox Gerate\Datafox Software MasterlV-04.03.07\Datafox Studio-

IV_und_Firmware\Sprachdateien der Firmware

http://www.datafox.de/downloads-software-masteriv-hardwareversion-v4.de.html (Laden Sie immer das aktuelle Release)

Beispiel: Datafox Software-MasterlV VV04.03.07.zip

Guide parameterization and integration
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2.4. Displaydesig ner

scope of applicat ion:

ZK D !-lm;n- Dacking .
CR-RE-RE-REN ] 1

For the devices AE-MasterlV V4, PZE-MasterlV V4 and PZE-MasterlV Basic V4 the Designer
Is only usable with the optional color display.

With the Display-Designer, Datafox offers the possibility for partners and users to customize the
display according to your requirements. But due to the necessary operating sequences, this cannot
be a completely free design, but things like headlines, menu structures and footers have to be guar-
anteed. The aim of the display designer is to enable the feasible settings with minimal effort.

We are looking forward to many users and recommend:
Create _an individual Display -Design_for your Company :

Example picture for EVO 4.3

Chip/Marts Bittn

Lusies bella

Example picture for PZE-/ AE- Master V4 with color display

EOE ) MEE

[laba=x S3mbH o™

4 Hnaaimann 3

i Anraking A0 Peripraden
=
=
.

te
2 = Faaker Puusw

1 6 05 m lielsrbn mameal . W Dszsrds s
]

Fu Ricecluecsuzang Kans Sibang

Leokgy 1212231k

-l o AW anbarhencher .

[ ——— T BEiraFi Fontt [

To create an individual discplay design for your device, you need at least the
DatafoxStudiolV 04.03.09.05.

. . W DatafoxStudiolV 04.03.00.05
The dISplay deSIQner can be File View Setup Communication Configuration Extras Office-Connect  Window

Opened via the Conf|gurat|0n (k] = EEI B B = = Tansfer Firmware to device (*.dfz, *.hex)
menu or dlreCtIy from the _ ) X ) Language file for devive, device text (*.dfl)
setup edit mask. mobller Betrich mit Abschaltnd =0 o file TimeboylV (*dfc)
Setup properties LAN / wLAN configuration (*.df0)

Touch configuration EVO-Line 4.3 (*.dfk)
=] Display Designer

3
L |
3
3

Device type:

AN oo d C b e
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2.4.1. Color Setting for the Display s of the EVO 4.3 /2.8 and 3.5

“Bosissnstebrgen | Laout | Tasteneatekangen

Basepled o benufrts Biddstesn

L]

Enstefiung Logo

SR

Masknae Erete: (58
Hasimaln Hidhe- 30

Ceigenadgrife: T0% 30
orschao o die Farbemstelung: £TF
Farbe Hnb=rgrund: . I—
RGE: 0,00
Far b Schaslttichen; . E’
Rl 228,02

Parbes Fortschnitt sanzsigs: . I—'"
AGE 112,102,162

N [ 5........
Leet"" | RED: 255,500

Example Picture:

- —— o s
& [ —
i'-mml-:ler\_r_t:\?_uuﬁ it _
Kameml Diens lgang LE e
X 1E Cmewy g
2.4.2. Default Setting re
o e Db e e L T e ]
| — Siapley  a8nI73 Pros Pl <hemr
The device is delivered in the T
.3 ~ [ e e
def aul tdesidP Z E i S ol s b W
oo T i’ T e e T P
ThIS deS|gn is also Set as de_ o [ Ve Tt g o AT £ g W g PO (o b ke o by
fault When you flrst create a e s e a nnnanaeny
new theme in Display Designer. It e : FunctonKey 6s :

.mw“:w:::.“&) are not displayed in the
' : : ¢ default setting.

Madin Masiiai gisgjo |

(Rat] e 106

— F==

EEEEEEEEEEEEEEEEEEEEEN IRy oo W
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2.4.3. Display function buttons on the EVO 4.3 / 2.8 display

Fike
o o T 1 [ -
wew Gloom O osen osrem o Desgnoeanges  f rewbe ) Cawet Deogn T
Device:  TV0 43 Display: 480377 Poel Files <Hews
Bl w=riegs arzt St b ehein
Appens] DPAKELE FV TR RS
O scperct Irfo page st

By showing the function e i v cov b e e oy

buttons from the setup, #u
the number of buttons
displayed in the display
can be adjusted.

rh et nemege perTerwrTdy ceplayed. The i
v P remaeds raut be el vk a DU doraad 0

] Mgl “Tagrt mpmt” Pt 40

[ dwerid “insleae os® Ve pages s firmE Bam T sl oF SRMDY FDuRS SR B daplred ol

=] e ey pxge "B Dace™
'-' Show heede 10 svelth bedtwaee e M Faru peges
| S g Faiey M Fars pages
Wby [FF iy P b (W S Colwi Dl |3 -0 B ool (] 5
- Main Menu page no.l )

Thekc i fam s ard amngn B o segueron P Sy

Fol o3 i

Fo4 Fos Fils

S RO 001 1EST WIETE

=
s i
Enlriln kal

2.4.4. Upload images for function buttons of EVO 4.3/2.8 /3.5

Gerdh BW0-Liee 2.3 Displey ablETE Cigpbeis D _Abbagee (iaplay Desigin Siaply Detign_4 e
Under this menu item "Key Remstin | toyar | Cabeaesshem
Settings" you can import the hea ) Pl e Bl sk, i Hi st [ oy
image file for each function FO1 oo B [alls]
k LIE I ERA o 8 ¢ .""' L "'. Manrrids Breec 14T Ml (ratec.  Ja0
ey. Bl Teet - Madrnale Hio: 204 Mudmale Hia -
Dnigndgr e 105 10 malgrile: 147 « 1%

Sample picture for the key fig- FO2 m whe | B @

Nl 40 SAD | Manrrigs lradec 14 Mumids rete 15
ures: fakt el Terl | Maimale Hoe: 204 Maamiake Hire: 154
: Cripragnile; 10 = 16 st 147 x 13

Fu3 . i" 2 | |

Wi 20, X = ur Tt Marriihs Bredsc 147 Momias s[4
B ] Teeel - Msdrnale Hiho: 290 Mudmale Hike: 15
Cnigiie: 16914 rignagifle: 142 ¥ 1498
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2.4.5. Design examples in the designer

With the installation of the DatafoxStudiolV you get several design examples for the devices.
Click on the "Design Examples" button to open them.

W Display-Designer

Datei
Meu ] Offnen Speichern Speichern unte.é Design Beispiele . EL..F’ Ubertragen ﬂ Design zuriicksetzen Export
LE I L L I R R R R 0

Datafox gradually extends the examples.
If you have any suggestions or wishes, please let us know.

Guide parameterization and integration page 8 date: 17.12.2019 V 1.17
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3. Creation of a setup (program)
The creation of the setup is done with the free of charge "DatafoxStudiolV" tool.

The structure of the tables for master data and bookings as well as the operating procedures, are
freely definable. There are no programming sk ills required.

L
L R T T (e}
1. bookings Fristgaelac o
e L
| v Deaghincy I.--l.uu.u.uu- Taalit bl 3 |'-.w|‘1‘.._.
Teaie g et brvp s i o e,
Tk Vg wmmrhd © i oy | Beme e
2. master data T
bt s @l
P M Tt 1 abin
. ] [ESLEF Y 2 T
3. operating + et @ Ghamianiiren)
signal Processing i gome
4. access control e .
Lo
1. Insert the data structure of the tables individually for bookings
BHE :
=-m g.;c*;rd tazles for recording [Read) I Record table: Records (Data description)
@ E':C[D ; ]S reeard code ! record code ID_Person Name date and time reason
T [ 2} ID_Person ! K 656556 M. Miller 21.02.2013 12:31:15 0
T [ 3] Name ! K 656556 F. Muster 21.02.2013 12:32:45 0

< (4 ) Date and Time

) Access Tabelle: Records access (Data description)
— [ 5 ) reazon

I
i
=-BB Records acoess EID date and time Master ID  Reader ID  State
= (1}1D 10566236654 21.02.2013 12:31:15 1 010 20
T (2] Date and Time L 21.02.2013 12:32:45 1 010 42
= { : % poser | 51566959651 21.02.2013 14:12:05 1 020 20
- 21.02.2013 16:55:14 1 020 42

T 5 State azzume

2. Define the structure of the tables for master data.

There can be: 20 record tables and 20 list tables be defined, each with 25 fields
[=-§B List tables for data selection [write]

=-F8 Personal Data Lists are for example Master or order data that already exist
— (1] D and in a defined shape (list description) are transferred to the
= [ 2] Mame device. For example, HR master, cost centers, production
orders, etc .. These data support the data acquisition by al-
ETable: Personal Data (description) lowing a choice to carry out from a list or to compare data
EUID Name e With @ list (plausibility check).
500799611485215 M. Mustermann
3. Specify the operation and signal 4. Create the Access Control
processing. =28 Zubittskontralle 2
E Reader
-8, Control BB Identiication - Detection order
= 1= Menu ] BB Location - Status
=l-m= [F1]: Check in - menus EH Time - online / offii
Bl InpUt Check in - show text BE Holiday onfine / orliné
=¥ Read UID - Show list EB Event
=Y 1ecord code - submenus BR Action
=¥ Date and Time - RFID-methods e, Zutritt
=¥ reason - Type of inputs =t DU
=X good maming = M
= [F2] Check out =X 7K Ausweis
=t ZF._Status

5. Transfer the setup to the terminal.

6. Collect data

Guide parameterization and integration page 9 date: 17.12.2019 V 1.17
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4. Device key and security

There are different techniques for the Datafox devices to protect the device from unqualified access.

4.1. Device passwords

Device passwords are used to prevent devices from being unintentionally / accidentally or intention-
ally read or manipulated in the settings for communication or data.

These settings are only intended to ensure the operational safety of the devices and should be part
of the standard.

These settings do not have the encryption passwords.

Please see the chapter on encryption via http and DLL.

4.1.1. Communication password

Our software "DatafoxStudiolV" is freely available on the homepage.

The devices are configured by our partners.

To prevent misuse or manipulation by users, a communication password can be stored in the de-
vice. Only those who know this can change the configuration of the device.

The is transferred to the device with the configuration (setup file).

| File Communication Logfile Display Designer

| EVD 2.8 Pure & EVO 3.5 Pure Timeboy Device modes Summer time A inter time Operation mode
?EEI Fi.ec:ord tables for recordir.'ug [He:ad] Basic settings Global variahles RFID reader Fingerprint
o BB List tables for data selection [write] et Communizatian
ﬁ._ Cpnlrnl . Server onnline "wiait for server 10000~ | ms
o Signal processing ——
l;£= Event sequence Inzert between  Password for the communication @ Pasgzwiord #ez, 09

4.1.2. Bios Menu Passwor d

All display devices have a bios menu.

Settings can be made as followed:
- IP - address
- The type of Communication (GPRS, USB, TCP/IP) etc.
- Display brightness, volume etc.

To prevent access to the bios menu, a password can be entered here.
This password is then transferred to the device with the configuration (setup).

Setup Einstellungen far EVO 4.3 (Evo_4,3; Datafox_Terminal_PZE_ZK.aes) *
Datei  Kommunikation Logdatei  Display-Designer
EVD 4.3 Timeboy Betriebzarten Sommer-Mwinterzeit Betriebzmodus
EEI D atenzatztabellen fiir Erfassung (Lesen] Grundeirstelungen "Globale Variable" Transponder Firgerprint

B Listertabellen fur Datenauswahl [Schreiben)

: - Einfiigen Kommunik.ation

3|_ Bgdlenung ) [ Server Online Warten auf Server 3000 s

nnr Signalverarbeitung Eirfiigen o -

r‘ﬂ Ereignisketten wischen Pazzwort fur die Kommunikation : AR | Az 09

EE Zultrittskontralle 2 Gerate-Einstellungen 5
Loschen Systempasswort BIOS]: Ijl g':?sdsesaktiviert

Benutzerpaszwart [Transponder, ML, USBE) 0.9333
Wenn nicht aklivier: = Systempasswart Ijl 0 -> deakliviert
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4.2. Wireless security

This overview shows you which WLAN methods are supported.

Not supported is WPA (Predecessor of WPA2).

Not supported is multiple-input multiple-output (MIMO)

5 GHz connections are not supported and no mixed operation 2.4 GHz / 5 GHz.
Authentication via WPA2 Enterprise according to IEEE 802.1x is not supported .

WLAN / Wifi T overview about
the encriptions and
Al nfrastructur

7 A 2 \ 4

Security: Security: Security:
WEP(1) = WPA2/802.11i — None (0)
ohne
A 4 A
Encryption Encryption NO Key
R AES / CCMP
’| WEP64 AAES 12
> WEP128 AES / CCMP +
WEP
Authentication <J Authentication <J
Open/None (0) Shared/PSK
Shared/PSK (1)
Attention:
l We cannot test every available Access-Point on the market.
. Therefore, it is not possible for us to guarantee a connection to any AP.
Attention:
l multiple-input multiple-output (MIMO) is not supported. If you change the AP from b/g/n
- to b/g, only SISO is automatically used.

https://en.wikipedia.org/wiki/Single-input_single-output system

When setting the encryption AES or WEP, only one type is used at a time.

The setting AES+WEP means for some access points that AES encryption is performed first and
then additionally encrypted with WEP.

In this case, only set AES.
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5. Description of the different communication techniques

5.1. Overview of the communications technologies

This overview is valid for all microcontroller devices of MasterlV series and EVO series, as well as
for the embedded modules integrated into the Industrial PC. (Note: The built-in Embedded modules
inside the Industrial PCs can also be operated in HID mode.)

DIRECT

DLL

CONNECTION

»

POLLING

ACTIVE CONNECTION

. MDE ERP
dutufux \ :
devices H;:‘::ﬁji:ﬁ;; APPLIANCE
S R
- sam
HTTF WEBSERVER
PHP-SCRIPT

DLL integration

AP as smovdee i
= Polling

(free of charge)

DLL integration
AAc t-inv @ e fi
Permanent Active
connection to the
terminal

ADat aTfaol xk fi
Data exchange via
file storage or data-
base with a service
(License Required)

(free of charge)

Anttp fi Anttp Anttp fi

Level O Level O Level 1

Automatic sending with Servi: Automatic sending

of data to a Sending the data to a of data to a

Web Server Web server and es- Web Server

(free of charge) tablishment of a ser- and transfer list to
vice connection (free the device
of charge) (free of charge)

In order to enable the respective communication, the main communication must be set in the BIOS
of the device. How to enter the BIOS menu, please see the respective manuals in the chapter "Dis-
play structure and Bios".
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5.2.  Function overview of communication techniques

DLL hit
. DLL p
Integra- - - ctive- il ik Level O Talk
access tion mode Level O Level 1 with
to: description Polling Service-mode

Generated data

Data sets from the data '
acquisition V

Transfer -sta_fr lists . .
-Article Master
master data | _orders \ 4 A 4
-Firmware . .
System -Language vr vr
y -Colour/Display x- x-
System -Setup @ @

GV
8 x free use

global v" v"

variables

SyStem- GPRS . .
: COM
variables /0 \ 4 A 4

Message to | pirect display of ; ;
The device text on the display v v

Online
Mode

Online All access authori-

zations are decid- ; )
Mode ac- ed directly from @ @
CesSSs the server ot i

Access con- In case the

) |©)] 3 (303033 (%)% <)<

trol alternat- | Serveris ofline:
ing online automatic
ng change to Of- i it 2
offline fline-Mode
Access The device uses O O O
control its own access v‘ v v
oflline control lists i ity =
Access The device check

i self in the list and .
Con.trOI with send the result to v‘ v‘ vf
assisted onl | the server. the i v i

server then checks

HEIE BRI
i@i

Depend- 300s or
o : 2eP <ISHTTP | <1sHTTP
Timeliness of | How fast is the ing on Message ; B more de-
; " via Lan, via Lan .
data ca. in generated data how often data sets pending on
. . o 1-2s via 1-2s via :
seconds available the data is | exist" <1s the setting;
. GPRS GPRS
retrieved 300s rec.

Only possible after the request for a service connection Alctive-Modefi
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5.3.  Communication via DLL
5.3.1. Program library [Dynamic Link Library (DLL)] - General information

5.3.1.1. Whatis a program library?

"A program library referred in programming as a set of subroutines that provides solutions to the-
matically related problems. Libraries, unlike programs, are not stand-alone units, but auxiliary mod-
ules that are requested or called by programs.”

Wikipedia about program library

In order to address the functions (subroutines) of the program library, it must be integrated into your
software solution. Depending on the development environment a certain procedure is required. In
principle, all have one thing in common: the required functions have to be announced to your soft-
ware solution (they must be declared).

5.3.1.2. Advantages of a program library in DLL or so  -form.

Here specifically for the Datafox DLL.

The integration of a DLL is easier and faster than the direct integration of a protocol.
Can be used independently of the programming language..

Single Programming Interface (API) to the different Datafox devices.

The DLL shows defined error messages if operations can not be performed correctly.
The DLL automatically writes log files for debugging.

Updateable without rebuilding your software solution. Downwards compatible.

E I I ]

5.3.1.3. The communication library is available for the following systems:

1 As DLL for Windows 32bit, DFComDLL.dll; 64bit, DFCom_x64.dll
1 As Shared Library or Static Library for Linux 32/64bit libDFCom.so (Makefile)
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5.3.2. Program library (DLL) - Integration Passive mode (polling)

In the passive mode the communication link is established starting from the program library to the
devices. For this you need a single function to establish connections and another for disconnection.

Functional principle when transferring the bookings:
The application queries the device via the DLL regularly to collect the data.

AFPLIANCE
SOFTWARE

The following connection types are supported by the passive mode:
1 RS232 (via converter also RS485)

T USB (via virtual COM-Port)

T Modem (analog / GSM)

1 TCP/IP (LAN/WAN /WLAN)

An exemplary query of a device serial number in an device connected via TCP / IP using the C pro-
gramming language:

int err, serial;

DFCComOpenly{ 5, O, 3, fA192.168.0.30, 8000, 3000 )
DFCGetSeriennummer (5, 254, &err, &serial );

DFCComClose(5);

advantages:
9 All connection types and device types are supported.
T All functions of the program library are fully available.

disadvantages:

T If you want to receive the generated data sets immediately after creation, a constant communi-
cation with the device is necessary (polling). In TCP / IP networks, this, depending on the num-
ber of units, may lead to an undesirable loss of bandwidth.

1 Not recommended for mobile communications as it may cause high costs.
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5.3.3. Program library (DLL) - Integration active mode (active connection)

In Activ mode, the communication link from the devices to the program library is made. Prior to this,
the devices must be informed at the time of installation where they are to be connected. In the pro-
gram library, you need a single function to start the active mode and another to end the active
mode.

The "DFCStartActiveConnection” function in this case replaces the function "DFComOpenIV" in
passive mode.

After activation of active mode in the program library this waits for incoming connections and is then
making them available for further processing in your application.

Functional principle when transferring the bookings:

The devices sign in to the DLL. This writes a list of registered devices. If a device has a booking,
this sends a trigger to the DLL. The application responds to the trigger and fetches the booking. The
necessary connection data is available in the registration list. The collection of the booking is made
with the same functions as with polling. As a result, polling and active connection upon collection of
the data differ only slightly.

v

<_Emv

APPLIANCE
SOFTWARE

The following connection types are supported by the active mode:
1 TCP/IP (LAN, WAN, WLAN, GPRS)

advantages:

1 The device log on independently and also report existing records.

1 The application does not require a device list, since the devices sign in automatically into the
DLL and the DLL provides a list of active devices.

1 All functions of the program library are fully available.

disadvantages:
1 Here, since the multi-master principle is necessary, only connections by connection type TCP /
IP are supported.

More information and documentation can be found here:
https://www.datafox.de/downloads-software-masteriv-hardwareversion-
v4.de.html?file=files/Datafox _Devices/Downloads Geraete Zubehoer/001 MasterlV-Software/Datafox SDK_ Windows 04.03.13.zip
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5.3.4. Encrypting the data when using the DFCom.dll

When using the Datafox communication DLL all data coming from the device or sent to the device
may be transferred with an AES 128-bit encryption.

Thus, there are only 3 types of communication:
1. Unencrypted communication

2. Encrypt with Datafox-Key

3. Encrypt with user-Key

When integrating the Datafox DFCom.dIl from the application side, only a user communication key
is handed over to the .dll. The effort of integration of encryption is thus very low.

Overview of the encryption, schematic illustration.

DatafoxStudiolV
e | |
| Application
'@
e
A
Setting a commu-
nication key Setting a user communica-
in Datafox device tions Key
by transmitting a in Datafox device and
configuration file handing over the key to the
"name.INI". with user DLL
the DatafoxStudi- or activating the Datafox-
olV. Key on the Kommu-
nikations.dll by the applica-
tion software.

|

Datafox communica-

tion.dll

Encrypted data AES 128 Bit key encryption with
User-Key or
Datafox-Key

A detailed description of how the handover of the key takes place, you will find:
o for DatafoxStudiolV in the manual in the chapter "encrypt communication with MasterlV devices"
O and for the DLL in the DLL documentation
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5.3.4.1. Create and save a communication key for the device
' n the menu_ AXD3s tgeum av diveimadb i @ g e aconfiguration file to edit.

Forexampl e: Aact

Click on the line iKeyoto
open a new window and to
create a key.

Select the type of communication.

vV e.

ni .
Edit values of variables,

to change the valus.

iz restored.

By clicking the walue or pressing the key F2, pou get the option

To restore the default value, delete walue from the fisld.After leaving the field, the default value

M ame

ACTIVE
NOTIFY
PRIO
HOST
PORT
RETRY
TIMEQUT
REFPEAT
IDLE

W alue

1]

1

10
2178210261
10047

]

60

B0

28800

Creation of the value for the system variable COM.KEY

O'En::rypﬁun required, the device communicates with only Datafox default password and encrypted.

@:fncrypﬁun required, the device communicates only with your password and encryption specification.

Password : | Password

Create value from Password |

ke fox Sy - | 34B4B07E535C42D9AD503129FC564964460F043D 24

Value empty Ok

If you want the communication to be encrypted with your own stored password, enter a password
and click on the button "Create value from password".

A communication key is now created. Finish the entry with "OK".

After a key has been created and the active. ini file has been transferred, communication with the
device is only allowed if the password is entered.
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5.3.4.2. Save the communication key in the St  udiolV

If a device is using a communication key, then the DatafoxStudiolV needs the same key. Otherwise
no communication with the device would be possible,

Il n the men eatichSBenmu nydbugrsayiedit the key for the Communication.

The password |S used for a” B¢ Setting the connection parameters X
types of communication.

General Connections Active-Mode UsB

Password for the encrypted communication

If you enter switch visible,

/i’Passwonﬂ

Remaove [] remember passward

Enter your password here.

The plaintext input is only
possible at the first input.

If you reopen the window you
wonodt see the

5.3.4.3. Transfer the communication key for DFComDLL

The key for the communication transferred tothe DLLiscalledA DF CSet Co mmu swocradtoi.o P ¢
The key has to be in plaintext (123456) and not the created key of the DatafoxStudiolV.

More information can be found in the documentation of the DFComDLL.
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5.3.4.4. Clear the communikation key
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Edit values of variables.
|f Created a Communication key and By clicking the valus or pressing the key F2, wou get the option
N ta change the value.
transferred to the device then clear To restore the default value, delete value from the field.After leaving the field, the default value
. is restored.

this key as follows:

M ame Yalue
Click on FKEY0to edit. ACTIVE 0

NOTIFY 1

FRIO 10

HOST 2179210261

FORT 10047

RETRY ]

TIMEOUT [=i1]

REPEAT =]

IDLE 28800

OF3B7FLCE i 3BEBBACSA04F0473.

Switch to unencrypted communication.

Creation of the value for the system variable COM.KEY

—(®) |nencrypted communications, encryption is disabled.

Password :

() Encryption required, the device communicates with only Datafox default password and encrypted.

(O Encryption required, the device communicates only with your password and encryption specification,

Create value from Password

Value for Sysvar : | A170BF 2D4ED1C 17040 18AGDATD 175E67CTDE74007F

Value empty

OK

Click on: AValue emptyin.

Thenclick on: iCreatevalu e f r o m P ahe sreaied \hlie. from the empty Password is nec-

essary to clear the old key in the device.

Mame W alue
ACTIVE 0
NOTIFY i

Save the file and transfer PRIO 10

to the device. HOST 217.92102.51
FORT 10047
RETRY 5
TIMEQUT B0
REPEAT B0
IDLE 28800
EY A170BF2DAEDTCT 7D 40T BAEDA YD PRERYL

After this you can clear the created key from the .ini file.
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54. http Level O

5.4.1. Preconditions

Requirements for transmission of the data via HTTP:

Hardware:
- Device with TCP / IP or cellular function
Software:
- Server must accept an HTTP request and give an active response

Functional princi ple when transferring the bookings:
The devices send the data automatically and directly after their emergence to the Web server.

There, the bookings are accepted by an executable script and forwarded to the main application or
in a database.

'MDE ERP

Datafox-device Network Web-Server (executable script

= e.g. php, asp, java)
™ E— Network TCP/IP or WLAN _—
HTTP 1.1 with free Internet access or within a HTTP 1.1
«----- closed network. cellular connection via | g - - - - -
GPRS
= [ ]

HTTP over TCP/IP

On any device that has a TCP / IP interface, you can enable the HTTP of the device in the BIOS
menu under iCommunicationa For this purpose the entry "http" to "YES" is amended.

Required for sending the data with HTTP over LAN, is the correct settings of the parameters in the
.ini file and the communications must be set to TCP / IP.

HTTP over GPRS mobile network

For the use of data transfer via GPRS the device requires a SIM card, preferably with a M2M data
plan. The setting of the connection parameters is carried out via the Datafox studio and is stored in
the GPRS-ini. Please draw attention to the roaming settings, otherwise it may lead to high costs.
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5.4.2. Sending of data records via HTTP

The Datafox device is able to send booking data promptly via GPRS or TCP / IP to a web server.

Example of a send string:

Plaintext request
getdatagv.php?table=BB&bTYP=Manu&bLOG=Log&bDAT=2011-05-24_08%3A30%3A12&bPER=Per&checksum=2120

Plaintext reply

status=ok&checksum=2120(Prifsumme) (allways enter at the end: \r\n (carriage return line feed))

5.4.3. HTTP response and optional parameter s

In the response String you can react to the request.
Expected is always one answer At at us=ok&checksum=2120f.
With other possible parameters, the device may perform the following actions:
- Settime
- output tones
- start Input string (Quasi press a virtual button)
- Assign / pass values to global variables
- Show messages on the display

5.4.4. Advantages and disadvantages with HTT P

advantages:

- Fast transfer of the data

- Direct online capability (eg instant display of a response on the display)

- Online access control (all permissions are executed by your software)
Easy integration as php or other active scripts can be adapted very quickly and are very
common.

- When using the online mode, you can dispense with the use of master data in the device.

- When booking, the server can sent direct messages, such as "Good day John Doe, you
have successfully logged in", to the display.

disadvantages:
- Master Data can not be transmitted to the terminal via HTTP. It has to be switched to the
HTTP service connection. See next chapter
- There is no access to system variables possible.

More information can be found in the manual DatafoxStudiolV in the chapter "Configuration™ ->
"System variables HTTP / GPRS"

Latest manuals are available on the homepage:
http://www.datafox.de/downloads-geraete-terminals.html

On our website you will find a test environment with detailed instructions.
You can send directly in Live mode data to the server and see them.
This is also very good for product demonstrations.

Test environment:

http://www.datafox.de/online-testumgebung.html

Instructions and test setups:
http://www.datafox.de/online-testumgebung.html?file=tl files/Datafox Devices/Downloads/HTTP-
Demo/HTTP LAN GPRS WEB Demo.zip
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5.4.5. Encryption of the data fields when sending via HTTP

If data records are sent via HTTP, the field contents can be transmitted in encrypted form. The data
fields of the data set are then encrypted using a RC4 encryption. The so encrypted characters are
transferred as field contents in hexadecimal.

Overview of encryption with HTTP; schematic representation

DatafoxStudiolV

= application

" @
l.
/\ Your script pro-

- vides the data to
¢ your application.

Handover of a
communication
key to the Data-
fox device by
transmitting a
configuration file
"name.INI".

fScript (php, etc.) \
for the receipt of the da-
ta.
the file "dfanaly s-
er.php" already con-

tains the logic for de-
crypting the data

N /

Encrypted data fields

A detailed description of how the handover of the key takes place, can be found:
0 inthe manual of DatafoxStudiolV Chapter &5 . 4 . 5. fAEncryption of the diata fie
0 and the file "dfanalyser.php" can be found on the Datafox DVD or in the download - Software for Windows

Note:
If you use encryption for several customers, you have to pass a customer ID into the plain
text.
This allows you to use different keys per customer.
FORT &0
HTTPSEMD |I3ET Soetdata. php g EEE SRR
ALIVE B0
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Activating Encryption via DatafoxStudiolV
Open the configuration file (e.g. GPRS.ini) for editing via the menu entry Configuration "GPRS /
HTTP - Configuration".

Narret Vs e
USER blau
PASSWIFRD Hau
HOST vovee catalie: e
FORT o
HTTPSEMD GET /Mipelaiyeldala prg? L . .
AL 0 By clicking on the line fKEYQ the
HTTPRIMEDUT 1500 L .
HITPFTPE 11 window for creating the key
SIMFAN a
SIRPUE, L] opens.
AQAHING 1
RESETTRIGEER 2
ATTACH =
ERRDALEVEL 1
HTTF 1
OHE1 G
SMEREY
Creation of the value for the system variable HTTP.KEY X
y/‘» Create value from Password
\/ e for SysVar : | |
Enter your password here. Value empty
Note:

From your entered password is created by pressing the button, an encrypted value for the
system variable KEY. Your password is thus always present in an unreadable format
for storage in the ini file and transfer.

-The password must be minimum of & characters long and can consist of maximum 16 characters.

- Do you want to delete the password in the device, please create a value with an empty
Password and transmit it.

-To delete the value in the ini file, please dear the value and accept with OK.

Ciratinm of the valse for the system vanabke HTTR.KEY

oot :.z“;mmmmml& —— ) By clicking the button "Create value from pass-
s i) - - word", a key for transfer is generated.
Wkl ity La 4
xmcﬂlﬂmwﬂﬁiﬂtﬂﬂbfﬂ'm the buiion, an enorypied ke for the
wysiem vanabie KEY, Tour password s thos shways present i on urreacabis formast . " "
for siarage 1 i e and anter, Click "OK" to take the key over.
=TINE . i R O Tl Aol et O, W Subsequently, you can save the settings and
i i e ne e e e transfer them to the Datafox device.
T chelgrie et wiho i Che i e, plance deaw the vkt and accsnt with TR
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Disable encryption

To deactivate the key which has been transferred to the device, it is necessary to create an empty
password field with the button "Clear value" and to transfer this empty key to the device.

— . _x_

Password : | Pasword | Create value from Password

Value for Sysvar : | AADCS55AB0B71C2787FB6207 IDEADBASCBIAS33CF 79

Value empty K

Note:

From your entered password is created by pressing the button, an encrypted value for the
system variable KEY. Your password is thus always present in an unreadable format
for storage in the ini file and transfer.

Click on AValue

- The password must be minimum of & characters long and can consist of maximum 16 characters.

- Do you want to delete the password in the device, please create a value with an empty
Password and transmit it.

- To delete the value in the ini file, please dear the value and accept with OK.

Creation of the value for the system variable HTTP.KEY bt

Password : | | | Create value from Password |

Value for Sysvar : | EBB2020ACCSCFB3C 19039A6327E380C 120 135A92F6 |

Click on "Create value from

e o Passwor di
Note:
From your entered password is created by pressing the button, an encrypted value for the - ~
system variable KEY. Your password is thus always present in an unreadable format and then on A O K n
for storage in the ini file and transfer.
- The password must be minimum of & characters long and can consist of maximum 16 characters.
- Do you want to delete the password in the device, please create a value with an empty
Password and transmit it.
- To delete the value in the ini file, please dear the value and accept with QK.
Edit values of variables. *
By clicking the value ar pressing the key F2, you get the aption
to change the value.
To restore the default value, delete value from the field.After leaving the field, the default value
is restored.
Name Yalue &
USER blau
PasSWwWORD blau
HOST v, datafox. de
. . . FORT an
Save th|S flle Wlth the new key HTTPSEMD GET /httpderosgetdata. php?
ALIVE G0
HTTPTIMEQUT 15000
HTTPTYPE 1.1
SIMPIN 1}
SIMPUE 1}
ROAMING 1
RESETTRIGGER 32
ATTACH 32
ERRORLEVEL 1
HTTF
KEY
DMS1
SMSKEY
Vv
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GPRS / HTTP cenfiguration data =
Description . Port 10092
. - i Connection . Using TCRPAP netwark,

Kl'ick on AWrite|Hast 1 192168,123.92

Fort 10032
i . . Timeout ;3000
Now the key in the device is Busnumber ;254
deleted charnelld 7

File containing configuration data

F:%_aAblageh_HTTP_active_ini_D ateiensLaM_GPRS_WEB_blalini |

Read from device | Wirke to device |

Settings E xit

The records are then sent unencrypted.
After this you can clear the key from the file.

Deactivating Encryption

In order to deactivate the key transferred to the device, you must create an empty password field by
clicking the button "Empty value" and transfer the empty key to the device.

The data records are then sent unencrypted.

lllustration of the GET Request
in plaintext (unencrypted) and encrypted:

Plaintext request
getdatagv.php?table=BB&bTYP=Manu&bLOG=Log&bDAT=2011-05-24_08:30:12&bPER=Per&checksum=2120

Plaintext response

status=ok&checksum=2120 status=ok&checksum=2120

Encrypted request
getdatagv. php?dfcb=1000&t abl e=e977&bTYP =t0dt86688{8308Ic1bdPG

Encrypted response
df cb=1000&status=2b97&checksum=1726950d&é&setup_2=a44

Detection of an Encryption

In order to detect whether the data fields are sent encrypted, the beginning of the encryption is
marked with 'dfcb' (Datafox Crypt Begin) and the end is marked with 'dfce' (Datafox Crypt End).
'dfcb’ is the first field of the GET request and 'dfce’ the last field.

The value of the field 'dfcb' is transferred in plaintext and is the 'public key'. It is a random number
between 1000 and 9999. Combined with the user password, the value must be used for encryption
and decryption.

Encryption of data thus is achieved by "private key + public key" as password key.
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In the response, the field 'dfcb’ must be returned exactly. This ensures that decryption has been
successful and the response matches the request.

The value of the field 'dfce’ is the same as 'dfcb’ but it is transferred encrypted. During encryption it
can be ensured that the key used is correct. The value of 'dfce’ must equal the value of 'dfcb’ after
encryption.

If problems occur during encryption, the response 'dfc=error' must be sent. Additionally, information
must be entered in the fields 'dfcb’ and 'dfce’.

The following errors must be considered by the evaluating script:

'dfcb' is not a number or is outside the value range of 1000 to 9999
1 Response: dfc=error&dfcb=range&dfce=unknown/missing
0 Range means that the value is outside the value range.
0 Unknown means not determined but available.
0 Missing means not specified in the request.

'dfcb’ without closing 'dfce’
1 Response: dfc=error&dfcb=1000&dfce=missing

‘dfce’ is not a number or is outside the value range of 1000 to 9999
1 Response: dfc=error&dfcb=1000&dfce=range

'dfce’ without incipient 'dfcb’
1 Response: dfc=error&dfcb=missing&dfce=unknown

adfcebd6 does not equal adfchbod
1 Response: dfc=error&dfcb=1000&dfce=different
o Different means that 'dcfe' is different from 'dfcb’ after decryption.

Response of the Web Server

The field content of the request is deciphered successively using the RC4 stream cipher. The field
content of the response is regarded as part of the overall data stream and is ciphered again with the
current status of the stream cipher after decryption. Only exception is the first field value of 'dfcb'. It
is sent back exactly like in the request.

To the response, 'dfce’ must be added as last encrypted field. The value of 'dfce’ must equal the
value of 'dfcb'.

Activation via Script

The script must use the known "plaintext" password, not the encrypted one generated at the Studio.
Seetheexampleephp at the product DVD: "dfanalyser.phph.
For further information see the DLL description on the product DVD under: DVD\MasterlV-

Serie\Datafox Gerate\Datafox Software MasterlV-04.02.04_Release\Kommunikationsmodul

DFComDLL 04.02.04 (Windows, Linux)
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5.5. http Level O with service connection

This type of communication combines the advantages of fast data transfer via HTTP with the full
access to the data acquisition system through the integration of the DLL "Active mode".

DLL

COMNMECTION

MODE ERP

APPLIANCE
SOFTWARE

Concept of switching between HTTP and Active Mode

The data transmission will initially run trough HTTP.
Shall now master data such as personal lists, orders or article master are transmitted to the termi-
nal, a maintenance connection is requested from the server.

This is done through the response of the web server.
example: Astat us=o0k & &deeicekl§um=2120

The terminal now interrupts the transmission of data via HTTP and builds automatically a connec-
tion to the DLL (see Active mode). Now Master Data, Setup, etc. can be transferred.

Since the requirement of a service connection is possible only in connection with the response to
transmitted data, you have the option to cyclically send an "Alive" data set.
This makes sense in any case to monitor from the application which devices are online..

After closing the service connection, the device sends the data captured immediately via HTTP. The
possibly incurred in the meantime data are kept in the devices memory.
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5.6. http Level 1

5.6.1. Requirements

Required for data transfer via http Level 1:
Hardware V4:
- Device with TCP/IP (LAN / WLAN) or mobile radio
- min. Firmware 04.03.10. XX
Software:
- Server must accept an http request and give an active response
- Server must provide master data such as personnel lists or order lists for downloading

Basically, the same schematic structure applies as for http Level 0.

A detailed description of your development can be found here: Link:
https://www.datafox.de/downloads-software-masteriv-hardwareversion-
v4.de.html?file=files/Datafox Devices/Downloads Geraete Zubehoer/001 MasterlV-
Software/Datafox SDK_HTTP.zip

5.6.2. Changes between Level 0 and Level 1 concerning Request and Response

5.6.2.1. The following changes have been made to level O in the request:

1 Firstfieldsenti s 0 dlbalwayg.iThis field is unencrypted even for active encryption re-
quests.

1 The table parameter is now @f_tablebafter naming scheme.
1 All datafields are nowstarting af t er the naming. scheme with 06
1 Infields of the type "Date and Time" the date and time are separated using a d érather than
6.6
1 The checksum parameter is omitted completely.
1 With active encryption parameters @fcbdand d@fcebare sent as @f _cbéand @f ce6 r ef | ect i

the new naming scheme.

5.6.2.2. The following changes have b een made to level O in the response:

1 Thep ar a mestawgdand @hecksumbare completely eliminated.

1 Asfirstfield 6 d f _laéhas te=be sent always. This field must be transmitted unencrypted
even if encryption is active.

1 All existing parameters are pref i x e d wand 1 hf netasdary © adjusted to the currently
common terms.

1 With an active encryption parameters @fc§ @fcbdand @fce6 ¢ h a ndfj & d@ft abdardd
@f ced f o | themew nangng scheme.

T At the end of the s eReturse/kingfsed has to beysent. 8hould@aur r i ag e
send Carriage Return/Linefeed at the end of the message, these characters are removed si-
lently. If you need CR/LF inside a message, they have to be encoded as following:

1. All characters other than letters, digits, - (Minus), . (Dot), _ (Underscore) and ~ (Tilde)
have to be encoded as %xx, where xx is the hexadecimal representation of the ASCII
code (See RFC 3986, sections 2.3 and 2.4)

Guide parameterization and integration page 29 date: 17.12.2019 V 1.17


https://www.datafox.de/downloads-software-masteriv-hardwareversion-v4.de.html?file=files/Datafox_Devices/Downloads_Geraete_Zubehoer/001_MasterIV-Software/Datafox_SDK_HTTP.zip
https://www.datafox.de/downloads-software-masteriv-hardwareversion-v4.de.html?file=files/Datafox_Devices/Downloads_Geraete_Zubehoer/001_MasterIV-Software/Datafox_SDK_HTTP.zip
https://www.datafox.de/downloads-software-masteriv-hardwareversion-v4.de.html?file=files/Datafox_Devices/Downloads_Geraete_Zubehoer/001_MasterIV-Software/Datafox_SDK_HTTP.zip

5.6.3. Request

Request from the client to the server.

5.6.3.1. Method: GET

datafox

devices

For communication via http level 1, Datafox has developed a specific context that applies only to

Datafox devices.

The GET method is used for http communication.
The context now offers extensive possibilities for exchanging data quickly and conveniently with Da-

tafox devices.

Function overview via GET:

Parameter name

Meaning

df table

Name of data set description

df record_state

online / offline state of the records

df_col_{Feldname}

Name of the data field and value.
Ent sprechend der

Ger2tekonfigur
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The server's response to the client.
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Each dataset from a Datafox device must be acknowledged by the server.

The confirmation is carried out with:
df_api=1und HTTPiRe s ul t

A200

oK

5.6.4.1 Optional parameter specifications for the response

Instruction N ame

Meaning

df_time=2016-11-17T12:13:14

Set the date and time on the device.

df_beep=1 (1-11)

OK signal / generate beep on the device

df service=1,www.datafox.de,10047

Connect to the DLL. Also possible with the DatafoxStudiolV.
Specification of IP/URL and port possible.

df var=setup.l,wert

Change the value of a global variable in the setup.

df_ek=name

Trigger an action in the device. Start an input chain in signal
processing.

df _msg=This\ris\ra\rMessage,5,1,0

Send a text message to the display.

df_msg_icon=2

Defines the icon to be used when showing a message in the
device. The icon is taken from the design and associate to
an input sequence (F2 in this example)

df_backlight=0,5,255,255,0,192

Defines the col our
od of time as a RGBW value.

I dof a cartaid pen- |

df_info_msg=Info\rMessage,0

Defines the text of an info message.

df ac2=010,1,10,20,5

AC = access control.
Trigger access control actions.

df_custom_msg_ac2=010,1,1,0,Hell
0%20World

Sends a message to a device that is connect to the access
control bus.

df ao_ac2=0,1234

Acknowledges an action of the pre-checked access control.

df trigger_ac2=1,011,6543210,0

Simulates a clocking performed at an access control RFID
reader.

df_kvp=var,ID

Instructs the device to send the value of a system variable.
The value is sent as a key-value-pair to the server.

df_set relay=2,close,5

Defines the state of a relay for given period of time that is not
handled by the access control module.

df_toggle_relay=2,5

Changes the state of a relay for a given period of time. The
relay may not be handled by the access control module.

df load_file=/path/on/server

Instructs the device to download a file from the server.

df_send_file=/logs/,syslog,0

Instructs the device to upload a file to the server.
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Instruction N ame

Meaning

df_remove_file=root.datafox.cert

Instructs the device to delete a specific file.

df_remove_finger=1980,all

Remove fingers from a fingerprint sensor.

df_setup_list=Personal,/path/to/list.t
xt

Give the device a new list of personnel, for example.

df_ac2_list=Ildentification,/path/to/list
Ixt

Give the device a new access control list.

df table_ count=list.PID

Counts the number of entries within a list stored on the de-
vice.

df_table_select=list.PID,/upload/for
m,Unit=Development,PID=5

Selects on or more entries from a list and uploads them to
the server.

df_table_append=list.PID,9999,,Visit
or,

Appends a record to a list stored on the device.

df_table_update=list.PID,,,Unit=

Changes values within a list stored on the device.

df table_delete=list.PID,Unit=Devel
opment

Removes rows from a list stored on the device.

Function in work,
Not yet usable.
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5.6.5. Encryption

The data fields of the data set can be encrypted using a stream cipher RC4. The field contents are
then transferred to their hexadecimal representation.

parameter name importance

The parameter specifies that all these fields until and including

df _ce have encrypted field contents. The value of df _cb contains the
four-digit (1000-9999) public key of the applicable password for the
stream cipher.

df_cb

The parameter indicates that all the following fields are not encrypt-
df_ce ed any more. If the value is decrypted correctly it must match the
value of df _cb.

1.1.1.1. lllustrate the GET request

In plain text (unencrypted) and encrypted:

Plaintext request

df_api=1&df record_state=1&df table=Booking&df_col_sn=2042&df_col_recordtype=1&df col_b
adge=3974679390&df_col_timestamp=2017-11-22T08:23:39&df_col_status=online

Plaintext Reply
df_api=1&df_time=2017-11-22T08:24:00
Encrypted request

df_api=1&df cb=6102&df record_state=CC&df table=66E9B37516AA8C&df col _sn=0BDC8F79
&df_col_recordtype=AB&df_col_badge=AF9B3A929994A5BD7D88&df col_timestamp=B237B8
CA4FA80FD563359C3EE70FE7FC99AF60&df col_status=9BACFC1E5EOB&df ce=A344D33B

encrypted response

df_api=1&df cbh=6102&df time=elba6575855619c4d634f7865c01c4b2bc2ec138670ac2&df ce=
a4l1l4ebd6

5.6.5.1. Encryption detection

To see whether the data fields are sent encrypted, the initial encryption is with @f cbé(Datafox Crypt
Begi n) i n di pned(Datafox dnypténd) in the end. 6 fdcbbéthe first field in the request and
@f_cebthe last field in the request is.

The value of the field @f_chbd itself is transmitted in plain text and is ¢oublic key®6 It is a random num-
ber between 1000 and 9999. The value must be used in conjunction with the communication pass-
word for the encryption and decryption.
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5.7. https C ommunic ation

5.7.1. Requirements

Requirement for using an SSL certificate (https):
Hardware V4:
- Device with TCP/IP (LAN / WLAN) or mobile radio
Minimum firmware 04.03.11. XX (currently usable as prototype firmware)
Software:
- Server must accept an https request and give an active response

A detailed description of your development can be found here:Link:
https://www.datafox.de/downloads-software-masteriv-hardwareversion-
v4.de.html?file=files/Datafox_Devices/Downloads Geraete Zubehoer/001 MasterlV-
Software/Datafox SDK_HTTP.zip

5.7.2. Elements of the https infrastructure

Like http, https is a client-server protocol. The client establishes a connection to the port of the https
server via TCP/IP, the data stream is encrypted to protect it against listeners.

Both asymmetric encryption (negotiation of the connection) in the form of a server certificate and
symmetric encryption for (later) data exchange are used.

5.7.3. Use of encryption / certificates

Several certificates can be stored in the Datafox devices for communication.
You can use a certificate signed by Datafox or your own certificate.

The firmware rejects the use of the encryption methods according to specification TLS 1.0, which
are no longer considered to be up-to-date (because they are unsafe). Only procedures introduced
as of TLS 1.1 are accepted.

Certificates are transferred with the DatafoxStudiolV
The menu item is available as of StudiolV version 04.03.11. XX.
You will find them under: "Configuration>Transfer Certificates".
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5.8. Talk

Datafox - Talk enables the exchange of data with Datafox AEIIl +, Timeboy and the Master IV - Se-
ries on file and database level. It therefore represents an alternative to communication via DLL and
has the great advantage that no programming is required. Lists and devices can be transferred
manually or by timer settings data can be read. At extra cost calculation a direct access to customer
databases can be provided. Here, the customer determines which database tables and fields are
linked.

Datafox- Talk supports all functions for transmitting data.

DIRECT

DLL

CONNECTION

D

PZE BDE
Datafox B crp

Talk « »

Windows-Service | APPLIANCE

Webserver (HTTP)
A aliljaqt:ur- flﬂ FTW.ARE
o or database

| S—

5.8.1. Advantages and disadvantages with Datafox Talk

advantages:
- Easy data exchange via file storage or database
- Automatic fetching of the data via services
- Integrated web server to accept data via http
- No programming required
- Simple updating of master data

disadvantages:
- No access to system variables
- No online functionality
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5.8.2. When do | use Talk?

advantages :

AExpanded use possibilities of the devices
Asimplifies commissioning and maintenance
ANo programming skills required
Acommunication with any application software
ANo need to create a special interface

Aata can be run directly into the application

5.8.3. Overview of the Function Modules Talk

AFree formatting of the output files
DBC connection to external databases and XML interfaces
ASpeciaI functions possible
ANireIess data transmission with 433 MHz

Zusatzmodul

Import — und Exporterweiterung

Zusatzmodul
Funk 433 MHz

Zusatzmodul
Modemanbindung

Zusatzmodul
Mobilfunk + Internet

Aime control

,BData transmission for all Datafox devices via RS232, RS485 and TCP /
1P

,BStorage of read data as an ASCII file, Excel, XML, dBase, Access
ALoading lists and access lists from ASCI files.

ireless network with multiple access points possible
A\/Ianagement of radio addresses
/gProtocoI monitoring only for Timeboylll

AData transfer via analogue, ISDN or GSM
modem.

AData transfer directly to the Talk-data server and Maintenance
Server on Windows

AData transfer from your web server via a text file with FTP access.
PHP necessary.

ata transfer from your web server via MySQL database with
access to the database.

ﬁoata transfer from your web server via MySQL database with
access via http
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5.8.4. Establishment of Talk

For the establishment of Talk, we recommend a training by Datafox.
Current training dates can be found on our website:
http://www.datafox.de/veranstaltungen.html

The Datafox Talk Manual can be found on the product DVD or on the hompage.

http://www.datafox.de/talk.html?file=tl files/Datafox Devices/Downloads Geraete Zubehoer/185 T

alk/DatafoxTalk-Handbuch.pdf

A quick tour of setting up Datafox Talk.

User interface:

FoxTalk Einstellungen Gerdte Einlesen  Wartung  Programme  Ansicht LogDatei  Hilfe

4

EEX

Status:

=} EStandard

' PZE-Master

Each Datafox device, data will be ex-
changed with, will be created here.
The type of connection is established,
such as TCP / IP or HTTP Comport.

£| BDE-Master

. AE-Master
‘ ZK-Master

S8 TimeboylV

' PZE-Master

Dienste [rechte Maustaste fiir Mendi]

0 0 00

s Talk Funk Http Wartung

| s

#5.06,2013 10:35:02

For each module there is a separate service
that is installed here as needed and can be
started and stopped.
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Settings for data export:

ush_ i DOBCiskuctung Fulaborivie | HTTPAGFRE Sarvst
Drurajmninbag [ wienaport Chymrarmguyt Dimrate Cadsmmnryg Mol nptang ey Iriggrat FTF Erved i rppeniouctarnan
|
Eapcnlidne: |Dieage _J
[t Bleckaw: s dem daw Progesren’ dér Terb reialet sad. mass
Stwils mciie sl dein ErpoiCodegr haln
Voo cher- irstallghon mt das durch die Admmtisinn ocher pu sl Determlne Where the
data should be export-
ed.
Epuiods [ e
Searelmimqos

Dpemant S ried Ter [§ )t
Faidlemide{fese Te dLanoe Test [ 18]

az= [ ]
M:\.ﬂ-ncm Tl:hi
Sllin Langm |

[ Blwarn Bopmaran von Cisbaiere - Distemanmen duchnrnmes e

Set the stora-
ge format.

Dahrsaliama | Ymmddhhon ) T T Ea——

T o Tag s T whre itwencle ol am [1-71) &1
Seagh e Tag sy Zabod wit Bwencler Nl an [1-31]
Tyl chers Tiagy it A vungg e [560 5 il ured iivasralal diskesd che weon deti giobvaken W et Shot Dupblan

zmmlummulmmmsm S-ﬂadwdmdmdnmdumk'

Fogi dint Basnichrm m dewki reech der Angsbe bhndel b, wad sl s Monats de Mirdde angasesg

i Zag chirs Mol ot 2ol il hibiecks Weall an (070 21, Folgt det Beseches pim diekd nsch gl Srgade hod
| o Mh“ﬂ#uwwmum - D) undd warvesrsdd claban diis wor der globaden Vet 5 horbdond]
ey Dt o Monal s ol tandgen Kseesn o Elame - Degembes | ond veneended dabes de von ey glotalen
w g dar oy sls Tesabelge 2l 5 0095

4

Settings for time control of the service:
Here are all tasks that the service performs time controlled are created.

UsR | COBLrdkfuchang St aborichs | HTTR/GPRE S
Drurajmninbag [Cistmrussapoet: Ctytmrarmguyt Dimrate Jeiemnry M el g e iy Irdsarat FTF Ervad Ginppentucturnan
¥ == |7 !
[t [Gegomnne  |Za [Eehuden [Paanesi [Frasensnzne | - |
FODATA  Tismile B Slaliw 20 Z108 T W st

EXFDATA  Dabsrmasoil B0

\

1
Create Event List.

Possible events:

EXFDATA Dalerwepol (130620137024 25
EXFDATA  Daermapod 1306 2013100525

FODATA Tl 1B06ANTURESI SsensdT
EfFDATA  Dasrespo 1306 0310526 .

FODATA | Tosndhi 12E NI TS Slniae=200 11 e m E Skt 1100004

EXFDATA Dadsrmessl  130B2N3ITOITNIE =

FODATA  Towrilm 1206 20T 02725 - Slalon=201 11 i

FODATA  Twmin  130R20F 020 SteoneN T rocwichen [ G0T0000 (ST ued. [RBO000 (S L |
EXFLATA  Daberepol 1306 303 102026

ExPLaTa  Detsnegpod 120623 V0E6 n i

FODATA Tl 120 2NITRIIIE Siaon=20137 Uiy dhaley

FODATA | Tismin T20EMNITOINIE  Sialion=20111 l=.LiﬂI'| schusitan

E<FDATA  Dalermsgeorl 13508 3003 H0 3026 Ij B e

EXFDATA  Dossespod 1306 203 1031 26 [ hctocke iriathors Brichvon (o)

FODATA  Tamly  130EANINENZE Sttonsdndl ] Gkt Varabie s

FODaTa | Tamls 1AM ITEIZIE  Sintoe=200 1104 i

EXFDATA  Dalerepal 1300303 T0TRIE
EXFLATA  Daterssgeall (1206203103326

|
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