==

T 57 T 1T 5 T

== = e =

Manual

KYO-Inloc



bl oy
datafox

devices

© 2025 Datafox GmbH

This document has been created by Datafox GmbH and is copyrighted against third parties. Datafox
GmbH considers all contained information, knowledge and depictions as its sole property. All rights,
including also translation, reprint or copy of the whole document or parts of it, require written con-
sent of Datafox GmbH.

The assertion of all rights in this respect is reserved to Datafox GmbH, especially in case of the
grant of a patent. The handover of this documentation does not establish a claim to the license or
the use of the soft- and hardware. Copies of the floppy disks and CDs may only be made for the
purpose of data backup. Every unauthorized copy of this documentation or the Datafox software will
be prosecuted.

Manual Datafox KYO Oneloc Seite Il Datum: 17.11.2025 Version 04.03.23



bl oy
datafox

devices

Alterations

Alternation in this Document

Date Chapter Discription
12.07.2018 all Revision the manual to new version 04.03.11.xx
16.12.2024 all Revision the manual to new version 04.03.22.xx

Alternations of the version

With the device generation IV a new versioning scheme has been introduced. According to this
scheme the file name of the device firmware and the setup program (DatafoxStudiolV) is composed
as follows:

Product name XX. YY. Z7. Build
Device genera- Compatibility Version number Troubleshooting
tion (which versions (functional exten- (with a new version
can be used to- sion) the Build number is
gether) reset)
z. B. AE-MasterlV | 04. 03. 9. 04

The use of the manual depends on the version of the firmware and the DatafoxStudiolV or the
DFComDLL. Gather from the following table which manual matches which version. For different
combinations no support can be offered.

Firmware StudiolV and DLL validity
Firmware: 04.03.22.xx.
Studio: 04.03.22.xx
Dll: 04.03.22.xx

The DatafoxStudiolV is backward compatible. This means that you can configure a device with a
newer DatafoxStudiolV also older firmware, the device only supports the natural functions that are
implemented in the older firmware version. le, relevant to the functions that are possible, is always
the manual state that the firmware associated with the Setup equivalent. It is not possible to provide
a centering firmware configured with a stand of DatafoxStudiolV to who is older than the firmware.
recommendation:

If possible, use always the current version of DatafoxStudiolV.

What features are supported in which software versions, is from the file:

Datafox MasterlV, SW version xxx.pdf list as shown.

The file is located on the Datafox DVD and for download on the homepage. Please also note the in-
structions in each chapter in the manual. The updates are available on our website under www.da-
tafox.de download.
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1. For you r Safety
Safety Information for Datafox Products

Attention !

The KYO Oneloc must only be operated according to the instructions given
in the manual. Do no insert any foreign objects into the openings and ports.
The device must not be opened. All maintenance work must only be per-
formed by authorized specialists.

Some devices contain a lithium ion battery or a lithium battery.
Do not throw into fire!

Supply voltage: 12 Volt DC

See respective type label / technical data.

The device must only be operated with a power-limited power supply
according to EN 60950-1. If you do not observe these instructions,

the device may be damaged.

The following temperature ranges must be observed

Working area / storage temperature: -20° C bis +70° C
Mobile communications module: -20° C bis +55° C

In areas with cellphone ban, GPRS, WLAN and other cellular modems
must be turned off.

Persons with heart pacemakers:

When using the device, maintain a distance of at least 20 cm between the
heart pacemaker and the device in order to avoid possible interferences.
Turn the device off immediately if interferences are assumed.

Protection class: Observe the technical data of the respective device.

In case of laser devices of class 2, the eye is protected by the blink reflex
and/or turning reactions if you briefly and accidentally look into the laser
beam. The devices may be used without further protective measures. Nev-
ertheless, avoid looking directly into the laser beam of the laser scanner

Observe the additional notes in the chapter,
iPr oper use and environmental prote

We declare under our sole responsibility that the product described fullfills the pro-
tection requirements of European Directive 89/336 / EEC as amended by 91/236 /
EEC, 92/31/ EEC, 93/97 / EEC and 93/68 /. See the manual of the devices for the
standards. Evidence is provided by compliance with the following standards:EN
55022 : 2010

- EN55024:2010 + Al : 2015

- ENG610007T 67 2:2005

- IEC 61000-3-2: 2014

- IEC 61000-3-3: 2013

- IEC EN 60950-1 : 2006 + A11: 2009 + Al : 2010

Manual Datafox KYO Oneloc
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2. Introduction

Datafox data terminals have been developed to fulfill the requirements of modern personnel time
recording where users have high demands concerning flexible and elegant design. Furthermore, the
Datafox Embedded-Concept also covers access control. All relevant data can be recorded with
modern technology and be transferred to the analysis software immediately. Billings, calculations or
other analyses can be performed in a timely manner; processes can be monitored and controlled
actively. This saves time and ensures the data quality and immediacy required.

Datafox data terminals are based on the Datafox Embedded-System which is equipped with modern
technology for data collection and of course also data transfer. You make your entries comfortably
via keyboard, touch display, RFID or barcode. The device is available with GPS, GSM, GPRS, USB
etc. It fulfills all conditions for a flexible usage not only for personnel or order time recording but also
for further scopes. This constitutes a real added value. The powerful tools DatafoxStudiolV and DLL
facilitate quick and easy integration in any IT solutions. Due to scalability, numerous options are
available. You can select according to your company's requirements and only pay what you really
need.

2.1. Structure of the Documentation

The manual contains a change history as well as a general part with safety information, the intro-
duction and information concerning system requirements and system structure.

The general part is followed by the main part of the manual. It contains the chapter Product Descrip-
tion Device. In this chapter, device-specific components are described as well as the device's func-
tions.

The final part of the manual provides technical data about the device and a glossary whose purpose
it is to ensure a consistent understanding between user and manufacturer.

2.2. Guarantee Restriction

All installers are responsible for the use of the device and its accessories in accordance with its in-
tended purpose and in compliance with the applicable laws, standards and directives.

All data in this manual has been checked carefully. Nevertheless, errors cannot be excluded. There-
fore, we offer no guarantee nor accept any liability for consequences that derive from errors of this
manual. Of course we are grateful if you point out errors to us. We reserve the right to make modifi-
cations in respect of technical progress. Our general terms and conditions of business apply.

Note:

Due to DatafoxStudiolV, Datafox devices offer many functions and combinations of

functions not all of which can be tested in the case of updates. This applies espe-
F cially to setups defined by you as customer. Before updating your device, please en-

sure by tests that your individual setup works without any errors. If you encounter a

problem, please inform us immediately. We will take care of the clarification of the

problem on short notice.

Manual Datafox KYO Oneloc Seite 2 Datum: 17.11.2025 Version 04.03.23
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2.3. Typography of the Documentation
FW Abbreviation for firmware (software in the device)
SW i Abbreviation for software
HW e Abbreviation for hardware
GV e Abbreviation for global variable
<Name;Software Version.pdf> ....................... File names
Note:
F Useful information which helps you avoiding possible mistakes during the installation,
configuration and commissioning is given here.
Caution:
I Here, notes are provided which must be strictly observed. Otherwise, malfunctic
] ] the system will occur.
2.4. Important General Notes
Caution:
' Use the devices only according to regulations and follow the installation, commis-
. sioning and operating instructions. Installation and commissioning may only be per-
formed by authorized specialists.
Subiject to technical alterations
Caution:
Due to technical development, illustrations, function steps, procedures and technical
] data may vary slightly.

The Datafox device has been developed for the purpose of creating a flexible and easily inte-
grated terminal for data recording serving for a great variety of applications. The device is robust
and easy to use. Due to the PC setup program, the device is quickly and easily configured for its
application field so that you save time.

Numerous optional features, such as bar code reader, transponder reader, digital inputs etc., en-
able you to use the device for:

PZE - Personnel time recording

AZE - Order time recording

BDE - Operating data recording (I/O-processing)
ZK - Access control

FZDE - Vehicle data recording / telematics

This manual describes the creation of setups with the setup program DatafoxStudiolV

without covering specific applications. Potential problems and difficulties are pointed

out.

This manual describes the functionality of the KYO Oneloc and explains its characteristic features.
For example, installation, operation and equipment of the device are described.

In order to define the behavior of the device, a setup must be created. For this purpose, the Data-
foxStudiolV has been developed.

Manual Datafox KYO Oneloc Seite 3 Datum: 17.11.2025 Version 04.03.23
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With some practice it will be possible to create a complete compilation for the KYO Oneloc within
half an hour. If you need functions that are not available, please contact us.

-

Note:

If you need support for the compilation of setups, we offer you our services. Due to
our extensive experience with the setup, we work very quickly and can make your
setup even more efficient through useful advices, so that the input at the device can
be performed quickly and securely.

Note:

Due to DatafoxStudiolV, Datafox devices offer many functions and combinations of
functions not all of which can be tested in the case of updates. This applies espe-
cially to setups defined by you as customer. Before updating your device, please en-
sure by tests that your individual setup works without any errors. If you still encounter
problems after thoroughly testing your setup, please inform us immediately. We will
fix the error on short notice.

Manual Datafox KYO Oneloc Seite 4 Datum: 17.11.2025 Version 04.03.23
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3. Intended Use and Environmental Protection

3.1. Regulations and Notices

According to the current state of the art, measures were taken to ensure that the device meets the
technical and legal regulations as well as safety standards. Nevertheless, malfunctions due to inter-
ferences through other devices can still occur.

Please observe local regulations when using the device.

3.2. Power supply
Only operate the device externally with a limited power source in accordance with EN 60950-1.

Connection voltage of the MasterlV devices: 12 to 24 volts DC

If the devices run with rechargeable batteries, note the instructions in chapter "Rechargeable Bat-
tery".

Caution:
l In the event of non-compliance with these instructions, the device or the battery (if
] any) can be damaged or destroyed!

In order to ensure maximum battery life, it is recommended to recharge the battery only after com-
plete discharge.

See respective type label of the device KYO Oneloc.

3.3.  Environmental Influences

Extreme environmental influences may damage or destroy the device and should be avoided. This
includes fire, extreme sunlight, water, extreme cold and extreme heat.
See respective type label of the device.

Manual Datafox KYO Oneloc Seite 5 Datum: 17.11.2025 Version 04.03.23
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3.4. Mounting outdoors

3.4.1. Temperature

The device has an approved temperature range of - 20 ° Cto + 60 ° C.

A heater is not necessary for outdoor use.

Due to the inherent heat of the electronics and power supply, the temperatures in the unit are higher
even at ambient temperatures below -20 ° C.

Condensation water only occurs when a cold object comes into the heat and would therefore only
be an issue for mobile devices.

We recommend, if you use the devices outside, then let it running permanently. Both in terms of
temperature as well as condensation, it is recommended to not switch off devices which are used
outdoors.

3.5. Repair

Except for the battery replacement in mobile devices, Datafox devices are maintenance-free and
must only be opened by authorized professionals. In case of defects, please contact your dealer or
the Datafox service hotline.

If a definite defect is present, you can also send the device directly to Datafox.

https://www.datafox.de/reparaturen.de.html?file=files/Datafox Devices/PDF/Support/Data-
fox%20Reparaturbegleitformular%20V3%2C%20D-GB 2020.09.25.pdf

Manual Datafox KYO Oneloc Seite 6 Datum: 17.11.2025 Version 04.03.23
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3.6. Cleaning

CAUTION
Risk of explosion if batteries are replaced improperly.
Dispose used batteries according to the instructions.

3.7. Further Notices

Do not expose the device to strong magnetic fields, especially during operation.

Operate the slots and connections of the device only with the appropriate intended equipment.
Ensure that the device is secured during transport. For reasons of safety, do not use the device
while driving a vehicle. Also ensure that technical equipment of your vehicle is not compromised by
the device.

In order to prevent SIM card misuse, have your SIM card blocked immediately in cases of loss or
theft of the device.

Manual Datafox KYO Oneloc Seite 7 Datum: 17.11.2025 Version 04.03.23
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3.8. Disposal

Observe local regulations concerning the disposal of packaging material, used batteries and
scrapped electrical equipment.

This product complies with the EU Directive No. 2002/95/EC, its appendices and the Council Deci-
sion laying down the restrictions of the use of hazardous substances in electrical and electronic
equipment.

The device is covered by the European Directive on Waste Electrical and Electronic Equipment
which came into force on February 13, 2003 and was translated into the legislation of the Federal
Republic of Germany on August 18, 2005.

Do not dispose the device in domestic waste!

As the user, it lies within your responsibility to dispose electrical and electronic equipment via the
designated collection facilities. The correct disposal of electrical and electronic equipment protects
human life and the environment.

For more information regarding the disposal of electrical and electronic equipment, please contact
your local authorities or waste disposal companies.

Manual Datafox KYO Oneloc Seite 8 Datum: 17.11.2025 Version 04.03.23
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4.  System Requirements / Hardware

4.1. System Structure
The system consists of the Datafox device, the DatafoxStudiolV, the communication DLL and a soft-
ware for processing the generated data.

Create setup Save setup Transfer setup to device
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4.2. Installation requirements for Operating Datafox Devices

In order to operate the Datafox device, you need a 230 V power connection for the Datafox power
supply. Depending on the main communication set, you need a corresponding transfer medium or
connection cable.
Main communication:
A USB A one standard USB-A to USB-micro Cable (see the chapter connection USB).
A RS485 A atransmission path in accordance with the EIA-485 standard (see Connection
RS485).

A 2G; 4GA a distortion-free mobile connection
A WLAN WiFiA a distortion-free channel to an access point (802.11 b/g/n) within reach
(see Connection WLAN).
A at |l east one standard Ethernet cable, no Ac!
A HTTP (internet) via LAN A TCP/IP connection with free internet access. The data are
sent to a server.
Note:
F With increasing demands on transfer rate and interference immunity, the demands
on the transmission path increase as well with regard to quality (interference immun-
ity).

Ideally, the cables should be provided in a flush-mounted box. Please note this
please provide the height information in the assembly instructions.
Assembly instructions on our homepage:

https://www.datafox.de/d67/unternehmen/downloads/informationsmaterial/informationsmaterial-evo-serie/11500x_Data-
fox EVO 4.3 4.6 7.0 _Montage und_Inbetriebnahme.pdf

https://www.datafox.de/d67/unternehmen/downloads/informationsmaterial/evo-3-5-universal/122001 Datafox EVO_ 3.5 Universal_Mon-
tage_und_Inbetriebnahme.pdf

https://www.datafox.de/d67/unternehmen/downloads/zubehoer-module/zutrittsleser/12300x_Datafox EVO Agera_Montage _und_Inbe-
triebnahme.pdf

https://www.datafox.de/d67/unternehmen/downloads/informationsmaterial/evo-3-5-pure/1140x1 Datafox EVO 2.8 3.5 5.0 Pure_Mon-
tage_und_Inbetriebnahme.pdf

https://www.datafox.de/d67/unternehmen/downloads/informationsmaterial/kyo-cenloc/124401 Datafox KYO_ Cenloc_Rack -
TKSS Montageanleitung.pdf

https://www.datafox.de/d67/unternehmen/downloads/informationsmaterial/kyo-cenloc/124011 Data-
fox_KYO_Cenloc_Wall_Bohrschablone.pdf

https://www.datafox.de/d67/unternehmen/downloads/informationsmaterial/kyo-inloc/11x402 Datafox_KYO Inloc_HS flach_Montag-
eanleitung.pdf

https://www.datafox.de/d67/unternehmen/downloads/informationsmaterial/pze-master-iv/105406 _Datafox PZEMIV_Wandhalter-
ung_Montageanleitung.pdf

4.3. Compatibility

The compatibility must be observed urgently between:
- Datafox devices and the device firmware
- Device firmware and device setup
- Device firmware and communication DLL
- Communication DLL and DatafoxStudiolV
- DatafoxStudiolV and device setup

4.3.1. Firmware File Archive (*.dfz)
Description
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The Firmware archive combines device specific firmware files into an archive container. This archive
uses the file extension DFZ (abbreviation for Datafox Zip). When uploading firmware to a device
through DatafoxSudiolV of the DFCom library, simply use this archive.

Note:

The firmware archive does not only contain software for the current device genera-
F tion (HardwarelV), it contains software for previous hardware versions as well You

can update any Datafox device using this archive and upload the current version of

the device firmware in this way..

Function of the Archive

The transfer routine of the device file selects the right file from the firmware file archive on the basis
of the hardware options available in the device. Thus, it is guaranteed that all hardware components
available in the device are supported by the corresponding firmware.

4.3.2. Datafox Devices and Device Firmware

Each Datafox device has an electronic flat module. The module has specific hardware equipment
concerning the options (e.g. mobile radio, WLAN, fingerprint, ...). Due to technical conditions, differ-
ent options are mutually exclusive. Currently there are conditions where not all hardware options
can be supported in one firmware file due to limited program memory. This means that each device
with specific hardware options needs a proper firmware to support the hardware options by the soft-
ware.

Caution:
In general, the newest version of DatafoxSudiolV should be used, since this version
is capable to support the current device hardware version. Should you opt for using

an older version of DatafoxStudiolV, please keep the following minimal version re-
I quirements in mind:
= - DatafoxStudiolV Version 04.03.00.x or newer is offering support for Hardware

Generation IV and 11l
- DatafoxStudiolV Version 04.02.00.x or newer is offering support for Hardware
Generation Il

4.3.3. Device Firmware and Device Setup

The firmware (operating system) of the device and the device setup (*.aes data file = application
program) form a unit. By the device setup, the runtime behavior of the device (the firmware) is deter-
mined. This means the response of the device to input events by the user or the environment (e.g.
digital inputs). In principle, only those functions of the device are executed that are supported by the
firmware and defined via the setup. Prior to the productive commencement, you should therefore
test each setup with the corresponding device or on a device with the same hardware options and
firmware.

4.4. Device Firmware and Communication DLL

A firmware supports certain functions, dependent on the hardware options. The communication DLL
is the interface between the firmware and the DatafoxStudiolV or your processing software. There-
fore, the firmware must always have the same or a lower version number as the communication
DLL.

Note:
F If your application uses a newer version of the communication DLL than the firmware
does, you can only use functions that are supported by the firmware.
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Otherwise, you will receive an error message (e.g. function not supported) which has
to be analyzed.

4.4.1. Communications DLL and DatafoxStudiolV

Note:

F The DatafoxStudiolV and the communication DLL are developed and released as a
bundle. Therefore, they have to be used as a bundle.
A newer version of DatafoxStudiolV does not work with an older DLL.

4.4.2. DatafoxStudiolV and Device Setup

With the DatafoxStudiolV, you create a device setup (application program) for the Datafox device.
That means that in the setup only those functions were defined which were available in the Datafox-
StudiolV version at the time of the setup creation. The DatafoxStudiolV you use for opening a de-
vice setup may thus only be newer but never older than the DatafoxStudiolV version you used to
create the device setup.

Note:
F The updates are always available for download on our homepage www.datafox.de.
Caution:
' When new devices are delivered, the latest firmware is loaded on the devices. If you

wish to work with an older firmware version, please perform a downgrade. Please ob-
serve the compatibility notes in the release notes of the respective firmware version.

The data file <Device name>, Software version <version number>.pdf shows which func-

tions are supported by which software release.

You will find the file on the product CD. Please also follow the instructions given in the chapters
of the manual.

4.4.3. Update / Downgrade

A firmware update or downgrade is a very sensitive process. Possibly, a reset of the main
communication to RS232 may occur. In any case, consider the information regarding the
compatibility in the software version list.

Firmware Update
Caution:

Before starting a firmware update, please check on the basis of the software version
] list whether there are any version dependencies that must be observed.

For example: when changing from Version 04.00.xx to version 04.01.xx, at least version
04.00.23.769 or higher must be present in order to run the update to version 04.01.xx successfully.

Firmware Downgrade

A firmware downgrade is hot recommended.
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We are constantly working towards improving the software/firmware; all functionalities are still in-
cluded in new versions. New software always offers better functionalities and possible bugs are
fixed.
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5. Device

5.1. Commissioning

On delivery, the device is fully functional and configured with a demo setup so that you can test the input
immediately. After establishing the power supply the device will switch on automatically. The KYO Oneloc
automatically starts booting, recognitiorf the hardware options and loading the setup. After having fin-
ished booting, the device switches to operation. Now itKYO Oneloc is ready for use.
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Guid eline for Commissioning of KYO Oneloc

The KYO Oneloc must be pre-configured for initial operation.
Specify how it will be used:

1) Use as access control master:

Schematic structure:

Master, contains all infor-
mation on access authori-
zations, time and group

profiles

main communication
for the application:
TCP/IP
- RS485
- USB

1) Use as door module (relay) and connected reader:

RS485

dat:r c;;(

devices

Schematic structure:

Master device with

®

- KYO Inloc

- EVO device
- KYO Oneloc @&

- AE-Master

access control, e.g.:

RS485 RS485 )
oo | Toax |
RS485 RS485 RS485
Function = door module Function = door module
slave mode slave mode
with connection with connection
of a reader of a reader

RS485

RS485
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5.2.1. Determination of use the KYO Oneloc

The KYO Onloc can be used in 3 different modes:
1.) As an access controller
2.) As a door module (for use in the access control bus as a relay and with a remote reader)
3.) Wiegand converter (CWC)

Configuration Extras  Office-Connect  Window Help  Datafox-Intern

@ Transfer Firmware to device (*.dfz, *.hex) Ctrl+5Shift+L 6 @
Update for module (*.iff)
- =
Language file for devive, device text (*.dfl) 4
Color file TimeboylV (*.dfc) 4
LAM / wLAM configuration (*.df0) 4
Touch key configuration (*.dfk) L
Cerificate files for HTTPS L
£ Display Designer Ctrl+Shift+D
Proximity sensor
Access control P Access controlsettings
EVO Intera Il Lock cylinder U§gunfigure
| Wl Access control settings [ Empty | X
File
Ter TP DHCP [ 192.168.123. 160 ] | |

Terminal [ IPC KYO Oneloc  KYO Inloc

Use of the KYO Oneloc : |access controller

) access controller k
) Wiegand converter (CWC
Format: 37 bit defaultTarma \Y

In order to make a setting, you must first access the Bios menu via DatafoxStudiolV:

Configuration  Extras  Office-Connect  Window H

1 ) T 0 d O t Eonmu_ 1™ Transfer Firmware to device (*.dfz, *hex)

Update for module (*iff)

ratlonﬁ n ﬂ deﬁce Language file for devive, device text (*.dfl)

Colorfile TimeboylV (*.dfc)

>
configuration (BIOS)fi . LA/ WLAN confiurstion 4] ,

Touch configuration EVO-Line 4.3 (*.dfk) ’
£l Display Designer

Access control 4

System variables for device communication
System variables for signal processing
Settings for ZK-Knoten

Transfere certificates

Read certificates

Delete Certificates

@ Configure data storage

Configure USB flash drive

Device configuration (BIOS)
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| W Device configuratien (BIOS) X
¥ MasterIV (SN: 1000000002 ) [ COMS] M=
Yo Descition Value ?) ™ Addtion
Ml Activate BIOS mode. X
'e‘ Is the :nvat\: ;:r;:t::s\::on of the device set to USB or R52327
*No TCP/IP, G5M etc.
2) ClickSwhceme o
BIOS modefiand then on
SR B B L A/e SA
5.2.1.1. Using Slave as a relay module in a RS485 bus
Interface
Interface: |USB <~
Set the bus-number — -
Device (ID). :
Device ID: |1 &
Additional commands in the BIOS
Volume of the buzzer: (Range 1 - 100)
choose #Aa&adfecsea). JiiEEEIIE S
This opt_|on is no longer available S
on Studio 04.03.23.
Master ID for access control: 1 - |
Using ZK-Mode as: TK-Leser - |
Use Qut2 of the ZK-Mode : 12v 4
Cl i c kWriefn A Read Write
5.2.1.2. Using the Access -Control Master
For DatafoxStudio versions older than 04.03.23.
C h 00S e A access Using ZK-Node as: ZK-Master hd
Use Out2 of the ZK-Node : 12v v
Cl i ¢ kwrizfn A Read Write
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5.3. Communication of Hardware V4 Devices

Caution :
l The type of communication depends on the device.
] All possible communications are listed in the device.

Note:
F Datafox-devices are able to communicate encrypted.
Read more in the manual forthe ADat af ox St udi ol Vi.

The switching of the communication can be done
via :
1. the system menu bios on the device
2. with firmware version 04.02.04 and up with th
3. from the Firmware version 04.02.04 upwards with the fieldfunc t i on As wi tacho g mn
Read more in the manual forthe ADat af ox St udi ol Vi

Possible communication types are

USB (on PC)

USB Host, Save data on a USB-stick
TCP/IP over LAN

TCP/IP over the internet (with HTTP)
TCP/IP over WLAN

GPRS connection with mobile cell network.

ogakrwnE

5.3.1. Communication via USB

Every EVO-Line Device is equipped with an USB interface.
The Micro-USB-B Port can be connected directly to a PC.

Caution:
l The Terminal works with a USB-B Interface. This means that the device works in slave
] mode only. So it is not possible for the device to control any other devices via USB.
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5.3.1.1. Automatic detected connected USB to PC

If the terminal is connected to a PC it will recognize the connection and will switch the communica-
tion to USB.

: Connected
DatafoxStudiolV will recognize Device: EVO 2.8 Pure
the device and a notification Serial number 1104
will pop up.

The studio will generate
an entry for the device.

e Default 3 [ 192.168.123,243 ]

EVO 2.8 Pure &EVO 3.5 Pure ( SN: 1104 ) [ COM3]
oo Diefault 5 [ COM7 ]
F Default 4 [ 192.168.1.128 ]

»
:p g:za:zj E E;ig:iii:;% Connection  : Using Serial COM port
T* Default 1 [ 192.168.123,119] Interface : §OM3
S——— Baud : Autobaud

Timeout : 1200
Bus number @254
channelld i1

Devicetype  : EVO 2.8 Pure & EVO 3.5 Pure
Serial number : 1104

following icon is displayed:

-

It is not necessary to switch the main communication to USB manually.
ltés especially wuseful for boxed devices
This will save much time in the parameterizing process.

Note:

If the device is connected to a PC no other connections (for example Wi-Fi) will happen.
If the USB-cable is disconnected, it will automatically switch to the configured main com-
munication.

5.3.1.2. Installing USB driver for Hardware V4 Devices

Installation for Windows 10 and 11
The USB-Driver is a small installer which will do the necessary configuration.
Just launch the .exe file.
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[T g e e e T

<« v < MasterlV_EVO_TimeboylV + Datafox Gerdte » Datafox Software MasterlV-04.03.10 » Datafox USBE-Treiber Hardware V4 » Win7_10VCP
Software 2 Mame Date modified Type Size
[ This PC " Datafox_USB_Driver_Setup 9.36.38.204.exe 4/20/2016 4:07 PM Application TT6 KB

§ 3D Objects

Follow the instructions on the screen:

| | Ready to Install [
| Setup is now ready to begin installing Datafox USB-Treiber V4 on your computer,  datafox 8

{ L Select the language to use during the [ Clck Instal to continue with the nstallaion,
=« instalation:

English '

=

Would you like to install this device software?

Name: Datafox VCP Ports (COM & LPT)

S9F Publisher: Datsfox GmbH I Completing the Device Driver

Installation Wizard

Always trust software from "Datafox GmbH", Install Don't Install

¥ You should only install driver software from publishers you trust. How can |
decide which device software is safe to install?

The drivers were successfully installed on this computer.

You can now connect your device to this computer. i your device
came with instructions, please read them first

= =7

Please wait while the drivers install. This may take some time to complete: W

Driver Name Status
~ Datafox VCP {usbser) Po... Readyto use

Back Cancel

' Back Next Cancel
Caution:
l Only use the driver which are delivered with the device!
u
Note:

F If you have DatafoxStudiolV installed, the USB-driver will already be installed on
your PC.

Manual Datafox KYO Oneloc Seite 20 Datum: 17.11.2025 Version 04.03.23



data‘ &

devices

5.3.2. Communication via TCP / IP

The setting of the LAN / WLAN parameters is done via DatafoxStudiolV under the menu item "Con-
figuration" A "LAN /WLAN i Configuration (*.dfO)i .

Wl DatafoxStudiolV 04.03.15.08

File View Communication | Configuration Extras Office-Connect  Window  Help
|] =20 Eal gf B ™ Tansfer Firmware to device (*.dfz, *.hex)
Update of Module (%.iff)

Language file for devive, device text (*.dfl)
Color file TimeboylV (*.dfc

o .forla\lgy.can isu.r ion (SR T T EIEETT wite LAN / wLA configuration file
Certificates for HTTPS L4 Read LAN / wLAN configuration file

Dispey Designer -

The LAN / WLAN configurations are saved in a file with the filename extension "*. df0".

Here you have the possibility to edit the file, load it into the Datafox device (upload) or read it from
the device (download).

When reading the WLAN setting from the device, the currently specified file is overwritten.

In the General tab, first of all, you can set the main communication with which the device is
equipped.

- Device with LAN (The first configuration is for LAN connection)

- Device with WLAN

- Device with LAN and WLAN (The first configuration is for the LAN connection)

M Edit LAN / wLAN configuration. ¥

File

Selected file with LAM / wLAN configuration
C:\Wsersimkirchner\Documents\LAM. df0

General WLAN2 WLAM 3 WLAN 4 WLAM 5 WLAN & WLAM 7 WLAN 8

> IO LAN () wLAN (@) LANandeAI‘I

Default scheme wLAN: |WLAN 2 - | [+] Automatic selection of the configuration.

MNames of the configurations

Mame LAM config: LAMN

Mame wLAM config: |WLAN 2 |

Mame wLAM config: |WLAN 3 |

Mame wLAM config: |WLAN 4 |

CrLaM & wian (O LaM und wLAN
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5.3.2.1. Communication TCP / IP via network -cable

You can make the IP settings on the "LAN" tab.

W Edit LAN / wLAN configuraticn. *
File
Selected file with LAN f wLAN configuration

C:\Users'\mkirchner\Documents\LAN. df0

Please enter the de_ General LAN WLAN 2 WLAN 3 WLAN 4 WLAN 5 WLAN & WLAN 7 WLAN 8
sired IP address, sub- T LA
net and if necessary a O 7 edressautomatisly. Fort
gateway (®) Use the following IP address: | 192 . 168 . 123 . 224 | : |BDDD =
Subnet: 255,255,255.000 =
Gateway: | 192 . 188 . 123 . 1 |
Keepalive: |45 S | seconds

Startup handshake timeout |4U = | seconds ﬁ

For devices with display, the IP address can also be entered directly on the device.
Press ESC and ENTER simultaneously to enter the Bios menu of the device.

More information can be found inthecha pt er Abi os menuf.
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5.3.2.2. Communication TCP / IP via wLAN / Wifi

General information about the WLAN modules used.

There are 2 different WLAN modules that have been integrated into the Datafox devices.
1.) Redpine i installed in the units since 2013.
2.) Texas Instruments TI-CC3135 - installed in the devices since 2021.03.

Basically, both modules can be set via the DatafoxStudiolV or on the device itself.
The only difference between the modules is that different standards are supported.
You can see what each module supports in detail on the following pages.

You check with the DatafoxStudiolV via Configuration -> Device configuration (Bios):
& Standardmodul 014 RS485 + 12V Supply 1 M
& Standardrmnodul 012 Mhnital In-/Chotnot 7 M2 o, 0o
& Standardmodul  WLAN T CC3135 MLOT 4
& Standardmodul 037 Single Serial Port -+
Transponderleser  TSR32 Reader 125kHz 1
& Standardmodul 014 RS485 + 12V Supply 7 M7
oder:
& Standardmodul 001 WLAMN Redpine R59110 & - Wers. 4.5.5, Mac: B8-DA-1A-TF-EB-B5, |p: 192,

You have a delivery note and look at the article number
1.) Redpine: Art.Nr.: xxx112(generation 1)
2.) Texas Instruments CC3135: Art.Nr.: xxx112 A (generation 2)

You are checking the Bios menu of the unit:

16:36

Do, 07.01.2021

WLAN-Parameter
Under: System Menu-> System Menu

Bios-> Communication
Here you have to set the unit to "WLAN"
as the main communication.

Under the settings WLAN parameters
ou have a nm me
hMﬁ .
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5.3.2.3. M111_WLAN ESP32-c3 MLO1 (WLAN -Modul DF -WL03)

This overview shows you which WLAN methods are supported.

The WLAN 3 module automatically detects the encryption of the AP. Therefore, only the Security
parameter needs to be set. The other parameters (Encryption and Authentication) are detected au-
tomatically.

Routers that operate WPA3/WPAZ2 in mixed mode can already be used now.

Router die WPA3/WPA2 im Mixed Modus betreiben kdnnen bereits jetzt genutzt werden.

Supportet is here only the 2.4Ghz.

WLAN - Ubersicht tiber die
Verschlusselungen
Al nfrastruc

|
v v v v
Secutity: Secultity: Secultity: Secutity:
WEP(1) WPA2 WPA3 NON

I I I I
y

Encryption und Authentication

Werden Automatisch erkannt.
Es ist lediglich der KEY einzugeben.

Achtung :
Wir kdnnen nicht jeden auf dem Markt befindlichen Acsess-Point Testen.
= Daher ist es uns nicht méglich, einen Verbindungsaufbau zu jedem AP zu garantieren.
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5.3.2.4. Texas Instruments Tl -CC3135 (Generation 2)

This overview shows you which WLAN methods are supported.

The TI-CC3135 module automatically detects the encryption of the AP. Therefore, only the Security
parameter needs to be set. The other parameters (Encryption and Authentication) are detected au-
tomatically.

Routers that operate WPA3/WPAZ2 in mixed mode can already be used now.

If the networks in the 5Ghz and 2.4Ghz bands have the same name, the network with the better re-
ception quality is selected. This is usually the network in the 2.4Ghz band.

WLAN - Overview of the en-

cryptions
Al nfrastruc
|
v v ¥ v
Secultity: Secultity: Secultity: Secutity:
WEP(1) WPA2 WPA3 NON

I I I I
y

Encryption and Authentication

Are automatically recognised.
Only the KEY hast o be entered.

Attention:
We cannot test every Acsess point on the market.
= Therefore, it is not possible for us to guarantee a connection to every AP..

Support for WPA3 and WPAZ2 Enterpr ise is planned.
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5.3.2.5. Redpine (Generation 1)

This overview shows you which WLAN methods are supported.
- Not supported is WPA (Predecessor of WPA2).
- Not supported is multiple-input multiple-output (MIMO)
- Not supported 5 GHz connections and no mixed operation 2.4 GHz / 5 GHz
- Not supported Authentication via WPA2 Enterprise according to IEEE 802.1x

WLAN / Wifi T overview about
the encriptions and
Al nfrastructur

v \ 4 A

Security: Security: Security:
WEP(1) ) WPA2/802.11i — None (0)
ohne
A 4 A 4
Encryption Encryption NO Key
_ AES / CCMP
WEP64 AAES 12
> WEP128 AES / CCMP +
WEP
Authentication - Authentication —
Open/None (0) Shared/PSK
Shared/PSK (1)
Attention:
l We cannot test every available Access-Point on the market.
L] Therefore, it is not possible for us to guarantee a connection to any AP.
Attention :
l multiple-input multiple-output (MIMO) are not supportet. If you switch the access-Point

. AP from b/g/n to b/g, use the access-Point only SISO.
https://en.wikipedia.org/wiki/Single-input_single-output system

When setting the encryption AES or WEP, only one type is used at a time.

The setting AES+WEP means for some access points that AES encryption is performed first and
then additionally encrypted with WEP.

In this case, only set AES.
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5.3.2.6. Setting of the WIFI paramater
M Edit LAM / wLAM configuration. X
File
| |25 2R o || et
. . . Selected file with LAN / wLAN configurati
Select the configuration or location for [N
which you want to set the WLAN pa- P —— s =
I’ameteI’S = General Location Geisa Location Berlin Location Munich Location Bremen WLAN 5 WLy 5 ¥
. — | ¢ :
e RO G %= % 4 E E s a AR R R H
. O 1P add tomatically. Port
Enter the IP address for the device T -
here — (®) Use the following IP address: | 192 . 1868 . 123 224 | - |EDDD =
This must be the same for every loca- Subnet 255.255.255,000 b
tlon Gateway: | 192 . 168 . 123 . 1 |
LAN configuration
Set S5ID: |\"a’AP—2KEy>(>(?{?{‘? | max. 32 characters

All the settings required for an access
point can be made here.

If a key is stored, this will be dis-
played.

If you check this box, the battery=———»
life will be significantly increased

if the device is operated with a
rechargeable battery. Important

for TimeboylV!

—

Type: () ad-hoc (®) Infrastructure (Access Point )

Country code: |Others: (GER, GB, ML, ...) ¥ | Channel: Channel-Auto ¥

wLAN Network Security
Security: WPAZ/802 11 ~ | Authentication: Shared/PSK -
Encryption: AES | TXKey: 1 =
Key Typ: Hex Fa: <. 31 characters. {63 7} If you enter switch visible,
Key: There is a deposi

Change key specification
Options
[] Power Save activate. (Module reacts slower) (1]

Timeout between connection attempts, new research APs: 30 - 65000 s

A scan (search) for access points is only carried out after a disconnection after this set time.

Please note the following Attention Box!

Attention:

A search for a new access point requires a lot of energy and drains the battery. Avoid a
l continuous search for an access point when the device is operating at the limit by gener-
. ously selecting the pause between scans for new access points (80-120s).

At most access points there is the possibility to set the "Beacon Interval”. The higher this
is set, the less power the TimeboylV needs. Recommendation: Beacon interval >300ms.

The entire file with all settings is transferred to the device. If the device has a display, the location
can be selected in the Bios menu -> Communication -> WLAN. Each location has its own configura-
tion for the WLAN connection. The user therefore has no insight into the dial-in parameters at the

various locations.

Hint:

With automatic selection of the configuration / location, the first attempt is always made to
establish a connection with the default schema.
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Connection of the Terminals via TCP/IP DNS / DHCP

To connect a Datafox EVO-Device with the Hosthame it is hecessary to set something in the DNS-
Server. (In this example Windows-Server 2012)

Create a new Host (A)-value:

Abbreviation

Descripion

Name

Name of the device

Contains the device designation and

the serialnumber
AleviceXX-serialnumberii

Example:

AEv 012685 2 i AENDAMB

full qualified do-
main name

This is the host name to be entered
later.

IP-address

Here you must enter the IP of the de-
vice.

Create linked
PTR-record

You must create a linked PTR-record.

Just put this hook.

The entry should look like this:

]
Datei  Akticn  Ansicht 7

DNS-Manager

e | nEXE= B=l§ 88

Neuer Host ﬂ [
Name (if not specified, parent domain name is used)
Evo35-4568
full qualified domain name
Evo035-4568.zentrale.datafox.de.
IP-address
192.168.123.241
create linked PTR-record

[] Authenticated users can update DNS
records with the same owner name

| Host hinzufiigen

£ DNS
4 [ DF-SRVOD4
a4 | Forward-Lookupzonen
I _J _msdcszentrale.datafox.de
= fieldstonsoftware.com
a [ zentrale.datafox.de
> [2] _msdes
s | _sites
9 tep
> ] _udp
~| com
» || DomainDnsZones
» || ForestDnsZones
> || Reverse-Lookupzonen
"~ Vertrauenspunkte
" Bedingte Weiterleitungen
a Globale Protokolle
DNS-Ereignisse

ame ) Typ

| ExklusivLinePC Host (A)
|Evo35-4568 Host (&)
| Evo28-3198 Host (4)
|
|
I

Daten Zeitstempel 2

192.168.123.94
192.168.123.241
192.168.123.242

20.09.2010 14:00:
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Settings in the Datafox Studio 1V:

‘}' Setting the connection parameters X

General Connections Active-Made use

Description: DNS v| IE‘

Communication type

O Using Serial COM port

@ Using TCP/IP network.

Interface: COM3 | Baud: 38400 *| Timeout: 1200 :
View all Autobaud
1P address: Ev035-4565.zentrale.dat Port: Tmeout: 3000 %
Enter a host name
W ping before connect.
Bus number of the device to be first: 254 9‘
Number of devices to be addressed: 1 :
Hote:

The bus number 254 is used for single devices as well as single docking stations V1.

Default setting

Host name Before entering, this
checkbox must be set.

DHCP- entry for Datafox devices

If a device is set to DHCP, the IP address and the entry in the DHCP server can look like this.

1%192.168.123.109 Evo43-36100.zentrale.datafox.de  10.07.2017 23:01:31 DHCP edf7a100000c Vollzugriff
192.168.123.223 Evo43-1292 Zentrale.datafox.de Reservierung (inaktiv) Keine edf7a100072f Testgeraet Le..  Vollzugriff
#192.168.123.226 Support_ZK-Box V4 Reservierung (inaktiv) Keine edf7a100073f Vollzugriff

¢ 192.168.123.112 PZE-17358.zentrale.datafox.de 10.07.2017 edf7a1001964 Vollzugriff
¢ 192.168.123.125 - H 10.07.2017 edf7a100370d Vellzugriff
¢ 192.168.123.72 Evod3-5002 zentrale.datafox.de 10.07.2017 edf7a1005070 Vollzugriff

The entry contains the following:

device serial number domain DHCP- entry

EVO 2.5 10245 .zentrale.de Ev025-10245.zentrale.de
EVO 3.5 10246 .zentrale.de Evo35-10246.zentrale.de
AE-Master 10247 .zentrale.de AE-10247.zentrale.de
PZE-Master 10248 .zentrale.de PZE-10248.zentrale.de
EVO 4.3 10249 .zentrale.de Evo43-10249.zentrale.de
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5.4. Operation with Box -Devices V4
5.4.1. Bios Menu of Box Devices V4
Caution: 5
This device has no display. All settings you mustdo viathepr ogr amm ADat a
] olvVa

Open the Pr ogr ammarl boanec theodevi®e viadSR |
https://www.datafox.de/downloads-software-masteriv-hardwareversion-v4.de.html

Configuration = Extras  Office-Connect Window  Hel

Click on Configuration | ® Transfer Firmware to device (*.dfz, “.hex)
Language file for devive, device text (*.dfl) 4
Color file TimeboylV (*.dfc) 4
LAN / wLAN configuration (*.df0) 4
Touch configuration EVO-Line 4.3 (*.dfk) 4

& Display Designer

MAccess control L4

System variables (Active Mode)
Systern variables Communication (GPRS/HTTP)

System variables of the signal processing

Click on

ADevice configul
[H Configure data storage

Configure USE flash drive

Device configuration (BIOS)

Use the corectly com port.
You see the Datafox Virtual COM Port in the device man-
ager of you PC:

W Device configuration (BIOS)

:| 4 EVO 4.3 (SN: 11223344) [COMT] -
| ]

. A Ste-
‘_TJJ DE‘”CE % Gerdte-Manager
Datei  Aktion  Ansicht 7
@ Status e o BoE
& BIOS ~ & WS-SUP-MKI-02

5 Akkus

v i@ Anschlusse (COM & LPT)
E‘ Serial RFID Device (COM18)

® LAM MasterlV
Wl AN MasterlV

@ Serielles USB-Gerat (COMT)
i] Audio, Videa und Gamecantraller

il Audioeinasnae und -ausadnae
EEEEEEE NN NSNS NN NN EEEEEEEEEEEEEEEEEEEEEEEEEmmn”

Read 2|, Switch to BIOS modef

E CIiCkO”’ E ....................
: ASwitchtoBIOS modefi®
............................... CluSE
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& Device
@ satus Description Value [P] [M]  Additional info
2+, BIOS 6 Device name EVO 3.5
_* AN MasterlV 0 Serial number 5385
WLAN Masterly 0 Firmware version  04.03.10.06.EV033
0 Bootloader version 04.03.03.07
@ Password key 00000D0000000000
6 DataOnCard Funktion Datenibertragung
« Mainboard 10-Box Mainboard 0 - Vers. 1.4c
« Default module 029 POE Supply 14
o Default module 014 R5485 + 12V Supply 1 M1
o Default module 012 Digital In-/Output 2 M2 DI, DO
« Default module 012 Digital In-/Output 3 M3 DIZDO2
« Default module 037 Single Serial Port 6
« RFID reader TWMN3 Multi NFC Reader 1
« Communication 011 Ethernet Port ] - Vers, 2.0.3, Mac: E4-F7-A1-00-2A-64, |p: 192.168.123.241:8000
« Default module 057 Graphic Adapter 1
« Display Color TFT 3.5" 320420 1

Information save as text or Send support mail.

Read from text file

Command message:

J Execution was mmpleheg-amssﬁ:*y.

: Cklick on

iSwitch t o we’fsmmmmmmwe

4 Device
e Status
#. BIOS
2% LAN MasterlV
WLAN MasterlV

Interface

Interface: | USE

Baud-rate: |38400

Device ID: |1

Additional commands in the BIOS

Volume of the buzzer: (Range 1 - 100)

Delete setup and lists

Command message:

0 Please dick on the button <Read> to determine the current settings.

Read || write |
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Switch communication:
In this menu, the currently set interface can now be read out.

A drop-down menu will show you all the options for the adjustable interface available on the con-
nected device.

Example:

Interface

Interface: |TCP/IP

-
UsB
Baud-rate: |Trpsp

G5M
Device ID: E GSM,|

Additional commands in the BIOS

Volume of the buzzer: {Range 1 - 100)

Delete setup and lists

The volume of the buzzer can also set here.

Caution:
I All new settings first accepted after a device reboot.

Note:
F Further information about GPRS, TCP/IP setting you find in the Manual fDatafoxStudi o |
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5.4.2. Status LEDs of the KYO Oneloc

Side view of the KYO Oneloc;:

- LED - RED error
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- LED = TCP/IP active
- LED Power indicator
tsi;f]tus'“m'f'ca' LEDOn | LED Service LED Data
KYO Oneloc 2 EE red
Start Setupo. |on On for 5 s at start
Bootloader ac- on on
tivated
Power off off off
. 1Hz

Booting flashing off

1Hz .
No Setup flashing 1 Hz flashing
Operating
stop on 1 Hz flashing
System stop
Normal opera- | off
tion
General error | Not defined |5 Hz flashing
LAN active flashing

On =

initial

i~~_ | Condition

C}ommgmca and per data | Not defined
tion active packet for 50

ms

off
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5.5.  Mounting of the KYO Oneloc

5.5.1. Installation in switch box

With its diameter, the KYO Oneloc fits into any
flush-mounted or cavity wall socket.

For installation we recommend a depth of 65mm.
This provides sufficient space for connecting the
cables.

5.5.2. Mounting on top -hat rail

For the KYO Oneloc, a top-hat rail clip
can be ordered as an option.

Article No.: 121401

This makes it easy to attach the KYO
Oneloc to the DIN rail.
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5.6.

Connecting of KYO Onleloc and EVO 3.5 Universal

The KYO Oneloc / Universal is connected via three clamps.
1 One plug for the TCP/IP connection
1 One plug for the access control connection
1 A connector for the RS485 bus

TCP/IP connection:
To connect to a network

digital inputs

digital outputs

Connection for access reader
Power supply for access reader

RS485 - main communication:
Power supply 12V DC

USB interface:
The Micro-USB interface is used to configure the KYO

-

Oneloc (ZK node). The power supplied by USB is only
sufficient for the configuration.

Note:
Please note that the RS485 bus must not be wired in a star configuration.
No stub lines are supported either.

Explanation:
A - Power supply 12V: terminal 3, pin 1 + 2 or via POE
A - ZK 485 stands for access bus RS485
A - HK 485 stands for main communication RS485
A - Voltage output for access control-Bus: terminal 2 pin 1 and terminal 2 pin 2
A - DigOut active, e.g. for electric door openers:
a) Configuration to 12V, max. 500mA,
Terminal 3 Pin 5: 12V switched, terminal 3 Pin 6 Ground permanent
b) Configuration to GND (open drain) max. 30V, 2.0A,
Terminal 3 Pin 5: GND switched, positive voltage external or via terminal 2 Pin
1.

bl oy
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clamp 1: 8 pole TCP/IP connector

YYVYYVYYVYY

a]o]e]e]a]e

Assignment accord-

Assignment accord-
ing to A i

ing to B

PoE2

RX-
POE1
POE1
RX+
TX-
TX+

e [GiggAN | whe

Clamp 2: 10 pole access bus / IO connector

>» Digital In Ground

> Digital In 2 - \

> Digital In 1 —

> Break contact (normally closed =7
contact) o %

> Make contact (normally open con- 82
tact) 2 o

> Common 2

> Access Control RS485 B access Bus

> Access control RS485 A access Bus

> Ground Out

> +12V Out

——> | digital Out Ground
—> | digital Out active
> HK RS485 B main When used as a reader, a
communication j 120 Ohm terminating resis-
> HK RS485 A main tor is required on the last
communication Kyo Oneloc.
—>| Ground In
3| +12V In
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Note: connectig the network cable!

OK'!

TCP/IP connection:

The network cable must not be
clamped under the metal
bracket.

Please only clamp the cable
shield!
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5.6.1. Connection of digital in -/outputs

5.6.1.1. Digital Output one

The digital output 1 is located on the connector strip 2.
This is a potential-free contact.

datafox
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This can be used via an external voltage source, e.g. as a door opener or connected in parallel to a
push-button. A normally open contact (NO) and a normally closed contact (NC) are available.

==

u| ) + I
) Voltage for door opener
max. 30V 2A ~/-

Existing locking system with push-button
connection.

Locking systems such as Dorma often have an
external connection for a door opener button.
Here the normally open contact can be con-
nected in parallel to the button for the door
opening.

Control of a locking system.

—D“'

5.6.1.2. Digital Output two

The digital output 2 is located on the connector strip 3.
This is a transistor output.
This can supply either ground or + signal.

Attention:

12V
max. 500mA
ﬁ I_I

If power is supplied via POE, this output must not be used.

Open-
Collector +
—
—

_\
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In Datafox StudiolV, the BIOS mode can be used to change the setting between the two methods.

Under Configuration A Device configuration BIOS A Switch to BIOS mode and then under "BIOS"
you can switch between "12V" and "Open-Collector".

Systemvariablen fir bestimmte Verwendungszwecke

LIS

Master-Id fiir Zutrittskontrolle ; | 1
Verwendung des ZK-Knoten als : TK-Master hd
Verwendung Qut? des ZK-Knoten ; 12y hd

DEEH-CD"EEU]F I

To change the usage

5.6.1.3. Digital inputs

door contact
supervision

bolt contact
supervision
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5.7. Connection and wiring of the access control

5.7.1. Configuration and structure of the Access control

The basis of the access control |l are tables. They store all information about the hardware configu-
ration of the access control system, access right of the employees, periods of time (activation,
blocking times, holidays,...). The tables are connected as follows:

[roion
Reader
| Reader 1) D
e @

—{ID RefReader
ZM @ PortOut
™ Elapse
RefLocation RefTime
RefAction

PINGeneral

Identification —||ID @

RefGroup
ID @ RefTime
Group RefTimenoPin
PIN
Menace
Evely ActiveStart
ActiveEnd
ActiveGeneral

RefAction
RefTime

Day
—{|RefGroup
RefTime

®

The tables are created as text files. For an easier administration you can add comments within the
files.

When adding comments, you have to notice that in a comment line no field values can be given and
that the comment line has to start with a semicolon.

The table Reader.txt might look like this:

1D ZM ™ ReflLocation RefAction PinGeneral
1 1 320 0 1 0

000 1 2 0
3 1 010 2 3 0
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Holiday Control

It is now possible for ZK-Il to consider holidays at switching the relay. In order to achieve compatibil-
ity with older versions, the function consider Holidays for the Time Control of Relays has to be acti-
vated at the setup page Access Control 2. In the column Group, you specify the Action ID of the
switched relay output instead of a Group ID. Thus, it is not necessary to alter the table structure of
the holiday list. The column RefTime provides the time model applicable that day. A minus sign
must be inserted in front of the Action ID in order that the MasterlV terminal can differentiate be-
tween Action ID and Group ID. As a result, these Action IDs must be three-digit numbers.

Example:
Action
1D RefReader PortOut Elapse RefTime
1 10 1 25 0
11 1 25 0
3 12 1 0 0
Holiday
Day F}efC_Sroup RefTime
Action-1DfA
2012-05-01 1 3
2012-05-01 2
2012-05-01 -3 5

In the action list above, the door module with the ID 12 was assigned the time model 2 which
switches port 1 of the module. If separate holiday control has been activated in the setup, time
model 2 is not applied to the relay output at May 1, 2012, but time model 5.

Extended Parameterization ZK -II

The value range of the parameter 'ActiveGeneral' has been extended by the value 8. Additionally to
the general permission (value 9), a PIN request is executed - if defined so for the user and activated
for the reader. Furthermore, at both configurations of the ID cards with the ActiveGeneral value 8
and 9, the validity period of the ID card is checked.

For ZK-II the operation modes online, offline or online/offline after time-out are available. In online
mode, configuration lists stored in the device are not considered. A data record is read from the
server, analyzed and an action triggered. In offline mode, the configuration lists of the terminal are
used to grant or deny access to a person. Online / offline after time-out is a combination. If the
server is unavailable, the terminal can decide on basis of its lists whether to grant access to a per-
son or not.
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Timing of the Digital Outputs for the MasterlV Device Series:

It is possible to time the digital outputs of the MasterlV device series via tables. Thus, for example
turning down the heating system at night, a buzzer control and much more can be realized.
Switch Relays via time table:

The following tables must be configured:
3 Action
3 Reader
3 Time

Description:

Each action that is to be activated must be entered in the table Action. The table Action refers to the
tables Reader and Time. In the table Reader the module is provided on which the relay or the Open
Collector is to be switched. The reference to the table Time indicates when the switch is to be done.

If start and stop time are entered, the relay is switched on when exceeding the start time and

switched off when exceeding the stop time. The entry of the duration Elapse in the table Action is

ignored. If the relay is only to be activated for a few seconds, e.g. for a buzzer control, the stop time
has to be set on "600 : 00" 6. I f the start ti me
seconds (RefTime in Action table). The entry Elapse in the table Action now indicates the on-time.

Example:
3 A buzzer is to be activated for 3 seconds from Monday to Friday at 10.00 am and 4 pm
(16.00). The buzzer is controlled by the internal relay of the PZE-MasterlV.
3 The heating system is t oO/beamamto the thight rhoele" dtd d ay

pm ( ) on all weekdays. The corresponding relay is at the door module with the bus
number
Reader.txt
ID ZM ™ RefLocation | RefAction PinGeneral
1 1 320 0 0 0
0 0 0 0
Time.txt
ID Weekdays TimeEnd TimeEnd
3 12345 10:00 00:00
12345 16:00 00:00
5 1234567
Action.txt
ID RefReader PortOut Elapse RefTime
6 1 1 15 3
7 1 1 15 4
8 2 1 0 5
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5.7.2. Description of Tables for Access Control 2

Table Reader (List of all devices installed in the system)

Name Data type | Length | Description
ID ZI#ther 4 Unigue Key (value>0) of the Reader table.

In our example, it has number 1. If there are several PZE-MasterlVs in an ac-
cess system, they can be depicted in one table connection and it is not neces-

ZM (I\ilnutr)nber 4 sary to have a separate string for each PZE-MasterlV.
If several RS485 bus lines are used on a device, each additional line must be
entered with Master ID + 1.
Contains two information in one number. Both figures on the left (010) indicate
™ Number 3 the bus number of the door module, the figure on the right (010) contains infor-
(int) mation about the type of connection. A 0 means a connection via RS485, a 1
stands for a connection via RS232 or RS485 as stub.
ReflLocation (I\il:tr)nber 4 Indicates which room is supervised by the reader.
. Number . . L
RefAction (int) 4 Indicates which action is worked through after a successful check.
PinGeneral ZI#ther 8 g:snscontaln a numerical sequence by which a person without a card gets ac-

Table Identification (list of all devices installed in the system - master and door modules)
Name Data type | Length | Description

D Text 20 Contains the ID card no. which is read at the TMR33 device or terminal. An ID
(ASCII) card can occur several times (is assigned to several authority groups).

Group Z‘#ther 4 Assigns the ID card to an authority group.

Pin Number 8 Activates a PIN request if not equal 0. Please note that a PIN must not start
(int) with zero. 0815 would be invalid.

Number Activates (i f notPleNdwalt ha)t &a a"™no rbeen al
Menace 4 tered, the system sends a data record that can be analyzed by software devel-

(int) oped for this purpose and sets off the alarm.
ActiveStart Text 10 The tag entered here indicates the start date of the validity of the ID card.
(Date) (for example 2007-07-12 = yyyy-mm-dd)
ActiveEnd Text 10 The tag entered here indicates the end date of the validity of the ID card. (for
(Date) example 2007-07-12 = yyyy-mm-dd)
Activates or deactivates this card record.
0 = card blocked
1 = card active
2= virtual card (use only via DLL)
3 = access only by entering the PIN; field ID are now only a PIN for access.
4 = pin = threat code i.e. the threat code is used instead of the  Pin entered.
Acti Number 5 = The value for Duress / threat code is not transferred to the PIN
ctiveGeneral | . 1
(int) adds up to form the threat code

(ex: Pin = 1234, Duress =1 -> threat code = 1235; Pin = 1234,
Duress = 6 -> threat code = 1230)

6 = permanent opening for U & Z cylinders

7 = Burglary alarm system, allowed to switch on/off

8 = general authority (with PIN request)

9 = general authority (no PIN request)
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Table Location (defines which card groups get access to which room at which time)

Identifier Data type | Length | Description

D Number 4 ID of the room. All other tables refer to this data line via this number, if neces-
(int) sary.

RefGrou Number 4 Reference to the identification table. Labels the access authorized group. All

P (int) cards of this group have access to this room.
: Number : . . ) _

RefTime (int) 4 The time model in which authorized persons get access. (0 = not used)

RefTimeNoPin Number 4 The time model for which entering an additional PIN is not necessary (at peak
(int) times etc.).

Table Time (grouping of single ti

me zones (weekday from to) as a time model number)

Name Data type | Length | Description
D Number 4 ID of the time model. All other tables refer to this data line via this number, if
(int) necessary.
Number Indicates the weekdays on which the following period of time should be ap-
Weekdays (int) 7 plied (form: 7 digits at most 1-7 e.g. 134567 = Monday, Wednesday till Sun-
day)
TimeStart Iﬁﬁe) 5 The start point for the period of time. (form: 24h HH:MM)
TimeEnd Tgxt 5 The end point for the period of time
(Time) )
Table Holiday (setting blocking days like holidays or company holidays)
Name Data type | Length | Description
Text . )
Day (Date) 10 Date of the blocking day. (form: YYYY-MM-DD)
Number Indicates the authorization group to which the blocking day is applied. Zero
RefGroup . 4 . -
(int) defines a global validity for all groups.
RefTime Text 4 Indicates the assigned time model. (0 = not used) During this time access is
(Time) granted. Thus, also "o6half holidays

Table Event (assigning a

n action to a signal at the digital input)

Name Data type | Length | Description
RefReader ('\il#ther 4 Module (door module or master) where the digital input is.
Portin Number 1 Number of the digital input on the module.

(char) Possible values: 1... 9 & A ... W corresponds to port 1-32 (digital in)
RefAction L\ilrlljt;nber 4 Reference to the action that should be carried out (e.g. switch relay).

The time model which indicates when the digital input is checked. (0 = not
. Number

RefTime (int) 4 used).

Manual Datafox KYO Oneloc

Seite 44

Datum: 17.11.2025 Version 04.03.23



dat:r c;;(

devices

Table Action (list of all workable actions in the access control system; an action group, i.e. all ac-

tions with the same action number, can switch several relays)

Name Data type | Length | Description
Number Action number, it can occur several times due to several actions that have to
1D h 4
(int) be worked through.
Number . . .
RefReader (int) 4 Module (door module or master) on which an output(relay) is switched.
Portout Number 1 Indicates the number of the output on the module.
(char) Possible values: 1...9 & A ... W corresponds to port 1-32 (digital out)
Number . . _ .
Elapse (int) 3 The duration of the switching of the relay (0 = permanently). Unit 200 ms
The time model indicates when the output may be switched. (0 = not used)
. Number This is a function to switch relays directly via time (table)
RefTime . 4 i : ) i
(int) Please not mix this function with the normal access actions.
NByatime-t abl e setting28129d456% 0BeObel ay p
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5.7.3. Wiring of the access -control reader

5.7.3.1. Connecting of one access -control reader

Wiring for one Door, one relay, Oneloc on tcp/ip:

TCP/IP (LAN) Power for door
opener

I RS 485 up to 500m

riasi s : 12 V for reader

Relais for door opener

Power supply
For the KYO Oneloc
12V DC

Wiring for one Door, one relay with EVO Intera 2:

Power supply for door -
opener
max. 30V 2A ~/ -

o
g

EVO Intera 2
| Connecting side

(@)
(@]
o
GJ !
C

~NalalaNaValNaNaNalal

dat

bl oy

arox

devices
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Wiring for one Door, one relay with EVO Intera:

Power supply for door -
opener
max. 30V 2A ~/-

EVO Intera
i Connecting side

|

[2ialalalalalalalalal

Wiring for one Door, one relay with EVO Agera:

Power supply for door -
opener
max R0y 2A ~/ -

=
g

RS 485 up to 500m in
one wire pair

O
o
(@)
Gl |
C

ialalalalalala¥alal

‘IIII
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Wiring for one Door, one relay with PHG-reader: e

1
4
Power supply for door - &
opener =
max. 30V 2A ~/- b = ===

- | HAGAGEEA

RS 485 up to 500m
in one wire pair

Wiring for one Door, one relay with Siedle-reader:

Power supply for door -

opener
max. 30V 2A ~/ -
Bus Nr. 1
| Siedle access-reader
EH e
- = 1]
© |
| g 3
o 41
N .
! i 61l
. ~ 7]
- |
off / on

Wiring for one Door, one relay with PHG Relino-Reader:

Power supply for door opener

max. 30V 2A ~/-
Bus No. 1

Relino-B AC-Reader

=

Wiring for one Door, one relay with PHG VOXIO-T-Z-Reader:
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Power supply for door opener
max. 30V 2A ~/-

[}
8
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Bus No. 1
VOXIO-T-Z AC-Reader

~HaalafaVaNaNaNalal

S6

Termination al-
ways on
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5.7.3.2. Connecting of KYO Oneloc as a door opener with one Intera

Attention! The KYO Oneloc must be converted to a door module.
See Chapter: Use as a door module with reader

Wiring plan:

main communication

to the application:
TCP/IP
RS485
USB

Master device with
access control e.g.:

RS485 |
-KYO Inloc €= RS485
- EVO device Door opener
- KYO Oneloc &
- AF-Master
12v 1 DC
Power supply
Device-1D: 2 E 0 (]
pnn
RS485 L=
RS485 |
Door opener
12v 1 DC
Power supply
RS485 Device-1D: 3 ] (]
[l |
RS485 '
Door opener
12v 1 DC
power supply
RS485
further readers
possible

Example Readertable

Manual Datafox KYO Oneloc Seite 50 Datum: 17.11.2025 Version 04.03.23



bl
datafox

devices

TM (Bus-

ID ZM / Bus-ID address)

RefLocation | RefAction | PinGeneral description text

Entry for KYO Oneloc

1 1 010 1 1
0 Device-ID: 1

Entry for reader at KYO Oneloc
Device-ID: 1

Attention; Dip switch on reader
always bus address 1

Entry for KYO Oneloc
3 1 020 3 3 0
Device-ID: 2

Entry for reader at KYO Oneloc

4 1 021 3 3 0 Device-ID: 2

Attention; Dip switch on reader
always bus address 1

Entry for KYO Oneloc
5 1 030 3 3 0 R E

Entry for reader at KYO Oneloc

6 1 031 3 3 0 Device-ID: 3

Attention; Dip switch on reader
always bus address 1

2 1 011 2 2 0

Master device with access
control e.g.:

- KYO Inloc @

99 1 320 0 0 0 _
- EVO device

-KYO Oneloc &

1

- AE-Master E
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Wiring plan:
connection
Access Device-1D: 1 ~I- 12V max. 2A |
controller
Master de- | N
vice
Ground ( |
digital in 2 Q
digital in 1
or K zxrs4as 8 | BN ‘|_
K > B
. | © N
connection ' o
at (
KYO 7K RS485 B (
Oneloc ( - 12V DC
as master ( + power supply
|
Device-1D: 2 ~/- 12V max. 2A .
RS485 !
@ - 12v. DC
+ power supply
Device-ID: 3
RS4
5485 ~- 12V max. 2A :
- 12V DC
—— -+ pOWET Supply
R =120 Ohm RS 485
terminating resistor furth(_er readers
directly at the last possible
KYO Oneloc
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5.7.3.3. Connecting of KYO Oneloc as a door opener with two Intera

Security lock function!

Attention! Conversion of KYO Oneloc to door module necessary.

Wiring plan:

main communication

to the application:
TCP/IP
RS485
USB

Master device with

- KYO Inloc €

- EVO device
-KYO Oneloc &

- AF-Master

access control e.g.:

RS485

12v DC
Power supply

RS485

Door opener

Ro46o

RS485

12v DC
Power supply

Door opener

ww«

RS485

Further
readers
possible
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Corresponding example reader table for security lock

ID ZM /Bus-ID | TM (Busadresse) | RefLocation | RefAction PinGeneral Beschreibungstext
Entry for KYO Oneloc 1
1 1 010 1 1 0 . '
Device-ID: |1
Entry for reader at KYO Oneloc 1
2 1 011 1 1 0 Polisii
Attention; Dip switch on reader
always bus address 1
3 1 020 1 1 0 Entry 2nd reader Door 1
Entry for KYO Oneloc 2
4 1 030 3 3 0
Device-1D: E
Entry for reader at KYO Oneloc 2
5 1 031 3 3 0 DevieedD: |3
Attention: Dip switch on reader
always bus address 1
6 1 040 3 3 0 Entry 2nd reader Door 2
99 1 320 0 0 0
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5.7.3.4. Wiring of KYO Oneloc as a door opener with two Intera

connection
Access controller
Master device

Device-ID: Bus Nr. 011
12v
B or Bus Nr. 010
A for KYO Oneloc
GND
o GO NA R
ad Groio : 2§ 5 s p—
d O EEEEEE 7 >& i
q 12V for cooeoe o
O oo - 9
dd O Oneloc + | -
And 1
“ _:io Reader - 12V max. 2A
d [ I
d { &
ZK RS. ‘ .
8: tofll G- P -+ ! ﬂ-a-
0] -
{ -2 = — g g
1.|t + O +
Bus Nr. 020
or
connection _
at Device-10: 3 Bus Nr. 031
KYO Oneloc
as master
or Bus Nr. 030
for KYO Oneloc
5 % w E p—
Ehe: I 3 r— ;L-g |
vior — (@EECOC e
kyo T
Oneloc 1 O
And 1
reader ~/- 12V max. 2A
I
1 y
—— — P b
&
+
Bus Nr. 040
Further
reader
possible
R =120 Ohm
terminating resistor
directly at the last
KYO Oneloc
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5.7.3.5.
5.7.3.5.1. Display and operation

The reader has a capacitive touch.

Access control Il with EVO Agera

b,
datafox

devices

All images displayed by the reader and marked as standard below can be exchanged.

20:09

$a,24.12.2016

Datafox EVO
Zutrittsleser PLUS
Access-Reader PLUS

Ausweis bitte ...

((en))

5.7.3.5.2. Display for state of access control

Currently there are 2 displayed states for:

Display:
The entire display area is backed
by a touch screen.

With the DatafoxStudiolV, images
can be stored here for a gallery dis-
play and for the necessary in-
puts/outputs.

See A Configuration A Display
Designer.

Reading range of the transponder
with backlight in RGB colours.
The control of the LED is con-
trolled exclusively by the readers
firmware.

Access denied = [EOlIE
Access permitted = green -

Bios activated = blue -
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granted access:

Zutritt gewsahrt Zutritt verweigert!

Datafox standard image Datafox standard image

5.7.3.5.3. Display the number keypad

If an additional PIN is requested for access, the keypad will be displayed automatically. For access
only by entering a PIN, it is sufficient to briefly touch the display to activate the PIN display.

tapping

Datafox EVO /@
Zutrittsleser PLUS
Access-Reader PLUS

Ausweis bitte ...

Datafox standard image
Picture 1 of the gallery PIN normal PIN randomization

Datafox standard image

Datafox standard image

5.7.3.5.4. Error message

The reader is in constant communi-
cation with the master.

If communication is interrupted, this
is indicated by the text "Communi- error
cation error" on the reader. communication
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5.7.3.5.5. Bios-menu

Connect the reader to the 12V power supply with the connecting cable.
As soon as it is started, connect the reader via USB to a PC or a small battery (power bank).
The Bios menu can only be accessed when the USB port is powered.

USB port on the back of the
reader

Tap both top left and bottom right at the same time.

Bios
menu

General configuration

Display configuration
Datafox EVO

Zutrittsleser PLUS Bus Conﬂguration
Access-Reader PLUS

Ausweis bitte ...

5.7.3.5.6. General configuration

General
The following information can be called up in the general con- Sty
figuration: : : ,
- Installed firmware, serial number Firmware information
- Memory allocation for the image memory
- Transponder test for the transponder configured in the mas- memaory
ter setup.

RFID test
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5.7.3.5.7. Display configuration

The following parameters can be set in the display configuration:

- The brightness of the device
- Random number keys - arrangement of the pin and keyboard
- The basic activation of the pin - keyboard

5.7.3.5.8. Bus configuration

In the bus configuration, the initial parameters that are used
for the setup of the reader must be set.

5.7.3.5.9. Setting the bus address of the reader for RS485 bus

The bus address is defined in the bus configuration under
"Bus number".

Note that only bus addresses between 1 and 16 are possi-
ble.

The input of the bus number is confirmed with the "Enter"
key (bottom right).

With the Escape button (bottom left) the process can be
aborted.

5.7.3.5.10. Activate the termination resistor of the bus

The bus terminating resistor
the bus configuration under "Terminating resistor".

Note: If it is the last or only reader in the RS485 bus, the termi-
nating resistor must be switched on.

Display

configuration

Brightness
Random keyboard
Display Touch Pin

Bus

Configuration ESC

Bus number

End resistor

Bus Nummer

End
resistor
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5.7.3.6. OSDP Protocol

This affects all Datafox Devices supporting access control.

OSDP is now available as a protocol in access control. To activate OSDP, OSDPv2 must be se-
lected in the Access Control menu in the setup. All connected buses are now operated with OSDP.
The baud rate is set to 9600. It is not yet possible to change the baud rate.

Setup settings for EVO 4.3 8 7.0 (4.6 FlexKey)  (EVO 4.6 F1 Datensatz.aes) >
File Communication Logfile Display Designer Manual

ﬂ EWO 4.3 % 7.0 [4.E Flexkey] Access control  Additional options

f---EE' Datenzatztabellen fur Erfazsung [ Lesen |

+-HE Listentabellen fiir D atenauswahl [ Schreiben | et Reader type uzed : 05DPv2 bt

-0y Bedienung fEel D atafox T5-TMR33

it Signalverarheitung EJH'?rc?r:?cptLl[EEG' Diatafox, U&Z, ..

+;£, Ereignisketten Insert between O50Py2

-8 Zutittskontrolle 2

Delete 1D card value for access check cut,
from - |1 bo: 20 -2
Please note:

F The extension for secure channels is currently not implemented and will be support with

a future firmware release.

Format read data

OSDP does not require the controller to configure the
e e emew  readers. Connected readers are pre-configured. Infor-
mation on the data type or configuration cannot be read

e “ out by the controller.
Formatting of the read data can be adapted using the
Global setting for a preconfigured reader. ﬁ PI’ econ f | g ur e d r ea d er o t rans p o
g:;etir:gzr.e currently no adjustable crossconfiguration put fOI‘ma'[ mUSt be Set aCCOI‘dIngly for thIS

If a different transponder method is selected, the data is

Thiz iz the reading of a tranzponder value
fram a reader that has a coresponding configuration
and does not require any further settings.

To be nated:

Wit this transponder setting, only limited use of the access control is poss

- Usze of the terminal as an access reader including control of the door ope

- An access check iz only possible via the main menu, before processingth
+ Here, externally connected access readers are not supported.

Ausgabeformat

String ~ | Feste Lange no ~
E:E;rgzlcimal it Yornullen aufgefiillt

String

Rotated hexadecimal
Fotated decimal

Save Cancel
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5.7.4. Function extention for access control Il

5.7.4.1.

Thi s
for

General description

t he

repl aces

of the links between the access lists:

The entire logic of the access control lies in the links between the access lists. Here is an overview

™
RefLocation .
RefAction

PINGeneral

RefReader’ 6

|Portin

|
—l

RefAction
RefTime

D P
7 —=|[RefGroup -
L RefTime —
- RefReaderRelais
i PortOut
e N Elapse
e | |RefReaderLED |
PV RefTimeRelais |
>
v i (3)
+—|RefGroup
D (2) RefTime e
Group =/ RefTimenoPin = |
PIN : \
Menace YA
ActiveStart
ActiveEnd W
ActiveGeneral

—| RefGroup

The following example gives an overview:
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previously

Action ll

3 known AAct:
t a bDuecto aAoA af additomalrdéferences many scenarios are now possible.

Holiday

—

Day (5)

;Reﬂ"lme

<D

Time

(4)
Weekdays —
TimeStart

:TirneEnd

Datum: 17.11.2025 Version 04.03.23

The access control has been extended to some functionality. To the table "Action 2" was introduced.
tabl e

on.



5.7.4.2.

Examples

Example - Garage:

The facility manager comes in the morning at 7.00 0" clock and

uses the Entry 1.

- with his RFID-chip he opens the door 1 for 5 seconds.

- with the same action he gives the door 3 free, the opening is

now possible with a switch, until 4 0" clock pm.

- entry 2 is now open until 4 0" clock pm for the other person. L1 [TM1
the closing is possible with:

17 one RFID-chip registry on group 40
271 double read of a normal RFID-chip

3 - Automatic at 4 0" clock pm (define in the time table, see in @

row 2 ARef Ti mefi)

Construct of Reader -, Location -, Action2 - and Identification -table looks maybe at follows

Table Reader

ID | zM | TM | RefLocation | RefAction | PinGeneral | Description text

1 /1 |320 |0 0 0 Master device

> 11 loto |100 0 0 Door-module on RS485 wire (TMl_) only rel_ays include
Need not a | isting in the t
RFID-reader on RS232 wire (L1) only reader

3 |1 |011 |100 1000 0 All readings of RFID on this reader make all actions in the
table Aactioni, with the | D

4 11 lo20 |200 0 0 Door-module on RS485 wire (TM2_) only rel_ays include
Need not a | isting in the t
RFID-reader on RS232 wire (L2) only reader

5 |1 |[021 |200 2000 0 All readings of RFID on this reader make all actions in the
table Aactionhi, with the | D

6 |1 030 |300 0 0 Door-module on RS485 wire (TM3_) only rel_ays include
Need not a | isting in the t
RFID-reader on RS232 wire (L3) only reader

7 |1 |031 |300 3000 0 All readings of RFID on this reader make all actions in the
table Aactioni, with the | D

Table Time

ID 'Weekdays  TimeStart TimeEnd Description text

1 1234567 00:01 23:59 24houers opening possible

2 1234567 07:00 16:00 Time for special action
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Table Action2
. RefReader RefReader | RefTime .
ID RefGroup | RefTime Relais PortOut | Elapse LED Relais Description
Read an RFID chip on reader 1
1000 |10 0 > 3 0 Opening normal for 5s.
1000 |20 0 5 3 0 Group (10; 20; 30) have al-
1000 | 30 0 2 5 3 0 ways entrance
door 2 open for 9h
1000 |30 2 4 1 32400 |5 0 (max. 16:00)
door 2 open for 9h
1000 |30 2 6 1 32400 |7 0 (max. 16:00)
1000 |40 0 2 -1 3 0 command door open, return
1000 |40 0 -1 5 0 command door open, return
Read an RFID chip on reader 2
2000 |10 0 4 5 0 Opening normal for 5s.
2000 |20 0 1 5 0 Group (10; 20; 30) have al-
2000 | 30 0 4 5 0 ways entrance
door 3 open for 9h
2000 |30 2 4 1 32400 |5 0 (max. 16:00)
door 3 open for 9h
2000 |30 2 6 1 32400 |7 0 (max. 16:00)
2000 |40 0 4 1 -1 5 0 command door open, return
2000 |40 0 6 1 -1 7 0 command door open, return
Read an RFID chip on reader 3
This action is for all Groups
3000 |O 0 6 1 5 0 0 are | ist edLocan
tiono
Table Location
ID refGroup |refTime |refTimeNoPin |Description
100 10 1 0
100 20 1 0
Group 10, 20, 30 and 40 have access on this reader.
100 30 1 0
100 40 1 0
200 10 1 0
200 30 1 0 Group 20 can not use this entrance 2.
200 40 1 0
300 10 1 0 The Master of Garage and the facility manager can open this
300 30 1 0 door.
Table Identification
ID |Group |Pin | Menace | ActiveStart | ActiveEnd | Active | Description
1111 10 0 0 2005-01-01 2015-12-31 1 Master of Garage
2222 20 0 0 2005-01-01 2015-12-31 1 Skilled workers
3333 30 0 0 2005-01-01 2015-12-31 1 Facility manager
aaa4| 40 | 0 0  |2005-01-01 |2015-12-31 | 1 | aciity manager second RFID-chip,
only for closing the door
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Example - elevator
The goal is to allow users only to exit at the allowed floor.
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Then tenant uses the transponder to activate only the switch for his floor.

In the cabin of the elevator the RFID-reader is installed. The Datafox-Device is on the top of the

cabin.

- RS485 Bus to the reader in the cabin

\__ Relay for floor 1
~__ Relais for floor 2
~__ Relay for floor 3
~__ Relay for floor 4
~__ Relay for floor 5

~__ Relay for floor 6

~__ & ®ayforfloor 12

Wiring plan for the EVO-Access reader:

Connector for
RS485 Bus
On the Mod-
ulplace 1

Relay 2 for floor
normaly close

Relay 1
With no/nc contact

Connector 5 poles
for 2 digital out
free potential

Bus Nr. 1
EVO-access-reader

relay 2

relay 1

Elevator Con-
trol Center

+ - max. 30V; 2A
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The content of Reader -, Location -, Action2 - and Identification - might look like follow:
Table Reader

1D M ™ RefLocation | RefAction | PinGeneral | Description
1 320 0 0 0 Master device
2 000 100 1000 0 Reader on RS485 wire
Table Action2
. RefReader RefReader | RefTime o
1D RefGroup | RefTime Relais PortOut | Elapse LED Relais Description
Buchungen am Leser in der Kabine
1000 |10 0 1 1 20 2 0 Group10 only for floor 1.
1000 |20 0 1 2 20 2 0 Group 20 only for floor 2.
1000 |30 0 1 3 20 2 0 Group 30 only for floor 3.
1000 |40 0 1 4 20 2 0 Group 40 only for floor 4.
1000 |50 0 1 5 20 2 0 Group 50 only for floor 5.
1000 |60 0 1 6 20 2 0 Group 60 only for floor 6.
1000 | 102 0 1 1 20 2 0 Group 102 moving to floor 1
1000 |102 0 1 2 20 2 0 and 2
1000 |104 0 1 1 20 2 0 _
1000 | 104 0 1 2 20 2 0 Srzgusp moving to floor 1, 2
1000 |104 0 1 3 20 2 0
Table Location
ID refGroup |refTime | refTimeNoPin | Note
100 10 1 0
100 20 1 0
100 30 1 0
100 40 1 0 All Groups 10, 20, 30, 40, 50, 60,102 and 104 must listed in
100 50 1 0 the location for this reader.
100 60 1 0
100 102 1 0
100 104 1 0
Table Identification
ID Group | Pin | Menace | ActiveStart | ActiveEnd | Active Description
1111 10 0 0 2005-01-01 | 2099-12-31 1 Jggﬂ“ of an apartment on the
2222 20 0 0 2005-01-01 | 2099-12-31 1 Jggf‘gt of an apartment on the
3333 30 0 0 2005-01-01 | 2099-12-31 1 ﬁggf‘gt of an apartment on the
4444 40 0 0 2005-01-01 | 2099-12-31 1 Jggf}l”t of an apartment on the
5555 50 0 0 2005-01-01 | 2099-12-31 1 Jggf‘gt of an apartment on the
6666 60 0 0 2005-01-01 | 2099-12-31 1 Jggf‘gt of an apartment on the
1102 | 102 | o 0 2005-01-01 | 2099-12-31 1 Tenant of an apartment on the
floor 1 and 2
1104 | 104 | o 0 2005-01-01 | 2099-12-31 1 Tenant of an apartment on the
floor 1, 2 and 3
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5743. Description of the table AAction2"
The switching from AActionfi to AAction2f itods a
& SLne b s the TR - at least the reader P version 1.7
= trol 2 hawve.
: % EZ:::E;ENM Halidays in the contral of Relais consider!
+ E Location [] Access check in the main menu is possible
+ E Time Mate: Only connect the internal reader, and if no menu iktems selected by
+-F8 Holiday barcode/ 10 card.
+ E Event
- E Action? [w] &dditional functions for Action [Action table is changed to action2!)
= oy Access (] Open and clase after: sec. (3 - 65000)
=t Input
= Input2 [ Status datazet, if "open doar'' for sac, (3 - £5000)
Name Data type | Length | Description
Number Action number, it can occur several times due to several actions that have to
ID . 4
(int) be worked through.
RefGroup I\_lumber 4 Orlly work this action for Fhe Ils_ted Group.
(int) 0 = for all groups work this action.
Number Give a time, and only works this action to this time.
RefTime (int) 4 (0 = works ever)
I Not mixed with times in RefTimeRelais!
RefReader Number 4 Reference to the list reader, action to switch a relay on this listed reader in ta-
Relais (int) ble reader.
PortOut Number 1 Indicates the number of the output on the module.
(char) Possible values: 1...9 & A ... W corresponds to port 1-32 (digital out)

Specifies the period of time a relay is switched
I The time is in seconds!
Number When (-1) is specified, the relays are reset directly.
Elapse 6 With (0) the relays switch for the duration specified for the relay with RefTime.

(int) "FRA" activates Free Access
"BLA" activates Blocked Access = permanent red signal
"STD" returns to Standard mode.= Deactivate from FRA or BLA
RefReaderLED ZI#ther 4 This is a reference to the table Reader to switch the LED on other modules
RefTimeRelais The time model indicates when the output may be switched. (0 = not used).
(only for auto- | Number 4 (Automatic time control)
matic time (int) I Action how here work with automatic times, be not mixed with action from the
switch) access!
Caution:
l By transferring the table "Action 2" to the unit, the table "action” is replaced. Thus, only
= entries in the table "Action 2" will be considered.
Caution:
If you would like to continue working with the "action" table, the table "Action 2" may not
I be transferred to the device.
. A table "Action 2" has already been transferred to the device, it must be cleared by load-

ing a new setup.
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5.7.4.4. Additional functions for Access Control

All functions described below are only supported in conjunction with the Action 2 table.
Possible functions:

- Logging, in an internal list, in which room each employee is located.

- Hard antipassback

- Soft antipassback (= only the software is informed that an ID card has entered a room 2

times = status message 251)
- BDS
- Type associated to the supervised door unctionality.

The table "ReaderProps" must be created under the table structure of the operation:

Name Data type | Length Description
Name Data type | Length Description
Number Reference to the ID of the Reader whose properties should be speci-
RefReader (int) 4 fied
Type of the Property
b 1 = anti-passback
Number 2 = BDS-System
Type (int) 2 3=BDS
4 =BDS
5 = Type associated to the supervised door unctionality.
Mode for details of the type above
Number 1 - Only protocol the attendance of persons in a room (in list "presence").
Mode (int) 1 2 - Hard anti-passback (no entry when conflict detected, status code 250)
3 - Soft anti-passback (entry allowed when conflict detected, status code
251).
Number Access is permitted again after the duration time has elapsed.

10 Value in seconds.
0 = no end time. It is necessary to enter another room necessarily

Duration (int)

The table "ReaderProps” is created in the setup:

Protocol - Function
Essentially serves to ensure that when several access managers are used, they know in which
room a person is located.
Via your software, this information is distributed between the access managers or can be read out if
required.
See the documentation DFComDLL

- DFCTable.......

- DFCPresence....

Soft antipassback
A status message 251 is issued here if one and the same badge enters the same room more than
once. Admission is still permitted!

Hard antipassback

A reader is always assigned to a room. This room may then only be entered once with the same ID.
If the same ID card is used again for access to this room, it will be rejected. Status 250 is output in
the data record during access control.

Here you can choose whether the reject is limited in time or whether Hard remains active.

In the case of Hard Active, access is not permitted again until another room ID has been accessed.
This corresponds to leaving the previous room.
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5.7.4.5. List Presence

This list is created by the access controller itself.

This makes it possible to enable the tracking of people and rooms via several access controllers.

If the Antipassback function is to be used via several access controllers, this list must always be up-
dated by the software to all access controllers.

Example:

A room (example room ID 10) has several doors that are managed by different access control
boxes. If a person enters this room, an entry is created in the Presence list of this box that this per-
son is in the room.

The other access control boxes can now also be informed that the person with ID X is in room 10.
To do this, an entry in the Presence list must be created in the other boxes via your software (with
DLL).

This is done using the method DFCTableAppendRowData Append Data Row to the table.

The same applies if a person leaves the room, this entry must be deleted in the Other Access Con-
trol Boxes.

Name Data type | Length | Description
ID E\il#tr)nber 20 ID of the person that is stored in the presence list.
. Number Reference to the ID of the room, defined in the table "Location", where this
RefLocation . 4
(int) person currently stays
. Number Time stamp when the person entered the current room
TimeStamp (int) 10 Integer in seconds, starting 01.01.2000.

5.7.4.6. Pre-checked mode for online/offline access

Pre-Checked mode for the access control sub system computes a recommendation for an access

control event and provides this to the server. The server may accept or reject the recommendation

and thus override the decision the access controller has computed 1 the relays and feedback for the

user is then provided by the access controller wi

5.7.4.7. Configuration of pre-checked online access control
5748. New Option inside the controllerds setup

The basic settings now include a checkbox for activating pre-check functionality:

Access control

D Qff D Offline
(®) On [version 2]

Using pre-checked access control requires that the device has a full set of access control lists.

5.7.4.9. Determine mode of operation of access control sub system

The mode, in which the access control sub system is currently running, may be determined from the
system variable fAaccess. modeo. The foll owing sta
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Offline access control

Online access control

Online/Offline access control

Pre-Checked Online/Offline access control

W NPk |O

5.7.4.10. Sequence of operationin pre-checked online access control mode

Using pre-checked online access control mode an entry event is evaluated by the accesss controller
as if it were generated in offline mode. During the evaluation no relais or LEDs are set, however the
status code of the evalution is being computed (increased by 500). This propose action status code
is saved into a data record.
The server retrieves the data record and acknowledges it using either DLL or HTTP interface.
- Provided the record is acknowledged within the online/offline timeout period (in above exam-
ple set to 3 seconds), the servero6s decision
formed. Another data record with status code 256 or 257 is generated accordingly.
- I f the serverds decision does not reach the a
tem generates another data record with the normal access control state (proposed action -
500) and performs the action on its own.
And this codes from the access control:
Pree-checked

Discription/ Beschreibung

Mode
256 The server rejects the preliminary test
257 The server agrees with the preliminary check
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‘ Reading the Transponder

Yes Oniine or No l n
not Assisted
Online/Offline?

Server Operation Action Online or Online/Offline! Assisted Online/Offline

Offline;

AC checks RFID

RFID

contained

in Identification
table?.

Create AC Dataset
with state 34"

Online/Offline?

Dataset retrieved
and acknowledged
withing timeout?

using the tables
=> AC state

=> AC state += 500"
Save AC dataset

In Assisted Mode?

No

Save AC dataset

Query PIN

Timeoutwhile
querying PIN?
Yes
3

AC state ='31"

erver confirms/rejects
controller's
within timeout period?

Does server
agree o
recommendation?

Save AC dataset with
slate "257"

State was
'20,"28-'30", "32' or ‘33"

Server sels reader and

relay states

Yes

State was
20", 2630/, "32" oder ‘33,

No

Resolving an access control event
In above diagram, a green reader indicates the opening of the door.

5.7.4.11. Confirming the pre-checked online recommendation

5.7.4.12. HTTP interface: Method df_ao_ac2
The HTTP interface provides a special method to confirm (or reject) a recommendation from the

pre-checkedonl i ne module. Additionally to the Adf _api

ing semantics to the HTTP server6s response:

Parameter name Description

Server decision
Mode 1 0= Reject recommendation
1 1= Accept recommendation

ID of the group. This field is mandatory if - due to a missing entry in
Group the Identification table - a reject recommendation has been changed
into a door opening.

Example:
df ao_ac2=1
df _ao_ac2=0,1234

Yes
PIN required?
Yes
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5.7.4.13. DLL function: DFCQuitRecordExt()

Implementing pre-checked online access control, a new function DFCQuitRecordExt() has been
made available. The parameter passed with this function is identical to above described HTTP
met hod, so you wil/ have to pass e. g. Adf ao_ac?2:

Excerpt from the DLL documentation:

DFCQuitRecordExt()
DFE_API EXTERN int DFE_API CALL DFCQuitRecordExt ( int connectionld,

int deviceAddress,
char * param,

int* paramLength

Acknowledge a dataset.

The method acknowledges the data record previously fetched using DFC-
ReadRecord() . After successfully acknowledging the record, the next call
to DFCReadRecord can be used to retrieve the next dataset.
Export
DFComDLL as DFCQuitRecordExt
DFCom_x64 as DFCQuitRecordExt
Parameter
[in] connectionld The deviceds connection |
[in] deviceAddress Address of the device.
[in,out] param Instruction sequence that will be passed to the device..
[in,out] paramLength  Length of the text passed as param.
Return values
-1 Error during execution of the command.
0 No ackowledge was expected.
1 Online dataset has been acknowledged.
2 Online dataset has been acknowledged repeatedly.
3 Offline dataset has been acknowledged.
4 Online dataset has been acknowledged repeatedly.

Since
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5.7.4.14. Corner case: RFID transponder not present in ldentification table

If an access control event contains a transponder ID that is not contained in the Identification table,

the access control system will reject the attempt. Should the server decide that the access has to be
granted, it has to rejndaiton. the controllerb6s recom
To be able to trigger an action on the controller side, the group to which the person is associated is

required.

Thus the missing group identification has to be provided when rejecting the pre-checked online rec-
ommendation for an entry missing in the ldentification table.

You can use this mechanism to implement visitor tags without having to send the Identification list to
the access controllers for each visitor.
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Display /online Pre-checked Assigned status message

mode for

online/offline ac-

cess
0 module detected everything OK
3 module not in the list defined but found in the bus rs485
4 module in the list reader added but not found in the bus rs485
5 wrong Encryption password
6 login password is wrong
7 RFID-typ (Mifare, Legic, Unique, etc.) wrong
8 Failed to configure the module
9 No modules
10 the Key for communication with PHG-Modules was chonged
11 the Key for communication with PHG-Modules was not chonged
12 battery-level of the doorlock phase 0 (full)
13 battery-level of the doorlock phasel
14 battery-level of the doorlock phase 2
15 battery-level of the doorlock phase 3 (empty)
16 Doorlock in mode to change battery
17 Modul Update readdy, importent applies to EVO Agera and Interra 2)
18 Reboot after update
19 Access denied, because BLA (blocked Access) is activate on this reader
20 ID ok, accses succesful
21 ID is not in the list identification.
22 ActiveGeneral not correct.
23 Validity period does not fit.
24 Could not find the room. (group definitions)
25 Could not find am Time in time-table.
26 wait for PIN-input.
27 Pin wrong
28 threat code was input.
29 the PIN is right, accses successful.
30 the Master-PIN was input, accses successful.
31 PIN-Timeout.
32 Master-ID right, accses successful.
33 accses successful with PIN input.
34 Online-TP.
35 Online-PIN.
36 Make Action closing
37 Free access on this reader
38 Permanent blocked access
39 Online-result from the server, no access allowed

The server rejects the preliminary test
The server agrees with the preliminary check
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40 digital output 1 is low (off)

41 digital output 1 is HIGH.(on)

42 digital output 1 is for the time ELAPSE, HIGH.
43 digital output 2 is low (off)

44 digital output 2 is HIGH.(on)

45 digital output 2 is for the time ELAPSE, HIGH.
46 digital output 3 is low (Off).

47 digital output 3 is HIGH.(On).

48 digital output 3 is for the time ELAPSE, HIGH.
49 digital output 4 is low (Off).

50 digital output 4 is HIGH.(On).

51 digital output 4 is for the time ELAPSE, HIGH.
52 # digital output 5 is low (Off).

53 # digital output 5 is HIGH.(On).

54 # digital output 5 is for the time ELAPSE, HIGH.
55 # digital output 6 is low (Off).

56 # digital output 6 is HIGH.(On).

57 # digital output 6 is for the time ELAPSE, HIGH.
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120# digital output 7 is low (Off).

121# digital output 7 is HIGH.(On).

122# digital output 7 is for the time ELAPSE, HIGH.
123# digital output 8 is low (Off).

124# digital output 8 is HIGH.(On).

125# digital output 8 is for the time ELAPSE, HIGH.
126# digital output 9 is low (Off).

127# digital output 9 is HIGH.(On).

128# digital output 9 is for the time ELAPSE, HIGH.
129# digital output 10 is low (Off).

130# digital output 10 is HIGH.(On).

131# digital output 10 is for the time ELAPSE, HIGH.
132# digital output 11 is low (Off).

133# digital output 11 is HIGH.(On).

134# digital output 11 is for the time ELAPSE, HIGH.
135# digital output 12 is low (Off).

136# digital output 12 is HIGH.(On).

137# digital output 12 is for the time ELAPSE, HIGH.
138# digital output 13 is low (Off).

139# digital output 13 is HIGH.(On).

140# digital output 13 is for the time ELAPSE, HIGH.
141# digital output 14 is low (Off).

142# digital output 14 is HIGH.(On).

143# digital output 14 is for the time ELAPSE, HIGH.
144# digital output 15 is low (Off).

145# digital output 15 is HIGH.(On).

146# digital output 15 is for the time ELAPSE, HIGH.
147# digital output 16 is low (Off).

148# digital output 16 is HIGH.(On).

149# digital output 16 is for the time ELAPSE, HIGH.
300# digital output 17 is low (Off).

301# digital output 17 is HIGH.(On).

302# digital output 17 is for the time ELAPSE, HIGH..
303# digital output 18 is low (Off).

304# digital output 18 is HIGH.(On).

305# digital output 18 is for the time ELAPSE, HIGH..
306# digital output 19 is low (Off).

307# digital output 19 is HIGH.(On).

308# digital output 19 is for the time ELAPSE, HIGH..
309# digital output 20 is low (Off).

310# digital output 20 is HIGH.(On).

311# digital output 20 is for the time ELAPSE, HIGH..
312# digital output 21 is low (Off).

313# digital output 21 is HIGH.(On).

314# digital output 21 is for the time ELAPSE, HIGH..
315# digital output 22 is low (Off).

316# digital output 22 is HIGH.(On).

317# digital output 22 is for the time ELAPSE, HIGH..
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digital input
160# digital input 7 is Low
161# digital input 7 is HIGH
162# digital input 8 is Low
163# digital input 8 is HIGH
164# digital input 9 is Low
165# digital input 9 is HIGH
166# digital input 10 is Low
167# digital input 10 is HIGH
168# digital input 11 is Low
169# digital input 11 is HIGH
170# digital input 12 isLow
171# digital input 12 is HIGH
- ___continuously until:
210# digital input 32 is Low
211# digital input 32 is HIGH
# for new devices hardware version 4
RN
258l The access control system awgits Iegitimatiop through RFID transponder and/or PIN after starting a
BDS control event due to entering the operating code.
259 The access control system awa_lits Iegitimation through RFID transponder and/or PIN after starting a
BDS control event due to entering the operating code.
During a BDS control event a non-privileged RFID transponder has been presented to the reader. This
260 transponder is either not contained within the Identification table or does not have ActiveGeneral set to
7. See Privileging transponders to control the BDS.
261 The specified BDS section is not configured correctly.
262 There are no concurrent BDS control events supported while a BDS control event is currently being pro-
cessed.
263t The BDS signals that is ready to be armed.
2641 The BDS signals that is not ready to be armed.
265 The relay to arm the BDS section has been set.
266 The relay to disarm the BDS section has been set.
267 The BDS sec_ti_on to be armed is already armed. T
knows that the BDS section is armed.
268 The BDS secti on to be disarmed is already disar
operator knows that the BDS section is disarmed.
2691 The BDS section is armed now.
270t The BDS section is disarmed now.
271 The.BDS sectiqn could not be armed within five seconds. The digital input pin associated to the BDS
section state still reports the section as disarmed.
272 The_BDS sectiqn could not be dis_armed within five seconds. The digital input pin associated to the BDS
section state still reports the section as armed.
273 The access request was denied due to the BDS section being armed.
274 Identification requires an additional PIN.
275 The PIN entered does not match the stored one.
276 The PIN entered matches the stored one.
277 Timeout while waiting for the PIN to be entered.
1) This status code contains the BDS section [ 1.
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display Assigned status message

100 the access-control is off.

101 server not online (online accses-control)

102 the device have no lists.

103 Type not correct in setup settings (GIS, PHG).

display Assigned status message

Master (ZK-Box / ZK Master) GIS / TS-Series reader PHG / EVO-ZK-reader

60 Digital input 1 Master Low Digital input 1 Reader Low Digital input 1 (I0-Box is closed)

61 Digital input 1 Master High Digital input 1 Reader High Digital input 1 (I0-Box is open)

62 Digital input 2 Master Low Digital input 2 Reader Low Digital input 2 (I0-Box closed)

63 Digital input 2 Master High Digital input 2 Reader High Digital input 2 (I0-Box open)

64 Digital input 3 Master Low Digital input 3 Reader Low Digital input 3 low

65 Digital input 3 Master High Digital input3 Reader High Digital input 3 high

66 Digital input 4 Master Low Digital input 3 wurde unterbrochen PHG not used

67 Digital input 4 Master High Digital input 3 wurde kurz geschlos- PHG not used

sen

68 Digital input 5 Master Low not used not used

69 Digital input 5 Master High not used not used

70 Digital input 6 Master Low not used digital input 1 the Reader Low
nicht bei der Voxio-E-Serie

71 Digital input 6 Master High not used didigital input 1 on the Reader High
nicht bei der Voxio-E-Serie

72 not used digital input 2 on the Reader Low
nicht bei der Voxio-E-Serie

73 not used digital input 2 am Reader High
nicht bei der Voxio-E-Serie

74 not used tamper switch2  OK

75 not used tamper switch 2 device manipuliert

display Assigned status message

80 alarm-input 1

81 alarm-input 2

82 alarm-input 3

83 alarm-input 4

84 alarm-input 1

85 alarm-input 6

220# alarm-input 7

221# alarm-input 8

___continuously until:
245# alarm-input 32
# for new devices hardware version 4
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Status message of the access control in a record:
Note:
Do you want see the status from access control, to choose this settings in
the Setup.
F field name, in accordance State -
Field function : Access State azsume o
5.7.6. State signals of reader modules via LEDs
Gelb Grin Rot Zustand des TS TMR33-xx
off off off No supply voltage is present
on off off A supply voltage is present,
on on (ca.1s) on(ca.1s) Reader recognized and configured by master
on off on (ca. 10's) Status after module test = status "OK
on off on (permanent) | Acoustic signal by buzzer (approx. 1s) signals module
test
flash off off The lists of the access master are updated
on on (ca.1s) off Configuration error via the access lists (Checking of the
on on on 3 x short status messages necessary.)
on flash off Signals readable card in the area,
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5.7.7. Function for access control U&Z (locking cylinders)

5.7.7.1. Design example

The radio locking cylinders are set up and integrated via the standard Datafox access control sys-
tem. The PHG crypt protocol is used. All data is thus securely encrypted.

Functionality:
The electronic locking systems read an RFID chip / card and transmit the read information to Data-

fox access control. The Datafox access control then decides on the basis of the access logic
whether the door is opened or not.

Design example with integrated radio module in the KYO Inloc .

l Bus Nr.
KYO Inloc or other B
V4 Master Terminal =
with U&Z radio mod- (‘. i
ule
Range approx. 10 m Bus Nr.
.,)) @
(( L Bus Nr.
@
Transponder ID: access-list - ldentification:
A1656256¢ 1 1656 2!
A5651591C( 1 56515
Entsprechende Reader Tabelle, Beispiel:
ID ZM /Bus-ID | TM (Busadresse) | RefLocation | RefAction | PinGeneral Description-text
1 1 0lo 1 1 0 Reader - RS485 module slot 1 =Bus ID 1
2 1 0-0 2 2 0 Reader - RS485 module slot 3=BusID 1
3 1 0-0 3 3 0 Reader - RS485 module slot 7 = Bus ID 2
Note:

F The transponders are read by the cylinder and the ID is transferred to the ZK-Box. It then
decides whether the ID access is granted and sends a corresponding signal to the cylin-
der.

Note:

Only one radio lock cylinder can be used at a time!

From booking to termination of the radio connection we need approx. 2 seconds for a re-

jection. With an opening approx. 1 second.

If ID cards are held on two or more doors at exactly the same time, the first locking cylin-
F der has the connection with the FSM for approx. 2 seconds. If a radio lock cylinder does

not receive a radio connection after 1 second, it performs an offline check. If no ID cards

have been deposited, they will no longer respond to the ID card. The badge is then stored

in the reader and the system no longer reacts to this badge (repeat posting block) until an-

other badge is available.
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Construction example KYO Inloc with two external radio - or BLE - modules.

&' Bus Nr.

12V via power supply unit l rande ca. 10 m

( :r Bus Nr.
N

RS 485 AC Bus-ID 10

TCP /P (LAN)

range ca. 10 m

_: H % Bus Nr.

RS 485 AC Bus-ID 2 8

Corresponding reader table, example:

ID ZM / Bus-ID ;—(';/llr(eBsuss) RefLocation | RefAction PinGeneral Description-text

1 1 010 1 1 0 reader RS485 module slot 1 = Bus ID 1

2 1 070 2 2 0 Reader RS485 module slot 3=Bus ID 1
3 2 010 3 3 0 reader RS485 module slot 7 = Bus ID 2

4 1 320 0 1 0 KYO Inloc (Master-device)

Wiring diagram of the different bus connections with external radio module:
(In this case, the same structure applies per access control string or ZM / Bus-ID)

optional
Plug 4 poles Power supply 12V DC for AC reader
for AC bus -+ 7 3A
Inloc, EVO Devices = = . . .
: 120 Ohm terminating resistor

This must always be connected
to terminals 151 16!
The resistor is delivered with the module.

12V

FSM HW 1.3.1
Nr. function
15
16

]
[}
[}
]
]
EI\L;% ?czc:lii : operating voltage
" 8 8-12VDC
: 81 10V AC
1 7 ovV-/~
plug 10 poles [}
KYO-Oneloc *
]
plug 4 polig :
KYO-Fourloc ]
]
]

485-19

é
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Nr. function

1

2

Operation voltage

GND |0V +/-~
8-12VDC
VCC |gi10vAC

Wiring diagram of the different bus connections with external BLE-Modul:

In this case, the same structure applies per access control string or ZM / Bus-ID

Plug 4 poles
for AC bus
module slot 1

optional
Power supply 12V DC for AC reader

+ i 3A

cocnahbag

—cmee-=d

Plug 9 poles
KYO-Cenloc

plug 10 poles
KYO-Oneloc

plug 4 poles
KYO-Fourloc

485-19

S S

120 Ohm terminating resistor
This must always be connected

to terminals 157 16!

The resistor is delivered with the module.

(o]a]e]e]e

e
P S
Y,

[}
s r
[ 1

BLE HW4.1.2a

el O @ Q] eo
—2 (o () @ Q|| ~

o0 o

b Ofl=0|<
TIEE @ Q|| e

== @ Q|| e
—te 2 O @ Q|| —

= (|

HOH g@ [30'
SS nonan JL0nn -
il !! =]
o = O o

i EIDﬂg E

0oocoocoo
]
CIARES
=
nn
TToo
n_n
T

Nr.

function

11

12

Operation voltage

GND |0V

vCC

5-24V DC
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5.7.7.2. First start with locking cylinders

The scope of delivery always includes a service card.
To install the cylinders, you also need a disassembly card.
These have not yet been created in their as-delivered state.

Hold the service key in front of the knob module. (A)

An optical/acoustic signal indicates that the programming ..

mode is active (possibly before this step, the wake-up @ grun + 2x <
function of the knob module may be required by turning it) @

With firmware 2.7.0, there is only an acoustic signal about activation of the service mode!
Teaching:

1) The first card that is held = battery exchange card
2) The second card becomes the = disassembly card

5.7.7.3. Assembly and disassembly of the cylinders

1) Hold the disassembly card in front of the knob module

(A)
(Possibly the knob module may need to be woken up by g L

turning the knob before this step). '_

2) Knob module enters disassembly mode.

+
3) Turn the knob module until the emergency power con- \3 @
tacts are in the 9 o' clock position. (B)

4) Remove the knob by slightly turning it back and forth @
and pulling it lightly at the same time. (C+D)

1) Carry out steps 1 and 2 as described in the point above
(not necessary if the knob module is still in disassembly

mode).

2) The knob module is mounted in the cylinder housing by

inserting and simultaneously rotating it. (A+B) @ i
3) To reset the disassembly mode, hold the disassembly &)

card or an authorized transponder in front of the knob

module. (C) @
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5.7.7.4. Set up the wireless network for cylinder

For setup, DatafoxStudiolV can be used in conjunction with the service key card. To do this, select
"ConfigurationA Access controlA Configure U&Z locking cylinder" in DatafoxStudiolV. With "Update
data" the current configuration is read from the FSM.

In co

nnection with the BLE module, only addresses 000 - 070 can be used.

L Cenfiguration dialog for UBZ locking cylinders. [m} X

o ip [ 192.168.123.243] -

Bus

~ Busl

™ SN Info
000 FFFFFFFF 4
010 00058251 4 68314803
020 FFFFFFFF 4
030 FFFFFFFF 4
040 FFFFFFFF

050 FFFFFFFF

060 FFFFFFFF

070 FFFFFFFF

080 FFFFFFFF

090 FFFFFFFF

100 FFFFFFFF

10 FFFFFFFF

120 FFFFFFFF

130 FFFFFFFF

140 FFFFFFFF

150 FFFFFFFF

Update the entire information with the button [ Update data ].

*Teachable locking cylinders have a serial number (FFFFFFFF), all others are reverse teachable.
* Choose locking cylinder to be taught and press the [Teach-in] button. Previously, the lock cylinder must have been placed in the teach mode by the

*Select reverse teachable locking cylinder and press the [Unlearning] button,
*To update information about the individual lock cylinder (column information] press the button [Information].

Servicekey.

Command

Advanced settings Information | |battery replacement  Unlearning Teach-n

7 Successful execution.
W

message :

Update data Close

Steps of teaching -in the cylinders:

1. Hold service key to cylinder
(Service = 20 seconds active (activate cylinder by turning it briefly!))

2. Refresh data in DatafoxStudiolV!

Free

addresses are displayed with FFFFFFFFFF, the serial number of the radio lock cylinder and

the status of the modules are displayed for the assigned addresses, as in the dialogue Status of the
access modules.

The "Configuration dialog for U&Z locking cylinders" dialog allows different things to be done.
Advanced settings:

f

E ]

E ]

1 Setting the ZK-Master ID for the device

KnobActiveTime: Time that the cylinder tries to reach the FSM after activation until it goes back to
standby.

Update information on individual locking cylinders (column "Info™)

Changing the battery puts the radio lock cylinder into a mode that allows the cover to be removed and
the battery to be changed. To do this, brief communication with the FSM is required. This is achieved
by turning the knob or holding a transponder in front of it.

Teach out: The cylinder is removed from the FSM and can be taught in to another FSM.

Teach-in: To connect a radio lock cylinder to the FSM (the radio lock cylinder then only communicates
with this FSM)
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5.7.7.5. Battery state and live time

M indern des Zustandes zum Batteriewechsel. @

Bitte wihlen Sie den gewiinschten Zustand zum Batteriewechsel,

Cpen ] [ Close

With "Open" the command to open is sent to the FSM. This stops the command until a radio con-
nection is established. This can be achieved by turning or holding a transponder in front of it. The
locking pins of the hood are then unlocked.

With "Close" the command for locking the hood bolts is sent back to the FSM. However, the lock is
only established after a good entry / opening.

The three phases of battery management

Phase 1

If an authorized ID card is held in front of the knob module, the locking authorization is granted in
accordance with the programming. However, the door opening is accompanied by 5x red flashing
(LED) and 5 short acoustic signals at the same time.

Phase 2

If an authorized ID card is held in front of the knob module, the locking authorization is only granted
after approx. 5 seconds according to the programming. During these 5 seconds the LED flashes
green. The door opening is accompanied by 5x red flashing (LED) and 5 short acoustic signals.

Phase 3
The knob module no longer responds to authorized ID cards. Replace the battery immediately. This
is now only possible using the service key and the service device or the battery replacement card.

Please also note the corresponding status messages from the access control system:

display Assigned status message

0 Module detected, everything's OK.

12 Battery status of the radio lock cylinders in phase 0 (full)

13 Battery status of the radio lock cylinders in phase 1

14 Battery status of the radio lock cylinders in phase 2

15 Battery status of the radio lock cylinders in phase 3 (empty)
16 Radio lock cylinder set to battery change mode
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5.7.7.6. Change the access control master ID and  knob Active Time

To change the access control master ID, the "Configuration dialog for U&Z locking cylinders" dialog
must be used. It contains "Advanced settings" and with a click on it this dialog opens.

p Systern variables of access control X
7 in [ 192.168.123.243 ] - | |
Magterld : |ﬂ = |
KnobActiveTime : |3 S |

Command message

47 Successful execution,
W

Read Write Close

Master ID can be set in the range from 1 to 9999. If a device has more than one access control bus,
the access control master ID is the ID of the first bus. The second bus access-control-Master ID + 1
etc.

The Knob Active Time is for presetting how long a radio lock cylinder maintains radio communica-
tion with the FSM when activated. When a transponder booking is made, the access control master
automatically closes the connection after signaling and opening. If the Knob Active Time is less than
required for the transponder booking, the radio lock cylinder switches off and an opening fails. This
happens at e. g. Knob Active Time = 1 (1s). If someone turns the knob of the radio lock cylinder, the
radio connection to the FSM is established and the connection remains active as long as the Knob
Active Time is active. Useful values are between 2 and 10 seconds. By default, this time is set to 3
seconds.

It makes sense to increase the value if three or more radio participants are connected to a radio
module. Recommendation: KnobActiveTime = 6 seconds
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5.7.7.7. Optical and acoustic signals of the U&Z locking cylinder
function sounds Optical signals
sleep mode
Start programming mode -0 o) (except with FW 2.7.0)
badge trained ONO) o
Badge deleted - - o
warning signal O000O0O 15eek ')

Delete all badges

End of programming mode | O -

After wake-up - Read mode o

Badge not authorized --- o

badge authorized @) 0

After battery change --- 00

e o
O short

red lights up
green lights up

- =long low tone
O = short beep

O = red flashing
O = green flashing
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5.7.7.8. Optical and acoustic signals of the U&Z door handle
function sounds Optical signals
Sleep mode
Begin programming mode |i O
End programming mode ON]
Badge trained ONO) o
Badge deleted TT 0
After wake-up - read mode (@)
Badge not authorized TT0 o
Badge authorized @) o
Reset T 0o
Battery warning Phasel O000O0 0o0o0o00
Battery warning Phase?2 O000O0 000000
= red lights up O = red flashing
= green lights up O = green flashing
- =long low tone
O = short beep
5.7.7.9. Resetting the U&Z locking cylinder
1.) The knob module must have been taught out in the ra-
dio module.
2.) Hold the service key in front of the knob module for the @ griin + 2x
duration of a programming mode (15 seconds) and repeat =
the procedure within 60 seconds. At the end of the second
programming mode, this deletes all badges (incl. battery
change and disassembly card) except for the Innerhalb
Servicekey. (A+B) B0 Sek.
3.) The existing badges can then be re-learned as de- )
scribed in section 9.1. Q griin
Here, the first ID card held is used for the +
battery change card and the second to the disassem- 15 Sek
bly card. )
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5.7.7.10. Supported transponder technologies

Transponder for 125kHz
Supported is

- read Unique

- read Hitagl

- read Hitag2 only serial number

Not supported is
- reading of Hitag2 segments
- reading of Titan, Q5 und ATA5577

Mifare Classic

Supported is

- read UID

- read Sector/Block

Not supported is

- Autologin (for reading all passwords)

Mifare Plus

Supported is only Security Level 1
- read UID

- read Sektor/Block

Not supported is

- Autologin (Use the default passwords for reading)
- Random UID (Read true UID at Random UID badges)

Mifare Desfire
Supported is

- read UID

- Read file (max. 220Byte)
Not supported is

- Random UID (Read true UID at Random UID badges)

Legic Prime and Legic Advant
currently no restrictions are known.
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1.1.1.1 Service key broken / lost

In the case that an authorization medium is damaged or lost, a replacement service key (CX2352)
can be ordered from U&Z with the system card.
The system card must therefore be kept safe and inaccessible to unauthorised persons.

1.1.1.2 Replace service key

The service key can be replaced by another one.
Method:

1. Hold the current service key in front of the knob module until the programming mode is ac-
tive.

2. Hold the new service key in front of the knob module until an optical/acoustic signal indicates
that the service key is taught in.

1.1.1.3 Technical data of the radio module

Technical data CX 6932

dimensions Environmental conditions
radio module without antenna: 65x50x40 mm Operating temperature: -20°C to 65°C
radio module with antenna: 111x50x40 mm Storage temperature: -40°C to 85°C

Installation location:

Indoor and outdoor areas (depending on the
product design).

Avoid shading!

When used outdoors, the external conditions
must be checked.

Power supply

Supply voltage: 8-20V= or 8-16 V~

Power consumption: Typ. 10mA (standby), max. 50mA (send/re-
ceive)
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5.7.8. Office mode using Uhlmann&Zacher radio locks

This chapter describes how an office mode access can be configured using U&Z radio locks or door
fitting. This chapter wild/l address both options .

5.7.9. Office mode implementation (Variant1 i Secure Method)

When configuring the access control system, each RFID tag will be associated to an opening pe-
riod. The opening period can either be set through the elapse property inside the Action2 table or be
derived from a time model. If the resulting opening period is longer than 3 seconds, the RFID-card is
considered to be office mode enabled i a typical door opening period is 3 seconds.!

5.7.9.1. Activating office mode

If an RFID-card is presented to a U&Z radio lock, the lock creates a radio connection to the access
controller in charge. Should the access controller determine, that the door is not in office mode and

- the transponder -embled, d will piocessthe KREID-car dsegthe normal
access control logics. When being done, the result is sent to the U&Z radio lock, which then
will perform proper signalling and open the door i if permitted.

- the RFID-card is office mode enabled, the door will be set to office mode until the end of the
opening period. The information of granted access will be sent to the U&Z radio lock, which
will signal green (and open the door).

5.7.9.2. Operation in office mode

If a door is in office mode, the door can opened with or without presenting an RFID-card to the U&Z
radio lock. The lock will receive the access grant from the access controller directly when the U&Z
radio lock is being operated as wakes up.

Should an RFID transponder be presented to the U&Z radio lock that is in office mode, its tran-
sponder access permissions will be evaluated resulting in red (no access) or green+red? (access)
signalling i depending on the access permissions of the transponder. The door i being in office
mode i will open independently of the signalling here i so an RFID-card may be checked for ac-
cess permission even in office mode.

After having opened i not depending on office mode or normal access grant from an RFID-card i
the door will be accessible for roughly 5 seconds. After that period the U&Z radio lock will autono-
mously decouple, so that the door is not accessible any more.

If a U&Z radio lock is operated, it creates a radio connection with the access controller. If the office
mode for this radio lock is
- active, the access controller instructs the radio lock to couple, so that the door can be
opened
- inactive, a normal transponder based access control is performed.

Please note: Please keep in mind, that setting up the radio communication and checking, if the door
is currently in office mode, can require 1 to 2 seconds. During this time the U&Z radio lock will not
open i this will be possible after having checked the office mode with the access controller. The
completion of this check is indicated by flashing of the green LED.

1 If you configure a time modela an elapse time, then the door is opened duringe the time model for the elapse time.

Should the time model be from 08:30 to 16:00 06 clock with
ing until 16:59. It is not removed at 16:00.

2 We are aware that some U&Z radio locks come with a multi-colour LED. For these red and green light will mix to yellow

light.
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5.7.9.3. Revoking office mode

If you want to be able to revoke office mode before the opening period is exceeded, you can acti-

vate the option ACancel open after o.cartitbtheyURA pr e s
radio lock within the configured period (4 seconds according to screenshot below), the office mode

will be revoked from the door.

Setup settings for PZE-MasterlV  (PZEMaster_F1_Datensatz.aes) X

Eile  Communication Logfile Display Designer  Manual

E PZE-Masterly Aecess control  Additional options
+-88 Record tables for data acquisition (read)
+-fE List tables for data selection (wiite]
- Control

H-f% Signal processing

Event sequence Inzert between

- Corwider holidays in the time control of refays,

[ Access check is possible in the main menu

Maote: Only in combination with the intermal reader and if no menu
items are selectad by barcode/1D card.

Delete tadditional funclions for Action [Action table is changed to action2.)
Cancel “open’ alfter: sec (3-BEOO0) (@)

nfo DragiDrop | L Status dataresord, it “opendoor’for 30| sec (3-65000] @)

PHG-Crypt - Zusatzeinstellungen

[ Use initislization vectar for encryption. 0

[J Use Session keys for encryption

[ Identification of connected reader is limited to reader list.

Hots: Laok anly for readers that are defined in the eade list a
Accelerates readiness of access control sfter =
startup and update of the reader list.

The undefined readers are only searched for when their
status is requested by means of the communication
library. This results in delays when retrieving their status.

Presenting the transponder for the first time during office mode will result in green and red LED be-
ing activate simultaneously. The U&Z radio lock will then beep once 7 now the period for cancelling
the office mode is active. If the same transponder is presented a second time within the cancellation
period, the office mode is revoked for the lock which is signalled by a short beep and the green
LED.

5.7.9.4. Summary

Using this approach we can provide office mode behaviour using U&Z radio locks. The solution im-
plemented
- is optimal concerning the energy consumption if the U&Z radio lock (there is no continuous
radio connection between the radio lock and access controller)
- safe in the case of power outage, since the doors will be locked automatically then.

5.7.10. Office mode implementation (Variant 2 i Classic Method)

I n cl assic mode, the a doorés radio | ock | ocks i
as if it were a classic door control.

5.7.10.1. Office mode in classic mode

In classic mode the permission to put a door into office mode (and revoke it from the door) is tied to
an ID card. After the office mode is activated, the radio lock will couple i the door can then be
opened immediately. The radio lock does not have to ask the access controller to permit opening
the door.

After revoking the office mode the door lock uncouples. After that the door is locked again and may
be operated after normal access control identification process.

To activate the classic mode, an ID card with specific permission has to be presented to the same
door lock twice within 15 seconds (hereafter: office mode repetition interval, short OMRI). The same
sequence is used for deactivating the classic office mode.

Both identifications for either activating or deactivating the classic mode have to be done using the
same ID card. The OMRI is not configurable.
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Attention:
We consider this office mode variant to be unsafe compared to the secure variant men-
I tioned above. In case of power outage, malfunction of the access controller or disruption
= of the radio communication an opened door remains open. Thus we recommend to use

the secure method.

5.7.10.2. Configuring classic office mode
To enable classic office mode, the fidentificationdlist has to be modified. ID cards being allow to per-

form classic office mode operation requiré the h
cards of this type are herempdnerl|l Desarghasated as i
Example for an édnindentificationf | i st

Id Group Pin Duress ActiveStart | ActiveEnd | ActiveGeneral

123456 1 0 0 2017-01-01 | 2018-01-01 | 6

5.7.10.3. LED and Buzzer feedback in classic office mode
This chapter explains the feedback offered at a radio lock:

No.

o

State
before
action

Classic
mode
inactive

Classic
mode
active

Action

Normal, valid access control
identification of first identifica-
tion of a permanent-open 1D
card.

Invalid access control identifi-
cation

Second identification with the
same permanent-open ID card
outside the OMRI.

Second identification with a
different permanent-open ID
card during the OMRI.
Second identification with the
same permanent-open ID card
during the OMRI.

Valid, invalid or first identifica-
tion of a permant-open ID card
Second identification of a per-
manent-open ID card outside
the OMRI.

Second identification of a dif-
ferent permanent-open ID
card during the OMRI.
Second identification of the
same permanent-open ID card
during the OMRI.

State af-

ter action

Classic
mode in-
active

Classic
mode ac-
tive

Classic
mode in-
active

Green LED

2x short flashes
+

1x beep

seel

2x short flashes
+

2x beep

1x short flash +
1x beep

Red LED | Relay

Is set for X
seconds

3x short
flashes +
3x beeps

Not switched

see l

Is set perma-
nently

Stays perma-
nently set

2x short
flashes +
2x beeps

Is set perma-
nently
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5.7.10.4. Operation / activation -deactivation the Office -Mode

5.7.10.5. activation

1 Holding the office mode authorized badge

The LED flashing green
2 Move the door handle / lock and wait 3 seconds for the door to open normally once. Slide the ID
card out of the RFID field. (While opening the door handle or the door lock, no further bookings are
accepted)

3 again hold ID card within 15 seconds.

The door handle flash green, green with two shor beeps.
The office-mode is directly active!

5.7.10.6. deactivation

1 Holding the office mode authorized badge
The LED flashing green

2 Slide the ID card out of the RFID field.
3 again hold ID card within 15 seconds.

The door-handle flashing red, red with two short beeps.
The office-mode is deactivated!
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5.7.10.7. Remarks
A Aradio lock may only have one office mode assigned: You may either use the secure variant

A
A

Do o o Do Do

(with a big elapse time) or the classic mode.
| f an I D card is set to AActive General o 6,
Revoking classic office mode requires identification with the same ID card twice within the
office mode repetition interval:
0 Activating or deactivating the classic office mode requires that i after the first identifi-
cation i the elapse time has to have passed.
Reason for this is that while the door relay is set (which it is during the elapse time),
the communication of the radio door control unit is paused as well as its reading of ID
cards.
If a permanent-open ID card is restricted in time, activating the classic office mode is possi-
ble only during the restricted time.
Deactivating classic office mode is possible at any time using a permant-open ID card i
even outside the restricted time of the ID card.
If classic office mode is active, the door feedback i indepently of the validity of the ID card i
is always green i the door is currently opened.
Due to the radio locks being battery powered, LED feedback is possible only directly after
operating the radio lock.
After activating the classic office mode and a subsequent restart of the access controller, the
door may be used once without prior identification. Then the radio lock decouples and the
door is locked.
0 Background: The first operation of the radio lock (reading an ID card or operating a
door knob) after restarting the access controller will set the radio lock it its default
state.

a

o After setting the radio |l ock to its idefaul

the LEDs will signal accordingly.
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5.8. Data on Card

5.8.1. General Infomation

With the Data on Card - function it is possible to write data with an individual structure on a tran-
sponder.

These data are provided in the form of a list of your application.

This list is loaded onto the terminal, and if you're holding the transponder in front of the terminal the
data will be written and saved.

The following transponder-procedures support the Data on Card-function:

Mifare
Legic
iCode
MyD

I > > P

For instance:

In buildings with an electronic closing cylinder should the actual daily authorization for the access be
wrote down on a transponder card.

The Personal ID will be checked and the corresponding current authorization - data will be written
on the card.The terminal stores where the data is written to the ID card (e.g. via segment).

AT 1. data is transferred to

Access control system/ usage the terminal via
DFCom.dlIl.

Current permissions are created / set.

Informations about structure, Encryption,

CRC etc. do not matter.

The application
provides the data. The lists are

(Binary data) transferred to the
terminal via Talk.

Listing ID will be

ID Name Data on Card checked and the corre-
6796465 | Max Mustermann 303132333435363742434445463031323336 & sponding current au-
— . thorization - data will be
1256866 | Heidi Testfrau 3031323334353637383941424344463031 é é .
written on the card.
6987986 | Franz zufall 3031323334353637383941424344454630 é é )
The terminal stores

where the data is
written to the ID card

(e.g. segment)
Doors with electronic locking

cylinder or similar.
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5.8.2. Settings for using DataOnCard

Data on Card is an option of the device where data can be written to a transponder from a data list.
This option needs to be stated and said while you ordered your product. Those devices who don’t
offer this option, an error message will be displaying when it’s executed.

Setup settings for EVO 4.3 (EVO_Test_Leitfaden.aes) et
File Communication Logfile Display Designer  Manual
EVD 4.3 Device mades Date/Time Operation mode Carnera temary
"'EIEI Record tables for recording [Read) Basic settings  Global variables  RFID reader  Fingerprint Timebaoy
EE Lizt tables for data selection [write) resert Communication
[+--@ Control
ﬁ Signal processing Server annline Wait for server 000 v~ ms
l;ﬂ Event sequence Insert between Pazzword for the communication : | | Az, 09

=]
[+-§g Access contral 2 . .
& Device settings

Delete 0.59939
System password (BIOS): 9999) o7 Gisabled

] User pagsword [ID card, MMC, USE]: 0 0..3333
If not activated = system pazswaord 0 - dizabled

Info DragkDirop seconds
Time for field function "'Confirmation’ : 0 =3 Marual

Diizplay time and font zize of the meszage,

"Data Storage successful."” 500 | ms Medium [6 lines) ~
[ Show large clock at input an/off power buttan dizable
[] additional smal clock. g [JEnable 10-module
Dizplay backlight on [15PS query [no 10 module available)
bl o [] Enable poveer management i ]
[ key beep on Data on Card (i)
Acoustic feedback [0K) —

fcoustic feedback [ERROR] r.i_:] Required Firmware version: == 04.02.03

When used to open the setup file is
only possible with a DatafoxStudiolV

version == 04.02.03,

Access control

() 0 ®) Offline
(®) On [version 2) (O Online
(O Online/Offline after 3 Ses

Data on Card works in 3 steps:

9 reading a value from the transponder, e.g. Serial number
9 the value is used to select a binary field list to read the binary data
1 the binary data is written to the transponder

The return value of the Data on Card function for GV or data record field is the value from the first
step "Reading a value from the transponder".

For errors like "the value is not found on the list" or the "writing to the ID failed" the function gener-
ates an ESC.

The side steps can then be used to decide how the work continues in the input chain.

The binary field data within the file that the DatafoxStudiolV imports and transmits is to be specified
as a hex string. When importing via the DLL, the data needs to be passed on as binary data.

Using the DFC GetField, DFC GetField list functions, you are working with strings, while the firm-
ware converts the hexstrings to and from the binary data.
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Settings for Data on Card

Setup settings for EVO 4.3 (EVO_Test_Leitfaden.aes) *
File Communication Logfile Display Designer Manual
[ evo4a Input  DataonCard Jumps
—..B8 o
T B8 Hlecon:l tables for lecordlng [Hefad] Selection value read from [0 card
=-BB List tables far data selectian [wits] | ) )
E| E Personal Data nsert RFID reader configuration : Defaut o
LI (1pUD 1.
T [ 2] Mame Inzert between
-IT [ 3] Binary
B reason Delete List with data : 2) Personal D ata S
First Selection field from list i o
= [F1 ] Check in te DraciD "Personal D ata™
= [F2): Check out LR RCEREIED Field with data to be witten : Binary M
— [F3 ] Break
= [F4 ] DataOnCard Behavior when there is ho entry for the selection.
-y DataDnCard
= E&é TZ)aTaSLCard (®) Output emor meszage [generated ESC, see jumps)
[-a— [F5 ] Finger Menu () Mo ermor message output [generated ENTER]
-y Signal processing
- Event sequence (D EBranchto: Parent submenu
- @g Access control 2
3 ) wiite |0 card value
RFID reader configuration : Config. 1 ~
[ Big Clock hide and show messge for writing,
Behavior at the end of the function
Return to the confirmation required
1]
1.) RFID Configurations for the RFID reader
Setup settings for EVO 43 (EVO_Test_Leitfaden.aes) s
File Comrmunication Logfile Display Designer  Manual
|!_] EE;ID 43 Device modes Date/Time O peration mode Camera Memony
ma Hecord tables for recording (Read) Basic settings  Global variables  FFID reader  Fingerprint Timehoy
=-BE List tables for data selection [wite] To—
E| B Personal Data fEer RFID reader bype : Legic Advant [alzo Prime] ~
= (1] UID Default i
I [ 2 ] Mame Inzert between Global] L=taul feanfio)]
I [ 3 ]: Binary Further canfiguration
B reason Delete Value-to-read
Eon:dol () Senial number Advant format at PrimelD card tpe
=g}
= [F1]: Check in (®) Free choice of data [] \with segment : | 1 ~
— (F2 ) Check out Infe DragkDiop .
— [F3] Break (O By search sting | 00000000000000000000000000 13
-a— [F4 ] DataOnCard
By DataDnCard
L.=¥ DataOnCard
: Start/Dffset at: |8 Count: |8 v
[#-# = [ FG . Finger Menu
EJ---@ Signal processing Additional options
EJ--*., Ewent sequence (®) Withaut CRC check (O 8BitCRC 1 Address
- Bg Access control 2 (O 16 BitCRC
Output farmat
Decimal ~ Fized length : 8 w
Mote: For a fixed field lenagth iz filed with leading zeros.

The transponder configuration for the reading can be freely selected. However, firstly it needs to be
defined in the basic transponder settings.
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2.) List / binary file structure

By the list configuration the list who has a binary field will be selected.
Setup settings for EVO 4.3 (EVO_Test_Leitfaden.aes)

File Communication Logfile

B Evo 43 Field
--EE' Record tables for recording [Read)
EIEEl List tables for data selection [write) Insett

=-F8 Perzonal Data Definition data figld
ol [(1pUID

P [ 2] Mame

@ [ 3] Binam

Figld name: | Binany
- reason Delete
=% Contral
E|": Menu
i.a = [F1]: Check in
[F2 1 Check out Info DragtDiop Flease note that a field width of > 20 bytes
== [F3]: Break requires Firmware version 04.01.03,
=-a— [F4] DataOnCard
| Elmd DataOnCard
i =2t DataOnCard
[ — [ F5): Finger kMenu
[#-nnr Signal processing
E:I--:fu Ewvent sequence
E]---@EE' Access control 2

>
Display Designer  Manual

Inzert between

Field type: Binary [Crats on Card)

w | |16 “~ | Byte

MHote :

In this example, the value of the transponder reading, who is wanted in the list in the ID field. The
data that needs to be written is binary on the Data on Card field. The maximum field size is not al-
lowed to exceed more than 220 bytes. After this, the further procedure can be set for list errors.

3)RFI D configurat.i

on for Awrite on
Setup settings for EVO 4.3 (EVO_Test_Leitfaden.aes)

a RFID tag

x
File Communication Logfile Display Designer  Manual
ll Device modes [ ate/Time Operation mode Camera Memony
(- Fiecord tables for recording [Read) Basic settings  Global varables  RFID reader  Fingerprint Timeboy
=B List tables for data selection [write] T—
&-Bf Personal Data fEer RFID reader type : Legic Advant [also Prime] ~
{ T (1] UID

o (2} Name A — Global Default Config 1
I [ 3] Binaty Further configuration O
E Ieason Delate Value-to-read
- Elontrol () Serial numbes
== Menu

Adwatt farmat at PrimelD card tpe

— [F1): Check in (®) Free choice of data [] With segment ;| 2 w
— (F2}: Check aut (712 BVEFRE D
— [F3] Braak () By search stiing 00000000000000000000000000 13
[J-# = [ F4 }: DataOnCard
m_.ﬂ DataOnCard
o [FEJT_’.I-:D ataE‘llnEard Stant/Dffset at - Count: |8 ~
4] = : Finger Menu
[-n7v Signal processing Additiomal options
D"El::l‘é: Event sequence ® Without CRC check Os BII-CHC 1 Addiess
-5 Access contol 2 (O 1BBitCRC
Output format
[ecimal w Fized length : no ~

Mate: For a fiked field length iz filled with leading zeros.

The transponder configuration for the reading can be freely selected. However, firstly it needs to be
defined in the basic transponder settings.

Please note:
F First, complete the transponder configuration, then create the list with the binary field and
finally parameterize the field function Data on Card.
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Example for Data on Card:
ID with serial number: 1848989745

List entry for 1848989745 in the file before transferring to the device

Field ID Field Data (binary field) here as hex bytes
1848989745 303132333435363738394142434445463031323334353637383941424341!¢

Data after conversion or within the device

Field ID Field Data (binary field) is binary here
1848989745 0123456789 ABCDEF0123456789ABCDEF0123456789A é. .

The following data will be written on the ID card:
0123456789ABCDEF0123456789ABCDEF0123456789A é. .

Binary the data looks like this:
0x30, 0x31, 0x32, 0x33, 0x34 ¢é é

Please note:
When a 3-tone sequence is signaled, the Data-On-Card option is not available on this de-

vice. The option has to be purchased afterwards.

Manual Datafox KYO Oneloc Seite 99 Datum: 17.11.2025 Version 04.03.23



bl oy
datafox

devices

5.8.3. DataOnCard on the access control reader

In order to be able to use on a standard ZK reader of the EVO or the PHG series, the following set-
tings must be made.

The functions for DataOnCard described in the previous chapters can only be set in the setup under
Control menu.

Setup settings for ZK-Box V4 (EVO_Test_Leitfaden.aes) pe
File Communication Logfile Display Designer  Manual
5l ZK-Boxvd Input  Dataon Card  Jumps
1. B8 i
= H.eco[d tables for 'e°°'d'f‘g [Flefad] Selection value read from 1D card
[=-§8 List tables for data selection [wite]
E‘E Personal Data Insert RFID reader configuration : Default »
T (1) UID
I [ 2] Mame Inzert between
- [ 3] BinayDataOnCard
BE I8a50h Delete Lizt with data : Personal Data -
----- < (1] label
A e Nl B I8 T First Selection field fram list Lo o
=& Cortral Pr— "Personal Data™
B “: henu GBI Field with data to be written : BinaryD atalnCard ~
), — [F1 ) Check in
[-m= [F2]: Check out Behavior when there iz no entry for the selection.
[H-m= [F3): Break .
Gam (F4} DataOnCard (® Output erar message [generated ESC, ses jumps)
Elmﬂ DataOnCard () No emor message output [generated ENTER)
..._ [FAT Finger Menu (O Branchto: Parent submenu
[-Ane Signal processing
[ S
Now it is necessary to be able to access the access control reader under the control.
This is how you set it:

W Device configuration (BI0S) X
¥ Zk+noten (SN: 1061) [COM2] = =
 Device

© Status Interface
# BIOS
* LAN Masterly Interface: |USB

WLAN MasterlV Baud-rate: | 38400

Device ID: |1

Additional commands in the BIOS

Volume of the buzzer: (Range 1- 100)

Delete setup and lists
System variables for specific purposes

Master ID for access control:

1
Using ZK-Node as:

ZK-Master
Use Qut2 of the ZK-Node : Open-Collector v
Verwendung fir R5485 - Hauptkommurikation : Hauptkommunikation ~
Use for RS485 access control Transpanderleser der Bedienung M |

Command message:

@) Plezse cickon the button <Read> to determine the current settings.

Rread Write

Close

The reader on the access control reader (ZK) bus (RS485) is now activated via the Control menu
(Operation transponder reader)

Please note:

F Only one access control reader (ZK) can be connected to the bus at any time.

Dip switch 1 and the termination of the bus must be set to "ON"
(Bus address 1).
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5.8.4. DataOnCard an d a access control reader - wiring

ZK-Knoten Wiring plan for EVO-access reader with using DataOnCard:

EVO-access-reader
connector

RS:

[ZK
ut
t

+

RS 485 bus line
up to 500m
in a twisted pair cable

A

devices
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6. Technical Data KYO Oneloc

Datafox KYO Oneloc

Housing

System
Datastorage
Display, keys
Power

Environment values
Software

Module extensions

Data transmission to PC/Server

Access options

Additional options

7.  FAQ

Structure
Dimension(w x h x d)
Weight (without power supply)
Clock

Flash

3 LEDs

Power supply

PoE (optional)

Power

Clock / Ram buffering
Ambient temperature
Protection
Configuration program
Communication tools

EN | TECHNICAL DA
plastic: PEABS
Type |: Diameter 53mm, height 35mm, Type II: height 45mm (e.g. for WLAN or GPF
Device standard ca. 55g, with PoE ca. 659
Real time clock
4 MB, 100.000 write cycles
2 x Status, 1 x Ethernet
12 V Directed Current (306V DC)
PoE Module integrated (802.3af)
TBD
Goldcap, backup of the time up to one day.
-20 °C to +40 °C (Power supg9°C to +60°C)
IP 20
Setup program (DatafeStudio) to configure without programming effort.
http, DLL or &ourceCode to integrate into the application

For the extension to a variety of functions such as communication, inputs/outputs, sensors 1 expansion slot is avaitallelés:

Requires housing type II.

usB

TCP/IP

RS485

WLAN (optional)  Type Il

GPRS (optional) Type Il

RS485 extern

Relay

Active output

Inputs

Sabotage sensor

Connection of external RFID reader
Onwall mounting set

Anschluss an Wiegand Controller (CWC)

Micro-USB integrated

TCP/IP with integrated TCP/8ack, 10/100 Mbit

RS485 Bus integrated

wireless LAN module integrated, WLAN 802.11 bg und 802.11 n (nur 2,4GHz)
online via GPR#&obile module quadband 850 / 900 / 1800 / 1900 MHz

Connection of one access bus with up to 16 external door modules / access reader:
1 Relay changeover contact, 30V AC, 30V DC, 2A, max. 60 W

One active output (12V or GND configurable, not applicable with PoE)

2 supervised inputs

Tamper sensor can be connected to digital input.

Connection module for RFID reader via RS232, UART, Clock Data, Wiegand, iButtc
Consisting of mounting plate and cover plate

Ermdglichst den Anschluss eines Datafox Zutrittslesers mit RS485 an einen vorhan
Controller mit Wiegandnterface.

An extensive collection of FAQ can be found on our homepage:
http://www.datafox.de/fag-de.html

devices
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