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1 Introduction

1.1 Updates in this document
1.2 Alterations of the version

With the device generation IV a new versioning scheme has been introduced. According to this scheme
the file name of the device firmware and the setup program (DatafoxStudiolV) is composed as follows:

e. g. ZK-MasterIV 04. 01. 01. 12

The use of the manual depends on the version of the firmware and the DatafoxStudiol V or the DFComDLL.
Gather from the following table which manual matches which version. For different combinations no sup-
port can be offered.

21. Dez. 2006 | 4.01.03 4.01.03 4.01.03 new release
06. Juni 2007 | 4.01.04.16 | 4.01.04.16 | 4.01.04.16 new release

1.3 The device file archive (*.dfz)
1.3.1 Description

Device files (*.hex) of the MasterIV - devices are delivered in a common device file archive. It has the file
extension dfz (stands for Datafox Zip). Now simply the device file archives are indicated instead of the
device files (*.hex). This applies to the DatafoxStudiolV and DLL. The indication of device files (*.hex)
is still possible.

1.3.2 Function of the archive

The transmission routine of the device file picks out the fitting file from the device file archive on the
basis of the hardware options available in the device. Thus, it is guaranteed that all hardware components
available in the device are supported by the corresponding firmware.

1.3.3 Manual selection of a file

If you do not want to integrate the archive in your installation, you have the possibility to add single
device files from the archive to the installation.

The file format of the device file archive is Zip. Hence, you can open the archive with every standard Zip-
program. Via the menu item "open with..." in the context menu you can chose an appropriate program
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for opening the file. If necessary you can call up a program combined with this file format to open the
file by renaming the file from dfz to zip.

In the archive you find a file called Inhalt.pdf; you can gather from there which file (*.hex) of the archive
matches your device. Extract the device file (*.hex) you want and rename it if necessary. A renaming of
a file is always possible, because all information are in the file itself.

You can state the device file extracted before as device file in DatafoxStudiolV and at calling the DLL
function. It is still tested if the file can be loaded into the chosen device before the transmission takes
place.

1.4 Typography of the manual

exposition contextual meaning

< ZK-MasterlV, SoftwareVersion.pdf > file names

< Setup => edit > a path via a program menu at DatafoxStudiol V
commaunication a single menu item

FW abbreviation for firmware (software in the device)
(from FW V 3.1.5) shows that this function is supported from the

firmware version 3.1.5 onwards

SW abbreviation for software
HW abbreviation for hardware
(from HW V 2.0) shows that this option is available from the

hardware version 2.0 onwards

GV abbreviation for global variable

ZK-list abbreviation for access control lists, where the
configuration data for the access control is
provided

cross-reference 1.4 In the electronic document you can use the

cross-references to jump within the manual.
Therefore, cross-references are depicted in blue
and crossing them the cursor takes the shape of a
hand .

Note:
[@ You will get useful advice which helps you to avoid possible mistakes during the
installation, configuration and commissioning.
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1.5 Important general advice

Subject to technical alterations.

Datafox ZK-MasterIV has been developed to create a flexible terminal for time and attendance, order
time collection and access control that can easily be integrated. The device is robust and easy to use.
You save time through the PC - setup program, because the device is quickly and easily configured for
its application field.

This manual describes the creation of work flows for time and attendance with the setup
program.

Before deciding for the programming in C you should check if the functions of the setup program do fulfil
the system requirements after all , because then the development effort will be reduced to a minimum.
With some exercise it will be possible to compile a complete entry within half an hour. If you need
functions that are not available we should get into contact.

If you need support at the compilation of setups we offer you our services. Because of our wide experience
in dealing with the setup we are very quick and can make your setup even more efficient through useful
advice, so that the entry at the device can take place quickly and reliably.

Through our experience and with our specialized knowledge of method, hard- and software we produce
devices and find solutions concerning data collection, that prove themselves with functionality and prac-
ticality. We offer solutions for REFA/ job analysis, time and attendance, production data collection,
machine data collection, process data collection and mobile data collection. Out team develops and pro-
duces standardized and inexpensive systems. We create solutions using the modular principle and expand
them as required. Our service includes consultation, system definition and implementation as well as
workshops and training to support you in the introduction.

Guarantee restriction
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All data in this manual has been checked carefully. Nevertheless, errors cannot be excluded. Therefore,
there cannot be given guarantee nor taken legal responsibility for consequences that derive from errors
of this manual. Of course we are grateful if you point out errors to us. Subject to change because of
technical improvements. Our general terms and conditions of business apply.

Note:

[@ Because of the DatafoxStudiolV the Datafox devices have many functions and com-
bination of functions; therefore, it is not possible to test all functions and their com-

binations in case of updates. This applies especially to all the setups you created as

a customer. Before updating your device please test if your individual setup works

without errors. If you detect an error contact us immediately. We will rectify the

mistake at short notice.
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2 System structure and functional principle

2.1 Software versions and compatibility of device firmware and setup

The firmware (operating system) of the device and the setup program (*.aes data file = application pro-
gram) form a unit. With the setup program the configuration for the device (definition of the data tables
and the data fields, operation, etc.) is compiled and transmitted to the device. Then the firmware works

in accordance with the setup adjustments.

Firmware in device

After switching-on the current firmware version
is shown on the display. The firmware can be
transmitted to the device with DatafoxStudiolV.

At delivery a demo setup is at the device. The
description of the demo setup you will find in
chapter 5.3.1. It is advisable to go through the
example at first comparing the process with the
setup. That way a quick introduction to the
configuration is possible.

Version: 04.01.07.00
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After starting the setup program the user interface
is displayed.

You can get information about the current soft-
ware version via the info dialog of DatafoxStudiol V.
Click on the < 7 > in the menu bar and then on
< info over DataforStudiolV >..

Info iiber DatafoxStudiolV 3

iy DatafoxStudiol’y’ 04.01.04 vom 28112007

Copyright [C] 2007-2007

e-mail : supporti@datafos. de

www o vy datafon. de

rterstiitzte Firmnwarestande:

PZE-Masterls : 04.00.21 - 04.00.24
PZE-tMasterl - 04.01.01 - 04.01.04
Zk.Masted ; 04.01.01 - 04.01.04
BDE-Masterly' : 04.01.01 - 04.01.04
tobil-Magted’ ; 04.01.03 - 04.01.04
MDE-Boxl : 04.01.04

AE-Master - 04.07.04

Mindeztyversion: DFComDLL 04.07.04
Werwendete Wersion: DFComDLL 04.07.04

www.datafox.de



Manual Datafox ZK-MasterIV. dafafo X:

Compatibility of firmware and DatafoxStudiolV

The DatafoxStudiolV is downward compatible within the firmware versions 4.x.xx. The second number
shows the compatibility group. If this number is changed, a more up-to-date firmware generation must
be used.

Note:

[@ Devices with an older firmware can also be configured with DatafoxStudiolV, but
only that functions are provided by the device which are also provided by the older
firmware. However, it is impossible to configure a more up-to-date firmware version
with an older DatafoxStudiolV-Version.

That means, the manual version that corresponds to the firmware with the appropriate setup is always
relevant for the possible functions. The manual version and the appropriate DatafoxStudiolV always have
the same index. It is impossible to configure a firmware with a DatafoxStudiolV version that is older than
the firmware. Recommendation: If possible use the appropriate DatafoxStudiolV version. This version
always has to be > the version of the firmware.

The data file:

< ZK — MasterlV, SoftwareVersionen Stand xxx.pdf > shows which functions are provided
by which software release. You will find the file on the CD. Please alsocomply with the
instructions given in the chapters of the manual.

The updates are available for download on our internet page www.datafox.de.

Caution:

When the new device is delivered always the firmware version recently released is
used. If you wish to work with an older version please carry out a downgrade.
Please comply with the instructions in chapter 2.2.2.

o=
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2.2 Firmware

2.2.1 Firmware update

For example, when changing from version 04.00.xx to version 04.01.xx there must be a version 04.00.23.769
or higher as minimum requirement to carry out the update to version 04.01.xx successfully.

2.2.2 Firmware downgrade
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2.3 System structure
2.3.1 Device functions

In principle, Datafox ZK-MasterIV offers two possibilities to create workflows for data col-
lection.

P Via the PC-setup program "‘DatafoxStudiol V"’ many processes for data collection can be created
quickly without programing knowledge. Such a process is a setup for the device and can be loaded
on the device via the communication program. Devices using such setup programs are equipped
with the standard firmware at production. (Details about the software versions see chapter 2.1)

P Free Programming in C. The progression packet offers many basis routines and a supporting program
which can be used as basis for own programs. Devices for c-programming are delivered without the
standard firmware and only in connection with an instruction.

2.3.2 Communication

There are 4 possibilities available for communication/ data transmission.

1.) Setup- and communication program
The setup- and communication program supports both the setting of the device settings and the
important possibilities of data transmission (these data transmission functions are for test purposes
primarily). Of course they can also be used for regular data transmission. But this is disadvanta-
geous, because 2 work steps are necessary: At first you have to read out the data via the setup- and
communication program and to file them as ASCII-file. Then the second program has to be opened
and the file must be imported.

.
Uploadlisten

e
v

Datensétze

DatafoxStudiolV
Kommunikations-
programme

Drittanwendung
der OEM’s

Kommunikations-
DLL

Figure 1: Setup- and Communication programm
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2.) Communication DLL
The direct way for communicating with the ... is the communication DLL. It can be started with
any Windows application. The whole process can be realized without any intermediate files and
also be set individually. We advise software producers to choose this method for the integration of
the devices. You can find the DLL and the appropriate explanation on the installing-CD.

j‘ T—— Kommunikations- Drittanwendung
R DLL der OEM’s

Figure 2: Communication-DLL

3.) Direct integration via C-Source code
There are some operating systems that do not support the use of DLLs. In order to solve this
problem there is also a C-Source code available on the installing-CD. That way communicating with
programs designed under Unix or Linux is also possible.

—
K-Nasterqy

Kommunikations- der OEM’s

C-Source-Code der Drittanz ot
routinen

Figure 3: Implementation via C-Sourcecode

4.) Datafox-Talk

Via Datafox-Talk data transmission with Datafox AEIII+4, Timeboy and the MasterIV-series is
possible on file- and database layer. Therefore it is an alternative to communication via DLL. An
advantage of this method is, that no installation is necessary. The data are taken over and displayed
as ASCII-file. If desired and with computation a direct connection to databases is possible. There
the costumer has to decide which database tables and fields shall be filled. Datafox-Talk supports
all functions for transmitting data and for setting the device. Via timing the times for transmission
can be set freely. Via additional modules the data can also be transmitted per radio, internet,
telephone-/ mobile network.
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Advantages:

P Via Datafox-Talk integration of the devices can be realized easily and fast.
P Transmission takes place automatically and is ensured via a log file.

» The data are accessible forthwith.

» There is no programming work for data transmission.

.
Einstellung der
Aktionsstapel und
Zeitplane
J
( ¢ 2\ 4 N\
Listen und
' Einstellungen «—> ASCII-Dateien . N Verarbeitung:
Datafox-Talk \_/_\ z. B. in einer
Kommunikations-dienst beliebigen
Anwendung, oder in
Excel, Access, ...
e
Datenbank
N Y, \ J
Figure 4: Datafox-Talk
Supports the following types of transmis- The following actions are possible:
sion:
P Transmitting setup to the devices
> RS232 P Setting a clock
> RS485 P Transmitting lists to the devices
> TCP/IP P Reading out of data
> WLAN P Writing log files and error lists where nec-
» Funk 433 MHz essary
» Modem (GSM/GPRS) » Filing of data as ASCII-file, Excel-file,
» Cellular radio, mobile phone with inte- Dbase-File or ACCESS-database

grated modem

The actions are applied as batch and carried out according to the settings of the timing. Timing allows
the permanent collection of data (polling) and the collection at any time. The setting via time model is
very easy. The working through the actions is logged and therefore always traceable. The same applies
to the transmission of lists. Lists are used e.g. to back-up applications, accounts, occupations etc. or to
transmit balances.
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Die dargestellten Moglichkeiten konnen alternativ oder in
Kombination eingesetzt werden.

Eingabemaéglichkeiten:
[l Barcode scannen

Figure 5: System structure
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3 ZK-MasterlV

When using the ZK-MasterIV you have to comply with the temperature range of -20 to +70°C, see data
sheet.

Caution:

Pleas keep in mind that MasterIV terminals use a flash memory. According to
the manufacturer each memory sector (512 byte) can be written to a maximum of
100,000 times. The firmware of the terminals distributes the access to the memory
sectors, this technique is called wear levelling. Bad blocks in case of write or read
failures are not used anymore. However, despite this technique it is not advisable
to write the memory too frequently. The application should initialize a new list
transfer only after a change of the list data but not cyclically.

o=

Keep in mind the message - FlashService - in the display of the device. It
means that the live time of the flash memory according to the manufacturer
instruction will be reached soon. Then the device has to be sent to Datafox for
service.

3.1 Technical data

CPU Controller 8 bit, 16 MHz
Clock real-time-clock

Program memory Flash 128 Kbyte

Data memory Flash 2 MB Defaul

Memory extension

Multi-Media-Card(MMC) up to 1 GB Flash

Power supply

Power supply

24 volts of change tension or DC voltage

Lithium battery

care of the clock with stream failure

Power consumtion Maximal 7,2 Watt
Basicdevice 4 Watt
Dimensions length x width x depth 205mm x 120mm x 40mm
Weight Without power supply 400 g
Environment factors | Environmential temerature | -20 to +70 °C
Protection class 1P 40

Software

Configuration program

Setup program for arrangement witout programming

Communication tools

Communication-DLL

Data transfer

RS232 /RS485

RS232 und RS485 in basic unit

TCP-IP (option)

TCP/IP use via integrated TCP/IP stack

WLAN (option)

Wireless LAN via external ACCESS-Point

GSM/GPRS (option)

mobile network via GSM and GPRS = online on internet

Bluetooth (option)

bluetooth module integrated. Up to 100 meters.

Reader connection

RS232 external

connection from cash code reader , magnet card reader et

Access options

RS485 extern

Anschlu® von bis zu 8 externen
Door module/access reader

door opener-relay

1 door opener-relay 42 Volt

digital input

1x door supervision

Options

Transponder reader external

Unique EM4102, Hitag, Legic, Mifare, SimonsVoss

Saule

Siule fur freies Aufstellen

Table 1: Technical data of the ZK-Master]V HW-Version 2 subject to technical alterations.
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3.2 Connection
The ZK-MasterIV (central controller for access control, door- or rather remote control) has to be installed

in a safe area which is accessible only for authorized persons. You find the connections of the device
narrow sided over the edge connector. That way the installation of the device is easier.

T — :
]M nasterlv 0\;' — 3
EEERERy); .

Figure 6: ZK-MasterIV
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2 TCP/IP oder RS485 A

1

datafox

3 siM-Karte
1mi] e "'!_f]__m‘ m j
] 1 -
ON ERR
5 6
4 RS485 B Digital-0 1
Figure 7: Edge connector of the ZK-MasterIV from HW V 1.4
Designation Plug Pin Description
Power supply 4 5,8 12V 3 ADC
Digital input 4 3 Input 10 Hz
(this are potential-free 0 -3 Volt = logical 0 (ViLmax = 3,0 V')
inputs) 12-30 Volt = logical 1 (Vitimin = 12,0 V)
4 GND
Digital output 4 1 common (max. 2,0 A bei 42 V AC or 30 V DC)
2 Normally-open (Contact)
RS232 interface 1 2 TxD
D-Sub 9 pole 3 RxD
5 GND
RS485 interface 2 1 24 V DC
2 GND
3 Data channel B
4 Data channel B
5 Data channel A
6 Data channel A
RS485 interface 4 5 GND
of the access control 6 Data channel A
7 Data channel B
8 12 V DC

Table 2: Overview over connections with pin assignment HW V 1.4
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2 TCP/IP

8 1
LU

5 O

S

( RS485A

4 RS485B

3 sIM-Karte

Digital-10 1

]_ODigitaI-IO 2

Figure 8: Steckerleiste des ZK-MasterIV ab HW V 2.0

datafox

Designation

Plug

Pin

Description

Power supply

8

24 V 300 mA AC/DC (If a DC voltage is
connected, the polarity is to be followed.)

Digital input
(this are potential-free
inputs)

Input 5 kHz
0 - 1 Volt = logical 0 (Vipmax = 1,0 V)
3,5 - 30 Volt = logical 1 (Vigmin = 3,5 V)

GND

10

Input 10 Hz
0 -3 Volt = logical 0 (ViLmax = 3,0 V')
12-30 Volt = logical 1 (Vitimin = 12,0 V)

GND

Digital output

common (max. 2,0 A bei 42 V AC or 30 V DC)

Normally-open (Contact)

10

common (max. 2,0 A bei 42 V AC or 30 V DC)

Normally-open (Contact)

RS232 interface
D-Sub 9 pole

TxD

RxD

GND

RS48K5 interface

GND

Data channel A

Data channel B

24 V DC

RS485 interface
of the access control

GND

Data channel A

| O O | WO WI NN | DN |

Data channel B

co

12 V DC

Table 3: Overview over connections with pin assignment HW V 2.0
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3.2.1 Power supply

The power supply for the ZK-MasterIV (HW V 1.4) is connected to the Datafox device power supply unit
12 V 3 A DC via the 8 pole strip terminal, position (4) in figure 7. From HW V 2.0 on the terminal is
supplied with power (24 V 300 mA power supply unit) via the Molex connector (8) in figure 8.

3.2.2 Digital Input

Examples for use the digital Input of the MasterIV terminals.
Note:

1S5

Pleas keep in mind, the 10-pole plug in the two figures below is not available by
every device.

This example displays the possibility
/‘\9 ' for connection of potential-free contact
N/ to the digital input.

4 .1 GSM/GPRS

o S

Digital-I0 2

GPS
Antenne extern

e =
R
e
] \ S
A\ [ o ES
\_ N
\_ \
-\
Sl
potentialfreie
Schaltkontakte

Figure 9: Digital-Input potential-free
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This example displays the possibility
780 for connection of a SPS with 24 V out-
N\ put (electricity of ca. 7 mA / port).

SIM-Karte
if = =l

GPS
Antenne extern G5MGPRY

Antenne extern

=

il

@
Di

G )

RS485 B ital-10 1

ital-10 2

[

—
Em

—
Emd

GND

Ausgang (max. 30 V DC)
GND

Ausgang (max. 30 V DC)
GND

Ausgang (max. 30 V DC)
GND

Ausgang (max. 30 V DC)
GND

Ausgang (max. 30 V DC)
GND

Ausgang (max. 30 V DC)

SPS

Figure 10: Digital-Input SPS

3.2.3 USB connector

The USB Type B connector (slave, no active USB controller) can optionally be led out of the device by

a USB cable through the edge connector. By this, the ZK-MasterIV can be connected to a PC as USB
terminal.

3.2.4 Ethernet interface

The device can be integrated into a network of companies via TCP/IP via the RJ45 plug (2) in figure 7
and 8.

3.2.5 Mobile communications modem

At position (4) at figure 7 and 8 is the SIM card slot for an integrated mobile communications modem.
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3.3 Commissioning

On delivery the device is already in working order and configured with a demo setup for a TS TMR33-LTM
so that you immediately can test the access control. After having connected the door module via RS485 to
the ZK-MasterIV (see chapter 3.6.2), you can establish the power supply by plugging in the power supply
unit. The ZK-MasterIV automatically starts booting, recognition of the hardware options and loading
the setups. Because the device has no display, you can only discern the booting by the flushing LEDs.
After having finished booting the device automatically switches to the operating mode (8) in figure 7
and 8 is "'ON" (9) is "“OFF"’. Now the ZK-MasterIV is ready for use. Only use power supply units with
appropriate power to establish the power supply (see chapter 3.2.1). Also note the information in figure 52.

On delivery the device is set for a communication via RS232 with 38400 Baud. Because the ZK-MasterIV
has no display, changes that concern the device bios - which includes the change of the communication -
can only be made via the DatafoxStudiol V. You can find further descriptions in chapter 4.5.12.

Note:
[[g: Before changing the communications read the corresponding paragraph in chap-
ter 3.5.

3.4 Operation

General guidelines for the operation

Because the ZK-MasterIV has no display, all changes of the configuration of the device can only be made
via a PC with the help of the DatafoxStudiol V. You can find a more detailed description in chapter 4.5.12.

3.5 Communications

The ZK-MasterIV has different interfaces for communication (dependent on features and hardware ver-
sion). Thus, peripheral (e.g. bar code- or transponder reader) can be connected to the device or a
communication with the device is possible. Because the device has no display, all configurations have to
be made via the DatafoxStudiolV, see chapter 4.5.12. For this purpose the device has to be connected to
a PC.

3.5.1 Communication via RS232

3.5.1.1 Requirement

For a communication with a ZK-MasterIV over an RS-232 connection, the device has to be set for this
communication in the system menu-BIOS (see chapter 4.5.12). Furthermore, baud rate and timeout of
the RS232-interface of the terminal and the PC must be coordinated. Permitted baud rates are 9600,
19200 and 38400. The timeouts have to be between = 100 and < 2000. When you select RS232 for
communication the timeout is set on 100 by default.

3.5.1.2 Connection
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A single device can be connected to the

RS232 PC directly via the RS232-interface (po-
sition 1 in figure 7 and 8). The cable
must not be longer than 15 m. Use a
RS232 cable with a 1:1 configuration, cor-
responding to Datafox item no. 20010, as
PC ZK-MasterlV connecting cable.
RXD (2)| |- (2) TXD
TXD (3) | | (3) RXD
RTS (7)
CTS (8)
DSR (6)
cD (1)
R (9)
DTR (4)
GND (5)| |- (5) GND

Figure 11: Connection of the ZK-MasterIV with the PC about RS232

3.5.1.3 Conversion of RS232 to RS485

Up to 31 devices can be connected to a serial interface of a PC or server via a RS232-t0-RS485 converter.
In this case the devices are connected via a RS485 bus. The power supply can be established using a
central power supply unit with adequate power. Note that the fall of voltage is dependent on wire cross-
section and length.

The pin assignment of the converter will be demonstrated using the Datafox converter RS232/485 (small)
as example. Gather the wiring of the RS485 bus from the following examples.

Caution:
Pay attention to the hardware version given in the examples. It is a precondition
L for the prevailing example.
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Umsetzer

Datenleitung
max. 1000 m

Umsetzer PC-Seite Umsetzer Bus-Seite
1 8

o\eeeo I

o u o o ‘; E s @
RS232 on_9VAC RX DX RS485 RS485

2TX 34A 7A
3 RX 56 B 8B
5 GND 2 GND 5 GND 3 GND

Figure 12: RS232 auf RS485 Bus

Connect the converter to the PC with a Sub-D 9-pole 1:1 cable as shown in figure 11. The converter
replaces the ZK-MasterIV.

RJ45 Anschlussdosen

des RS485 Bus RS485AHW V 1.4
RJ45 Anschluss RJ45 Anschluss des
des Umsetzers 5
Verbindungs- Verbindungs- Zi-MasterlV
“llTW% kabel 1:1 kabel 1:1 1Mwﬁ\
| > ||l
n H‘ Abschluss-
RS485 87654321S 87654321S widerstand
(000000000 (00000002 ) 824V
2 GND oo i i { 7GND €
34 A \ 56 A )
568 Spannungs- S 34B 8
versorgung

Figure 13: RS485 Bus iiber RJ45 (RS485A HW V 1.4)

PIN 3/4 and 5/6 are bridged in the device and makes it possible to loop the bus through. PIN 7/8 in
figure 13 and PIN 1/4 in figure 14 are supply entries which make a power supply of the device via the
bus possible.

.RS.485 Anschlussdosen des RS48,5A.HW V20
Stiftleiste des RS485 Bus mit ) Stiftleiste des
Umsetzers . Schraubklemmen Verbindungs-  ZK-MasterlV
1 3 Verbindungs- kabel max. 5m 4 1
oloo| kabel 4321 4321 Tele] Abschluss-
: widerstand
iita, GND !! \> 1 GND €
2B N\ 2A ©
3 GND 24V —) 3B g
Spannungs- S 424V
versorgung
Figure 14: RS485 Bus iiber Stiftleisten (RS485A HW V 2.0)
Caution:
If the power supply of the ZK-MasterIV and the RS485 bus is established via PIN
o 7/8 (RJ45 connection of the ZK-MasterIV in figure 13) or PIN 1/4 (male connector

of the in figure 14) direct voltage must be used (see chapter 3.2.1).

Version: 04.01.07.00 Page 26 www.datafox.de



Manual Datafox ZK-MasterIV. ... dafahox:

3.5.2 Communication via USB

Note:
ng Note that the USB-interface of the ZK-MasterIV is an USB type B. That means the
ZK-MasterlV works in slave mode and therefore cannot manage other USB-devices.

3.5.2.1 Conditions

You have to install the USB device drivers and the USB serial converter drivers that are necessary to
communicate via USB.

Caution:
Only use the drivers provided with the device!

o=

3.5.2.2 Connection

The ZK-MasterIV is connected to the PC via a standard USB cable A-B.

3.5.2.3 Driver installation

After connecting the ZK-MasterlV to the PC, the
terminal is recognized as new USB device and the
installation of the provided USB drivers starts.

Assistent fiir das Suchen neuer Hardware

Willkommen

E s wird nach aktueller und aktualisierter Software auf dem
Computer, auf der Hardwareinstallations-CD oder auf der
Windows |Jpdate-webszite [mit Ihrer Eraubniz] gesucht,

L atenschutzrichtlinie anzeigen

Soll eine Yerbindung mit Windows Update hergestellt werden,
um nach Software zu suchen?

(O Ja, nur diese eine Mal
(O Ja, und jedes Mal, wenn ein Gerdt angeschlossen wird
() Mein, diesmal nicht

Klicken Sie auf "weiter”, um den Yorgang fortzusstzen.

[ “iter ] [Abbrechen]

Figure 15: Automatic start of the setup assistant
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T S T The next step is to set that you want to install the
driver from a certain source.

Mit diezem Assistenten konnen Sie Software fur die folgende
Hardwarekomponente installieren:

D atafow GrabH, USE Serial Converter

. _) Fallzs die Hardwarekomponente mit einer CD
4 oder Digkette geliefert wurde, legen Sie diese
jetzt ein.

‘wie mochten Sie vargehen?

() Software automatisch installisren (empfohlen)

o

Klicken Sie auf "weiter", um den Yorgang fortzusetzen.

[ < Zuriick “ W eiter > ] [Abbrechen]

Figure 16: Configuration of the setup assistant

Assistent fiir das Suchen neuer Hardware SeleCt the folder Of the dI'lVGI‘ ﬁle
Wahlen Sie die Such- und Installationsoptionen. .5

(%) Diese Quellen nach dem zutreffendsten Treiber durchsuchen

Wernwenden Sie die Kontrollkastchen, um die Standardsuche zu enweitern oder
einzuschranken. Lokale Plade und Wechselmedien sind in der Standardsuche mit
einbegriffen. Der zutreffendste Treiber wird installiert.

[]twechseimedien durchsuchen [Diskette, CD,..) I

Folgende Quelle ebenfall: durchsuchen:
5

() Nicht suchen, sonder den zu installierenden Treiber selbst wahlen

Werwenden Sie diese Option, um einen Geratetreiber aus einer Liste 2u wahlen. Es wird
nicht garantiert, dass der von Ihnen gewahlte Treiber der Hardware am besten entspricht.

[ < Zuriick “ W eiter > ] [Abbrechen]

Figure 17: Selection of the source directory

[ Installation of the driver for the Datafox USB serial

Die Software wird installet. converter. The driver has no Microsoft logo, there-
fore the pictured message will be shown. Click on
"*Continue installation"’ to use the driver.

: Datafox GmbH, USB Serial Converter

f

L } Die Software, die fir diese Hardware installiert wird
L3
/j Datafiow GmbH, USB Serial Converter

hat den Windows-Logo-Test nicht bestanden, der die Kompatibilitst mit
windows XP uberpruft, (Warum ist dieser Test wichtig?]

Das Fortsetzen der Installation dieser Software kann die koekte
Funktion des Systems direkt oder in Zukunft beeintrachtigen.

Mi i = di ion jetzt abzubrech
und sich mit dem Hardwarehersteller fiur Software. die den
‘Windows-Logo-Test bestanden hat. in Yerbindung zu setzen.

Installation fortsetzen | [ Installation abbrechen |

Figure 18: Datafox USB Converter
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Die Software wird installiert....

(3 Datafar GmbH, USE Serial Port

[

i

1 Die Software, die fiir diess Hardware installiert wird:
3 LY
,// Datafox GmbH. USB Serial Port

hat den ‘wWindaws-Logo-Test nicht bestanden, der die Kompatibilitat mit
“windows P uberprift, [wharum ist dieser Test wichtig?]

Das Fortsetzen der Installation dieser Software kann die korrekte
Funktion des Systems direkt oder in Zukunft beeintrdchtigen.

Mi i i die | ion jetzt abzubrech
und sich mit dem Hardwarehersteller fur Software, die den
‘Windows-Logo-Test bestanden hat. in Verbindung zu setzen.

[ Installtion fortsetzen | [ Installaion abbrechen

Figure 19: Virtual COM Port

Assistent fiir das Suchen neuer Hardware

Fertigstellen des Assistenten

Diie Software fir die folgende Hardware wurde ingtalliert:

o

D atafow GrabH, USE Serial Converter

Klicken Sie auf "Fertig stellen”, um den Vorgang abzuschliefen.

Figure 20: Driver installation finished

_g“ Gerite-Manager

Datei  Aktion  Ansicht 7
& 2 4 =N4a

= g PEEI]S—AALBRECHT
& anschiisse (COM und LPT)

# @, Audio-, video- und Gamecontraller
1 Computer
1 i) Diskettencontroller
& Diskettenlaufwerke
4 DVDICD-ROM-Laufwerke
W Grafikkarte
=) IDE ATAJATAPT-Controller
“es Laufwerke
) Mause und andere Zeigegerate
o Modems
& @ Monitore
[+ E8 Netzwerkadapter
+ %% Prozessoren
1 Systemgerate
[+ s Tastaturen
= 82 USE-Controller
2 &
Si5 7001 PCI-zu-USB Open Host-Controller
5i5 7001 PCI-2u-USE Open Host-Controller
5i5 7001 PCI-2u-USE Open Host-Controller
513 PCl-2u-USB erweiterter Hostoantrollsr
LISB-Rook-Hub
USB-Root-Hub
USE-Root-Hub
U3E-Root-Hub

() - -

Figure 21: Datafox USB Controller
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Driver installation for the virtual COM port. Dur-
ing this installation you will again get the message
that the driver did not pass the Microsoft logo test.
Click again on "‘Continue installation"’ to use the
driver.

The driver installation is finished.

You can check the successful USB driver instal-
lation in the Device Manager. There have to be
the following entries without a yellow exclamation
mark.
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T B3 The entry for the Datafox USB Serial Port is added
Datoi Ation dnsicht 7 . as well. Via this COM-Port you can establish a
. HE 2 =Ra . .
= Hrcowmmeon = connection to the ZK-MasterIV with the DatafoxS-
7 .;...H-i.a tudiolV or with your own application via the DF-
5 Kommunikationisanschiuss (COM1) ComDLLdH

w @, Audio-, Video- und Gamecontraller

& 1 Computer

1 i) Diskattencontroller

& Diskettenlaufwerke

] é DWDJCD-ROM-Laufwerke

& % Grafikkarte

i+ (=) IDE ATA[ATARL-Controler

i+ e Laufwerke

77 Méuse und andere Zeigegerdte

% l Madams

& % Monitars

i+ E8 Netzwerkadapter

[+ %8 Prozessoren

& 1 Systemgerte

[+  Tastaturen

= % USB-Controller
Datafox GmbH, USE Serial Converter
515 7001 PCI-zu-USE Open Host-Controller
Si5 7001 PCI-zu-USB Open Host-Controller
5i5 7001 PCI-2u-USE Open Host-Controller
5i5 PCI-2u-USB erweiterter Hostoontroller
U3E-Root-Hub

Mk Uk

Figure 22: Datafox USB Serial Port

3.5.2.4 USB stick as data medium

In addition to the main communication USB, it is possible to use an USB stick as data medium. That
way you can read out data records from a ZK-MasterIV and continue processing on a PC or create lists
the for master data or the access control.

3.5.2.4.1 Data structure and security

In order to guarantee the data transfer between the terminal and the USB stick, you have to create a
directory structure on the USB stick at first. Please use the following application for this: USBMemory-
Stick.exe or DatafoxStudiolV.

Please plug an empty USB stick in the USB port of your PC before starting the program. Now start the
application, mentioned above, and carry out the following steps.

In the steps 1 to 5 the data structure and the password are logged on the USB stick. With it all USB
terminals are operated, irrespective of their serial number.
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LISB-Memory-Stick verwalten

LISE-Memany-Stick : ||NTEN5':| USE (R

Yerzeichizstruktur erstellen
" Fiir alle Gerate

¢ Fiir Gerat mit Sefennurnmmer

Erstellen

i

Info: Anlegen der Grundlegenden erzeichnisstuaktur i
Lizter und D atenablage.

FPaszwort erstellen / wechseln

" Fur alle Gerate giiltig
" Fiir alle Gerate gliltig [Fazswort wechzeln)

—

* Fiir Gerat mit Senennummer [Passwort wechseln)

Yorheriges Paszwort 1234
Lezen
ar44

8744 Setzen

" Fiir Gerat mit Serennummer

Meuss Pazswart ;

Wiederholung ;

Figure 23: Configuration of an USB stick

=3 COMMON
) ACCESS

Figure 24: File structure on the USB stick

daﬁ‘f?x:

1. Select the drive, that was allocated to the USB
stick.

2. Create the directory structure for all devices,
irrespective of their serial numbers.

3. Create a password, that is valid for all devices.
The correct password is the basis of a data transfer
between the terminal and the USB stick. Thus
you avoid, that any USB stick with the created
data structure can read the data out of the device.

4. Log the password, e.g. 1234.

5. Set the password to the USB.

A new directory structure COMMON, that is used
as filing for the transfer data, was created on the
USB stick.

Create the interface folder ACCESS for the access
control lists, that are to be transmitted to the ter-
minal. The lists have to be logged as *.txt file.
The folder DATA contains the data records (as
*txt file), that were recorded from the terminal
on the USB stick.

In the folder KEY the key (as *.dat file) is logged,
that allows a communication between the terminal
and the USB stick. If no password was created, the
file remains empty.

All lists (as *.txt file), that are to be transmitted
to the terminal, are filed in the LIST folder.

The filing structure COMMON on the USB stick is used by all terminals, that support a main communi-
cation via USB. All *.txt files, that are filed on the USB stick, have to correspond to the list descriptions
in the setup (in designation*, field size and format). Carry out a tabulator as field separator and CR +

LF at the end of line.

*The designations of the text files (lists or data) can only be selected in the format 8 dot 3. That means,
that each text file has to be unique on the basis of its first 8 digits. If the list descriptions are not unique
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daﬁ%(:

within the first 8 digits, a termination of the communication may occur. No lists are transmitted to the

terminal then.

If you want to transmit data and lists terminal oriented, you have to log an additional data structure in
the following steps. The selection is based on the serial number of the terminal.

USB-Memory-Stick verwalten F§|

|ISB -bemaom-Stick ||NTEN5':| USE [R:]

Werzeichizstruktur erstellen
" Fiir alle Gerate

* Fiir Gerat mit Serennummer

Erstellen

A

|nfo; Anlegen der Grundlegenden Yerzeichnizstrukbur fuir
Lizten und [ atenablage.

FPaszwort erstellen / wechseln
" Fiir alle Gerdte giiltig

" Fiir alle Gerdte gultig [Passwort wechseln)

——

¢ Fiir Gerat mit Serennurnmer [Passwort wechseln)

Vorheriges Passwort: | 1234
av44

8744 Setzen

" Fiir Gerat mit Sefennurnmmer

Meues Pagswart ;

YWiederholung :

Figure 25: Configuration of an USB stick
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6. Select the drive, that was allocated to the USB
stick.

7. Create the directory structure for a terminal
with the proper serial number.

8. Create a password, that is only valid for
the terminal with the logged serial number (e.g.
1212). The correct password is the basis of a
data transfer with this terminal. That way you
avoid, that any USB stick with the created data
structure can read the data out of the device.

9. Log the password, that shall be logged for this
terminal only, e.g. 4455.

10. Set the password to the USB stick.
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The already existing data structure (created in
—]
= _) COMMON the first step) is used for all terminals, irrespective

_) ACCESS of the serial number.

) DATA Next, an additional directory structure only for
KEY the terminal with the serial number 1212 is created
_) on the USB stick.

-~ LIST

Interface folder for the access control lists, that
are to be transmitted to the terminal (1212). The
. lists have to be logged as *.txt file.
= {5 00000001.212 .
e data folder contains the data records (as ™.txt
J ACCESS file), that are to be written from the terminal

_) DATA (1212) on the USB stick.

) KEY The key (as *.dat file) is logged on the KEY folder.
LIST It allows the communication between the terminal
J (1212) and the USB stick. If no password was

created, the folder remains empty.

All lists (as *.txt file), that are to be transmitted
to the terminal (1212), are logged on the list folder.

Figure 26: Filestruktur auf USB Stick

When communicating with the terminal (1212), the terminal only accesses to the directory structure
created for that purpose. Thus, no transfer with the general directory COMMON takes place. An own
directory structure can be created for each terminal.

When plugging the USB stick in the terminal for the first time, the setting and the logged password
is recorded on the terminal. From this moment on, communicating is only possible, if the the correct
password was entered.

Caution:

Note: This USB stick should only be used for the communication and the data
transfer of terminal and PC. Data and folder structures, that are not related to the
data transfer, might cause negative effects concerning the writing of data on the
USB stick. A termination of communication with the USB stick may occur and
data records may be damaged.

o=

3.5.2.4.2 Change the password of the communication

In order to change an already existing password on the USB stick and on the terminal, you have to use
the same application, you already used for creating the directory structure.
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3.5.3 Communication via analogous modem
3.5.3.1 Conditions

For a communication via analogous modem, you have to set ""RS232"" as communication in the system
menu-BIOS of the ZK-MasterIV (see chapter 4.5.12). The baud rate of the terminal and the connected
modem must be coordinated. The timeout must be set dependent on the line quality of the telephone
network (Which disturbance sources the cable is exposed to?). The worse the line quality the higher the
timeout should be set. The modem to which the terminal is to be connected has to be configured via the
COM-interface of a PC. The steps listed below refer to the tested and recommended "‘Devolo-MicroLink
56k Fun II" modem.

3.5.3.2 Connection

\Q

The analogous modem is connected to the
COM-interface of the PZE-MasterIV. Use a Null-
modem-adaptor or another cable that is assembled

Mini DIN 8-polig =
auf Sub-D-9-polig 1
ub-D —— corresponding to the figure.
(original Modem Kabel) Stecker am Gerat
|———| ——————————— ——5 Note that at the site of the ZK-MasterlV no
Analog Modem ZK-MasterlV . .
| Seite Sub-D-9-polig Seite Sub-D-9-polig connections are bridged. You can use a Sub-D

Stecker Buchse
I
RXD (3) <T> (3) RXD
TXD (2) (2) TXD

[

I

I

[

e — |
DSR (6) |
I

I

[

I

I

9-pole 1:1 cable as an extension between the Null
modem adaptor and the terminal.

DCD (1)

|

|

|

|

I R (9)
| DTR (4)
|

|

|

|

GND (5) | | (5) GND

Null Modem Adapter oder
konfektioniertes RS232 Kabel

Figure 27: Connection of the analogous modem to the ZK-MasterIV
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Nullmodem- analog Modem analog Modem
Adapter Art: 25102 Art: 25102

i . RS232 Telefonnetz RS232
S 408
ATDO039627822222
|
| All
|

- — 4 Terminals

| on 9600 RS232-Port:
| baud and AT&F AT&DO AT&F AT&DO Baud=9600
- -J RS232 ATEO AT&CO ATEO AT&CO Datenbit=8
ATSO0=1  AT+ipr=9600 ATS0=0  AT+ipr=9600 Paritdt=N
ATX3 AT&WO ATX3 AT&WO Stoppbit=1

Mobile communications modem to mobile communlcatlons modem (Wiring of the Null modem adaptor see figure 28)

MC35i Terminal MC35i Terminal
Nullmodem- Art: 25104 Art: 25104
Adapter
, __RS232 i Mobilnetz i RS232
“ ATD039627822222m

All
—- _| Terminals AT&F AT+CBST=71,0,1 AT&F AT+CBST=71,0,1
| on 9600 ATEO AT+CRC=1 ATEO AT+CRC=1 RS232-Port:
| baud and ATS0=1  AT+IPR=9600 ATS0=0  AT+ipr=9600 Baud=9600
- -J RS232 AT&DO AT+CSNS=4 AT&DO AT+CSNS=4 Datenbit=8
ATE&CO AT&WO AT&CO AT&WO Paritat=N
ATS7=60 ATSMSO ATS7=60 ATSMSO Stoppbit=1

ISDN (terrestrial network) to mobile communications modem (Wiring of the Null modem adaptor see figure 28)

MC35i Terminal
Nullmodem- Art: 25104 ( 3
Adapter B
“ _RS232 i Mobilnetz |4
I ot

All
- _| Terminals AT&F AT+CBST=71,0,1
| on 9600 ATEO AT+CRC=1 ATEO RS232-Port:
| baud and ATS0=1 AT+IPR=9600 ATS0=0 Baud=9600
- -J RS232 AT&DO AT+CSNS=4 ATS31=2 Datenbit=8
AT&CO AT&WO ATS51=0 Paritat=N
ATS7=60 ATSMSO AT+ipr=9600 Stoppbit=1

ISDN (terrestrial network) to mobile communications modem (internal MC35i or MC55)

All AE-IV Terminals |
with integrated
GSM/GPRS-Modem L ISDN-Modem

m Antennenkabel

ATD039627822222m
) ATEO RS232-Port:
Device on ATS0=0 Baud=9600
GSM or ATS31=2 Datenbit=8
GSM/GPRS ATS51=0 Paritat=N
AT+ipr=9600 Stoppbit=1
Note:
[@ The configurations mentioned above are no guarantee for a connection. They are

just based on experience and maybe have to be set to the different telephone sys-
tems. Configurations that are not listed here usually do not work.
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DUE (Datafox Gerat) DUE (Modem)

(3) RXD <3<—> RXD
(2) TXD TXD
CTS

3)
(2)
(7)
(8)
DSR (6)
(1)
9)
(4)
®)

DCD
RI

DTR
(5) GND p | GND

Figure 28: Wiring of the Null modem adaptor

Pin Designation Importance

1 DCD data carrier detect Trager erkannt

2 RxD receive data Empfangsdaten

3 TxD transmit data Sendedaten

4 DTR data terminal ready DEE empfangsbereit
5 GND ground Signalmasse

6 DSR data set ready Betriebsbereitschaft
7 RTS request to send Sendeanforderung

8 CTS clear to send Sendebereitschaft

9 RI ring indicator Ankommender Ruf

Table 4: PIN Belegung und Kennzeichnung

Abbrevia- Description

tion

DCD It becomes active when the connected modem has contacted another modem.
It indicates the PC that a connection is established and data can be sent.

DTR The computer signals his ready status, e.g. at a direct connection.

DSR As response to DTR (at crossed lines.)

RTS Becomes active when the terminal is ready to send data.

CTS Becomes active when the terminal is ready to receive data.

RI Is produced by a connected modem when a ring comes in.

Table 5: Description of the identifiers of the Sub-d-9-pole

Output:

Low-Pegel = + 12V
High-Pegel = - 12V

Output current: up to 10 mA

Input:

Low-Pegel is recognized till ca. + 1V
High-Pegel is recognized from ca. + 1V
Driving point impedance = 10 kOhm
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3.5.3.3 Modem initialization

Check on which baud rate the ZK-MasterIV is set. You can find this information in the system menu-

BIOS (see chapter 4.5.12).

Gergdtewartung iiber, Modemverbindung durchfiihren

Wargabety
amheve Schnitstells: [COM1 =] mit Timeow: [2000ms =
& MicroLink 56k Fun Il [Devola)
Initializierung : |
" FRITZICard PCI [&vM] . ,7
" M35 Terminal [Siemens]
Rufrumrmer |
“Wartezeit fur Yerbindungsaufbau : |35 s A Werbinden
Werbindungsdauer : 0:00:00
Aklion [ seriennummer auslesen ~| Ausfibien
Gerdtedatei: |
Setupdatsi: | o
Listenpfad | .
Datersatzablage: | :
Ausgabe [dschen
Heldungen
< >

Figure 29: Configuration of the modem connection

3.5.3.4 Connection via the DatafoxStudiolV

Gergdtewartung iiber, Modemverbindung durchfiihren

“orgabetyp

Schnittstelle - | COM1 > mit Timeout: |2000ms >

Iriitialisierung : |aleUﬁatH Hats I atbcOHattd0Hats0=0kats14=BHats46-6

PIN

Rufrummer: | 0123456783

“Wartezeit fur Verbindungsaufbau - [45s  x

Werbindungsdauer : 0:00:00

& MicroLink 56k Fun Il [Devola)
" FRITZICard PCI [&vM]
" M35 Terminal [Siemens]

Werbinden

A Seriennummer auslesen ~| Ausfiien

Geratedatei e on =]
Gerdledate Uberiagen [Fimwareupdate]

Sl e tinon htager —|

Listenpfad Iﬁlzltzzv‘,sgiazs:zzglégle:.ngegebenen Setupdatei, Ubertragen J

Determatzsboae | vhamdien b itz ichen, e

GPRS Konfigurationsdaten lesen.

Datensatz lesen [nicht loschen]

Datensatz lesen [wird geldschil]

Kammunik stion umschalten [G5MIGSM/GPRS]

Ausgabe [dschen ‘

Heldungen

Connect the "‘Devolo-MicroLink"” to the COM-
interface at your PC. Start the DatafoxStudiolV
and open the modem configuration dialogue via
< setup => device maintenance via

modem connection >. Select "‘MicroLink 56k Fun
IT (Devolo)"” as type and set a COM-interface of
your PC out. Set the timeout on "‘2000 ms"’.

Open the communication dialogue via the
DatafoxStudiolV' menu item < setup— >
device maintenance via modem connection > to
establish a connection between a ZK-MasterlV
and a PC (DatafoxStudiolV). In dependence on
the selected modem type you additionally have to
set the COM-interface, baud rate, PIN and phone
number of the remote station. Parameters that

are not needed are deactivated.

This kind of communication is used at the adminis-
tration of the ZK-MasterIV ("‘device maintenance
via modem connection"’). For this purpose differ-
ent functions are available.

You can find further descriptions in chapter 4.4.5.

Figure 30: Dialogue for device maintenance via modem connection
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3.5.3.5 Connection via the DFComDLL

You can also start the connection to the ZK-MasterIV from your own application. Use the functions of
the DFComDLL.dII to establish a connection between a PC and the device. Proceed as it is shown in the

figure below.

Verbindungsaufbau

Alle AT-Befehle sind mit einem ,carriage return*
abzuschlieRen.

Schnittstelle 6ffnen DFCComOpenlV(...)
A\ 4
AT-Befehl zur
Initialisierung DFCWrite(...) <
senden
AT-Befehle immer mit CR LF
(0x0D, 0x0A) abschieBen! v
Lesen der Antwort
vom Modem RRERESI G
nein nein
Initialisierung
abgeschlossen?
ja
A 4
Anwahl der R
Gegenstelle DFCWrite(atd ... )

AT-Befehle immer mit CR LF

(0x0D, 0x0A) abschiefen! v
Verbindungsstatu
lesen, bis DFCRead(...)
CONNECT ...

nein
Antwort erhalten?

Connect

Verarbeitung

Verbindungsabbau

abgeschlossen?

. Vor Ausfiihrung
nein 1 Sekunde
Pause
In den
DFCWrite(+++) Kommando
Modus wechseln
Es darf kein CR LF (0x0D, 0x0A)
gesendet werden!
Nach Ausfiihrung
Weitere Funktionen? 1:Sakunde
Pause
\ 4
A Lesen der
DFCRead(...) Antwort vom
Modem
DLL-Funktionen a
ausfiihren J nein
Antwort erhalten?
>
DFC...(...) L] ja
\ 4
A
DFCWrite(ath) Auflegen
AT-Befehle immer mit CR LF
v (0x0D, 0x0A) abschieRen!
Lesen der
DFCRead(...) Antwort vom
Modem
nein
nein
Antwort erhalten?
ja
| .
ja
A 4

Schnittstelle

DFCComClose(...) schlieRen

Figure 31: Course of the communication via DFComDLL.dll

You can find a more detailed description of the functions and parameters in the documentation or help

to the DFComDLL.dIl.
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3.5.4 Communication via GSM or GPRS/GSM

The ZK-MasterIV can optionally be equipped with a mobile communications module (Siemens MC35i,
MC39 or MC55) for GSM and GPRS to use it at locations without fixed or DSL network.

Caution:
' GSM and GPRS are services that generate costs. Contact your provider to get
o further information about tariffs and generated costs.

Via GSM all functions of the DLL can be used. Currently, GPRS is used only to send data from the
ZK-MasterIV to a web server. The advantage is that the data is sent immediately.

3.5.4.1 Preparation

Put the SIM-card in the ZK-MasterlV before bringing the device into service. An external aerial has
possibly to be connected; this depends on the selected hardware option (internal or external aerial). See
chapter 3.2.5. In the BIOS of the ZK-MasterIV "‘GSM"” or "‘GPRS/GSM"’ has to be activated as

interface (see chapter 4.5.12).

3.5.4.2 Configuration

Caution:

Starting from version 04.01.06 the internal TCP/IP stack of the modem is used.
An existing GPRS radio connection is cut when no data is send for a period of 20
seconds after the last HT'TP communication. With the next data the modem dials
in again. This can cause higher communication costs, especially with low volume
rates. This timeout is increased from 20 seconds to 8 hours from version 04.01.06.16.

o=

You have to create a configuration file with the access data of your provider and transmit it to the device
to use "“GPRS/GSM"’. See chapter 4.5.11 for further descriptions of the parameters, the creation and
the transmission to the device.

Note:
ng Note that the GPRS configuration files can be transmitted to the device only with
the DatafoxStudiolV via RS232 or TCP/IP.

A communication via GPRS requires "‘GSM"’, therefore a SIM-card has to be put in the device (see
chapter 3.2.5). For the SIM-card activation in the ZK-MasterIV the following scenarios are possible:

1.) You want to switch from another communication to a communication via "‘GSM"’ or "“GSM /GPRS"".
Remove the device from the power supply and display the SIM-card. Go to the bios modus via the
DatafoxStudiolV and set the interface at "‘GSM"” or "‘GSM/GPRS"’. Transmit the changed bios
configuration to the terminal and leave the bios modus.

2.) You want to switch from another communication to a communication via "‘GSM"” or "‘GSM/GPRS"".
Remove the device from the power supply and display the SIM-card. Go to the bios modus via the
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DatafoxStudiolV and set the interface at "‘GSM"” or "‘GSM/GPRS"’. Transmit the changed bios
configuration to the terminal and leave the bios modus.

Caution:
If a wrong PIN was transmitted to the device three times, the PUK has to be
entered together with the PIN to activate the SIM.

o=

3.5.4.3 Connection state

After transmitting the .ini’-file to the device the operating mode of the ZK-MasterlV can be set to
"“GSM/GPRS"’, see chapter 4.5.12.

GSM: The communication takes place via GSM.
GPRS/GSM: The data records created in the device are sent immediately to a corresponding web
server via GPRS. All other functions have to be carried out via GSM.

The GSM state is shown via the state LEDs at the ZK-MasterIV (valid from version 04.01.01.21 on):

ERROR POWER GSM/GPRS State of the device
On On Off Bootloader
On On On Start
Off 1 Hz Off Booten
1 Hz 1 Hz - No setup
1 Hz On - Stopping of control mode
Off On - Normal operation
Off & - Communication active
Off - Off Mobile, offline, not in the net
Off - *— Mobile, offline, enrolled in the net
Off - On Mobile, online
2 Hz - *— Mobile, no SIM-card
2 Hz - Kok Mobile, PIN is required
2 Hz - Kok k— Mobile, PUK is required
2 Hz - *x Mobile, other errors
Legende

- LED - condition undefined

Off LED off

On LED on

1 Hz LED flushes once per second

2 Hz LED flushes twice per second
& LED turns off for about 30 ms
* LED turns on for about 150 ms

- LED turns off for about 150 ms
- LED turns off for about 1000 ms
— LED turns off for about 2500 ms
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3.5.4.4 Send data via GPRS

The ZK-MasterIV can send booking data promptly to a web server via GPRS. For this it is necessary
to configure the device for this communication as described above. When data is created in the ZK-
MasterIV, firstly a TCP/IP connection is established and then the following character string is sent:

GET example/getdata.php?table=datensatz&parameterl =wert1&parameter2—wert2&checksum=pruefsumme

> GETexample/getdata.php? is the prefix of the HTTP data and gives the path on the web-server
where the php-script is with which the HT'TP data are processed.

P Table is a data record description from the setup (the table from which data are to be transmitted).

» Parameter n describes the field names from the data record description (table field).

P Checksum is to detect errors at the data transmission

You should enter only a few characters for the tables and field names to have a small transmission volume.

The checksum is the sum of all ASCII values of the transmitted parameter values (only of the values, not
of the filed name; that means everything that is written between = and &). The web-server has to send
back the following answer within HTTPTIMEOUT:

1.) Success (checksum correct): status—ok&checksum=pruefsumme Then the data record is deleted in
the ZK-MasterIV.

2.) Error (checksum incorrect): status=error&checksum=pruefsumme Then the last data record is sent
again.

If you want to adjust date and time of the ZK-MasterIV and the server, you can do it in the answer to
the ZK-MasterIV as in the following example:

status=ok&checksum=3142&time=2003-10-28 17:00:55
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Now the ZK-MasterIV sets its internal clock on 17:00:55 and the date on 28 Oct 2003.

If connection problems occur, the error analysis can be simplified with the help of an alive-data record.
Via the alive- data record you can detect if the device was on- or off-line, e.g. at the moment of power
outage. You also can detect if the web-server was reachable all the time with the aid of the alive-counter in
the alive-data record. With each failed attempt to send data the alive-counter increases. If no data reach
the server and the alive-counter in the alive-data record has the value 1, the device has been removed
from the power supply.

S S X Activation of the function Alive via the parameter
"Alive"” (cycle for the creation of the alive-data
record in seconds) with a value higher than 60 and
lower than 65500.

Mame ‘Whert

FHOME Qg

GPRS i _tmobile- .

Hern memet tmeble et The data fields of the alive-data record you should

FaSSWwORD lest . .

HOST oo el de define in any case are the device number, date and

FORT an . .

HTTPSEND GET /oem/gprs/ getdata.php? time and the alive-counter.

ALIVE

HTTPTIMEOUT |?ULAULI

HTTPTYPE 1.1 3

SPIN 0 The value of the alive-counter * cycle for the
creation — duration of interference. With this
formula you can calculate the duration of interfer-
ence via the alive-counter.

Infarmation zum gewahlten Eintrag

Beschreibung:  Sekunden zwischen zwei slive - Datensatzen

Bereich: 0 = aus, B0 biz 65500, Zahl in Sekunden.

‘orgabe:

Speichem unter ... | Speichem |

Figure 32: Activation of the alive-data record

Note:

[@ After three failed attempts to send data, the ZK-MasterlV starts the device regen-
eration with a timeout of 15 minutes. When the timeout is run out three attempts
to send the data are started again. Thus, the generation of unnecessary costs is
prevented.

Caution:

Alive data are temporary data. If the alive-data record cannot be sent (e.g. server is
nor reachable), it will be deleted and the alive-counter will be increased by one. The
function "‘alive"’ is activated via the alive parameter in the GPRS.ini. Additionally
to the activation the F6-chain or (from version 04.01.04.x on) or the GPRS-chain
has to be available in the signal processing. Take care that this function does not
create unintentional data (trafic).

o=
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3.56.5 Communication via TCP/IP

Usually, the configuration of the network connection is necessary to integrate a ZK-MasterIV. But if a
DHCP server, that supplies all PCs and peripheral with dynamic IPs, is available in the network, this
configuration can be omitted. In this case the IP of the terminal has to be set on "‘000.000.000.000"".

version fixed value

MAC fixed value

IP changeable value

port changeable value, analogous IP

hostbits changeable value, analogous IP

gateway changeable value, analogous IP

remoteaccess changeable value you have the choice between yes and no.

VYVVVYYYVYY

set default the default values of the device are set

A possible access protection per Telnet or web interface to the TCP/IP module of the Datafox terminal
is deactivated after a restart of the device.

Starting from version 04.01.06.16 the following security mechanisms are available:

Variant 1 A complete protection of the terminal against remote access (Telnet-session, web interface) is
possible by deactivating remote access in the BIOS of the device. Then TCP/IP settings are only available
at the terminal itself.

The settings for the remote access (yes / no) in the BIOS can only be changed if the BIOS is protected
by a password. This means that after a firmware update it is necessary to transfer a setup with a BIOS
password before the settings can be changed.

This additional protection is necessary because a change of this setting (remote access yes/no) deactivates
a probably set Telnet password.

Variant 2 In a Telnet session you must set the value for "Enable Enhanced Password" to y (yes) in menu
6. Also set the value for "Change the password" to y (yes) and enter the password. Save these changes
at menu item 9, Save and Exit. With these settings you have protected the access per Telnet as well as
per web interface with a single password. With this variant you can still change the settings per remote
access.

Caution:

Important! A change of the setting remote access in the BIOS of the device deacti-
vates the Telnet Enhanced password. This can be desired if you forget the password
and want to reset the terminal. To do so you need the BIOS password which can
be found in the devices setup.

A firmware update has no influence on the security settings of the terminall

o=
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3.56.5.1 LAN

Analogous to the direct connection via RS232 a single device can be connected directly to the PC via
TCP/IP. In this case the device is connected to the PC with a CAT-5 network cable (in case of direct
connection with crossover; in case of connection via router,... with patch cable) via the RJ45 jack. Please
note that the RJ45 jack can also be the RS485 port at ""HW V 1.4"" (see figure 7 point 2). The device
must have the option TCP/IP.

TCP/P 1TX4+

b 2 TX-
3 RX+ M
6 RX-

Figure 33: Connection to the PC via TCP/IP
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3.5.5.2 Transition from TCP/IP to RS232

In order to connect a single device via RS232 to a TCP/IP network a COM-server has to be used. The
COM-server serves as converter.

COM-Server

Figure 34: TCP/IP to RS232

The necessary settings of the COM-server will be explained using the W&T COM-server as example.
The COM-server can be configured easily via the Wutility.exe program.

1.) Open the W&T program

2.) Open "‘inventory"’ and then "‘scan local network"’

3.) Mac-address is displayed at the menu; click on it

4.) Adjust IP-address via "‘Configuration"’ and "‘Assign IP-Address"’
5.) Click on telnet (screen) button

6.) The telnet menu is shown

7.) Press key 3 (setup port 0) and then 2 (UART setup)

8.) Further settings see below

9.) Save setup and close program
10.) Hardware settings see manual of the COM-server
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o Telnet 192.168.123.43

. Com—Server Highspeed *

. INFO System

. SETUP System

. SETUP Port @ (High-Speed Serial)
. SAUE Setup

Press <{No.+ ENTER} {g=quit): 3

R DN

i Port-B ~ Menu Level:l sessesscestsess

SETUP Port B8

1. Port State
2. UART Setup
3. TCP/IP Mode

Press <{No.+ ENTER} {g=quit): 2

mxx Poprt:@ / Menu Level:2 sessscsmssss

(38480.N. 8.1 .N.FIFO0s OFF>
. Baud:

. Parity:

Data Bits:

. Stophit:

- Handshake:

Send-Hec FIFO:

Press <MNo.+ ENTER> {g=quitl:

-
1| | »

Figure 35: COM-Server configuration over telnet

[=a Ty - gAY L]
' '

3.5.5.3 Transition from TCP/IP to RS485 Bus

Up to 31 devices can be connected economically via a COM-server with RS485 bus. You can find details
about the structure of a RS485-network in the separate networking description. You can request it from
us or download it from our homepage. Please note that the bus number has to be set directly at the
terminal (see chapter 4.5.12).

The network structure is a bus. The bus cable is looped through from one device to the other. Branching
is not allowed. The PC can be connected at the beginning, the end or somewhere in the middle of the
network. The total length of the bus cable must not exceed 1000 m.

COM-Server

max. 31 Gerate im Bus

Figure 36: TCP/IP to RS485 Bus
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3.56.5.4 WLAN

The ZK-MasterIV can be integrated into a WLAN with a WLAN router via TCP/IP. Please note that a
WLAN router is an external component and that you have to pay attention to the compatibility to the
present network topology. You have to set the IP-addresses in the system menu bios of the ZK-Master[V
and the WLAN router in accordance with the network class of the present network.

Ethernet (TCP/IP) Ethernet (TCP/IP)

WLAN-Router 1 WLAN-Router 2
(Access-Point) (Access-Point)

Figure 37: Connection of a ZK-MasterlV via WLAN router to a WLAN network of a company

3.5.6 Communication via RS485

The RS4485 Datafox Network is based on Modbus. Modbus is a simple and safe bus system and is also
used in measurement technology.

RS485 is no standard communication of PCs, therefore you need a converter to set up this kind of network.
See chapter 3.5.1.3 for the connection and the wiring for a transition from RS232 (PC) to a RS485 net
and see chapter 3.5.5.3 for the transition from TCP/IP (PC) to a RS485 net.

Caution:

It is possible that the RS485 interface is available in the form of a RJ45 jack at
devices of HW V 1.4 . Check if the RJ45 jack is a RS485 interface before you
connect an external voltage source to PIN 7 = GND and 8 = 24 V DC.

o=

Note:
ng: All components for the RS485 - interlinking can be ordered with the devices. You
find the articles in the suitable price-lists or on inquiry.
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The bus line connects the converter and 31 ZK-MasterIV at most in series. Branching is not allowed. The
converter can be connected to the bus line at any place. The maximum total length of a bus cable is 1000
m. The bus line should be laid in trunkings at the ceiling or the wall. In order to connect a ZK-MasterIV
the data line is wired to a Cat. 5 outlet and connected via a RJ45 patch cable or via outlets with terminal
strips via a stub line from the RS485 bus to the terminals. You can connect one Datafox-Bus per RS232
interface at the PC. You can install as many busses as you like also at different PCs. One communication
program per bus is active to operate the communication between the single devices and the central data
server. Because of potential differences a Datafox-Bus line should not be laid between different buildings.
This connection should be mainly realized via the PC network via glass fibre.

3.5.7 Active connection via TCP/IP

An active connection is supported from the firmware version 04.01.05.x on. This function is available for
the main communication TCP/IP, WLAN and GPRS (only from the GSM-module MC55 on)

The connection is always bidirectional full-Duplex. The communication is based on the Datafox protocol
of the MasterIV series.

3.5.7.1 Description

The concept for an active connection contains the realisation of an initialisation of the TCP/IP connection
between the device-software (firmware) and the DLL-software. The connection is always initialized by
the firmware. The link negotiation is done via appropriate commands with the DLL.

Note:

IS Note: For most providers a TCP/IP connection establishment "from the outside"
is not possible. Therefore the connection has to be established by the firmware.
Either the connection requests are blocked directly by the provider or the [P-address
established by the PC is not the real one of the device.

A connection establishment can be done in TCP/IP networks (also GPRS). The devices do not permit
several connections at the same time. Therefore no other connections must be established in order to
initialize the connection establishment.

In principle, a connection request of a Device to the DFComDLL is processed as follows:

The DLL receives a connection request on a listen socket. The connection administration checks, whether
a port object can be created. After creating a port object, the connection is established and remains for
further applications.
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3.5.7.2 Configuration of an active connection

An active connection requires that the following parameters are set or configured in the ZK-MasterIV or
the application (DFComDLL.dIl):

com.active (0 = deaktiviert, 1 = aktiviert) Switching on/off the active connection.
com.notify (0 = deaktiviert, 1 = aktiviert) Switching on/off the active data record message.
com.prio (0 = hochste, 65535 = niedrigste) Priority of the event messages in the queue.
com.host (0.0.0.0 bedeutet alle) Host to one connection should be produced.

com.port Port to one connection should be produced.

com.retry Number of the attempts for connection setup.

com.timeout Time out, after the set number has failed because of connection setup attempts.

com.repeat The time out if by successful message about present records these were not retrieved,
until a renewed message should be carried out.

V VYVVVYYVYVYYY

com.alive Time out, when the terminal diminishes an existing communication channel (connection
quit) if no Kommunikations takes place. The DLL must send, if a communication channel should
not be diminished, cyclically a Ping to the ZK-MasterIV.

The bus address of the DLL (for call of DFCComOpenlV) is firmly given with 31. The number of
at the same time existing connections is delimited per DLL instance to 50 connections.

v

Here you have to pay attention to the following value margins and default values:

Description Name of the Range of Default value
system values
variable
Activation com.active [0..1] 0
Active data record message com.notify [0..1] 1
Priority com.prio [0..65535] 0
Host com.host [IP-Adresse] 0.0.0.0
Port com.port [0..65535] 8000
Connection com.retry [0..65535] 3
Communication timeout com.timeout [0..4294967295| 900
Notification retry com.repeat [0..4294967295] | 60
Connection check com.alive [0..4294967295] | 0

Table 6: Parameters and default values for the configuration of an active connection
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Einstellen der Kommunikationsparameter

Komrmunik.atiohsart

" R5232

" RS485 - Umsetzer

" TCP /P

" TCP /1P mit R5485 - Umsetzer
f* TCP 7 IP &ktive Verbindung, gewahlter Kanal ; |2E|B: FZE -t asterly [SH: 13'ﬂ

Aliveping: |1 T 1 min
Schnittstelle ; Baud:

Timeout: (9000

IP - Adresse | Part : 2000

=

(__

JJ el

Optionen
[v Mur Fehlemeldungen anzeigen.
v War Werbindung, die Ensichbarkeit mit einem Ping prifen.

[ BeiProgrammstart die zuletzt bearbeitete Datei offnern.

0K

Figure 38: Active connection configuration

Einstellen der Kommunikationsparameter

Kommunik.ationsart

" R5232

" R5485 - Umsetzer

" TCR /IR

" TCP /1P mit RS 485 - Umgetzer
¢ TCP ! IP &ktive Verbindung, gewahlter Kanal : |298: F<E -t asterly [SH: 13'j

Aliveping : 1 T min
Schnittztelle : Baud:

Timeout: (9000 -
Part : 800

!

IP - Adresse : |

JJ e

O ptionen
[v Mur Fehlermeldungen anzeigen.
[v wWar Verbindung, die Eneichbarkeit mit einem Ping prifen.

[ BeiProgrammstart die zuletzt bearbeitete Dated otfnen.

daﬁ%(:

The parameters can be changed via the
dialogue active connection configuration
in the communication menu and be trans-
mitted to the ZK-MasterIV. You may
find information about the single param-
eters in the table 6.

Grafik muss noch angepasst werden

The configuration of a ZK-MasterIV via
the DatafoxStudiolV with an active con-
nection requires an active communication
port (selected port: see figure on the left)
from the device to the DLL. Set the alive
ping, the communication timeout and the
port according to your demands on the
configuration. Afterwards all functions
of the DatafoxStudiolV can be used in
order to configure the device.

0K

Figure 39: Setting the communication via the ZK-MasterIV
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3.5.7.3 Device servicing via active connection

The following overview shows you the single procedures of the active connection and the possibilities for
the servicing of the terminals.

Communication via TCP/IP

Connection setup by terminal initiates and active
message of data ~
» Server-Application
Datafox Terminal TCP/IP Protokoll (implementation of the
—_— — —— — DFComDLL)
Data are read by server, are given a receipt and
servicing work are carried out
Communication via mobile communications (GPRS)
Connection setup by terminal initiates and active
message of data
> > Server-Application
Datafox Terminal TCP/IP Protokoll Provider TCP/IP Protokoll (implementation of the
— {— DFComDLL)
Data are read by server, are given a receipt and
servicing work are carried out
Communication via mobile communications (GPRS)
Connection setup by terminal initiates and active
sending of records
> > Web-Server
Datafox Terminal HTTP Provider HTTP (executab[e script e-9-
php, asp, java call via
< 4¢— — — GET string)

Server-Aplikation gives a receipt for the records time
can be put and...
Service work only via connection GSM possible!

Communication via mobile communications (GSM)

Connection setup by server application initiates and
realisation of servicing work

Server-Application
Provider < (implementation of the
GSM GSM DFComDLL)

Datafox Terminal

A

Figure 40:
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Communication via mobile communications (GPRS)

Connection setup by terminal initiates and active
sending of records

> Server-Application
HTTP Provider HTTP ~ <data - server>
— (implementation of the
| < = = DFComDLL)

Server application gives a receipt for the records,
requests for connection setup to the maintenance
I server with parametre (service=1) and quits the

connection
(@ — — There is always only one connection (either
Datafox Terminal to the data server or to the maintenance
server)!
—

| Connection setup to the servicing server
by terminal initiates

| > Server-Application

TCP/IP Protokoll Provider TCP/IP Protokoll P Ssanvice - Senier
< (implementation of the

DFComDLL)

Servicing work are carried out by server
application and connection are finished
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3.56.8 WLAN

3.5.8.1 General information

There are two possibilities to configure the match port. Either via the TCP/IP with the Devicelnstaller ™
of Lantronix@® or via the RS232 using the tool WLANConfig and the DatafoxStudio (from version
04.01.06.xx on).

3.5.8.2 Terms and explanations

3.5.8.2.1 Infrastructure Mode

(Loose translation of an excerpt from the German version Wikipedia, the free encyclopaedia)

The Infrastructure mode is similar to the structure of the mobile communications network: A special base
station (Access Point) is used to coordinate the other network nodes (Clients). The base station sends
small data packets (so called Beacons) in adjustable intervals (ten times per second by default) to all
stations being in the footprint. The beacons contain among others the following information: Network
name ("Service Set identifier", SSID), List of supported transfer rates, Type of encryption.

This beacons ease the connection establishment, because the clients just have to know the network name
and optional some parameters for the encryption. The permanent sending of beacon-packets also allows
a control of the reception quality - also when no user data are sent or received. The beacons are always
sent with the lowest transfer rate (1 MBit/s), the successful reception of the beacons does not guarantee
a steady connection to the network.

3.5.8.2.2 Ad-hoc Mode

(Loose translation of an excerpt from the German version Wikipedia, the free encyclopaedia)

In the Ad-hoc mode (lat.: "created for this moment") no station is favoured; they all are on a par. Ad-hoc
networks can be established quickly and without great effort. But for a spontaneous networking of a few
terminals other techniques (Bluetooth, Infrared) are commonly used.

The preconditions for using the Ad-hoc mode are the same as for the Infrastructure mode: All stations
use the same network name ("Service Set Identifier", SSID) and optionally also the same settings for the
encryption. Because there is no central instance for this operating mode and because no beacon-packets
are sent, a client cannot determine, whether there are other stations (using the same settings) within
reach, who is part of the network or how good the connection quality is. Therefore, the Ad-hoc mode is
suitable only for a small number of stations, that have to be close to each other because of the limited
reach of the transmitter. Otherwise, it is possible, that a station cannot communicate with the other
stations, because they simply do not receive a signal.

Forwarding data packets between the stations is not intended and not possible without further ado in
practice, because in the Ad-hoc mode no information are exchanged, that might give the single stations
an overview over the network. Gathering and exchanging these information is part of the upgrading of an
Ad-hoc network to a mobile Ad-hoc network: Software components on each stations collect data (e.g. for
visibility of other stations, connection quality etc.), exchange them among each other and make decisions
concerning the forwarding of the user data. The development in this field is not finished yet. By now
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a long list of experimental protocols (OLSR, MIT RoofNet, B.A.T.M.A.N etc.) and several proposals
for standardisation (Hybrid Wireless Mesh Protocol, 802.11s) as well as some commercial solutions (e.g.
Adaptive Wireless Path Protocol from Cisco) were produced.

Manual Datafox ZK-MasterlV d a

3.5.8.2.3 Frequencies and ports

Channel | Fre- Permit in Channel | Fre- Permit in
Number | quency Number | quency

(GHz) (GHz)
1 2,412 Europa, USA, Japan 8 2,447 Europa, USA, Japan
2 2,417 Europa, USA, Japan 9 2,452 Europa, USA, Japan
3 2,422 Europa, USA, Japan 10 2,457 Europa, USA, Japan
4 2,427 Europa, USA, Japan 11 2,462 Europa, USA, Japan
5 2,432 Europa, USA, Japan 12 2,467 Europa, Japan
6 2,437 Europa, USA, Japan 13 2,472 Europa, Japan
7 2,442 Europa, USA, Japan 14 2,484 Japan

Table 7: Frequencies and ports

3.5.8.2.4 Security and encryption

(Loose translation of an excerpt from the German version Wikipedia, the free encyclopaedia)

Part of the WLAN standard IEEE 802.11 is the Wired Equivalent Privacy (WEP), a security standard
containing the RC4 algorithm. The contained encryption, with a static key of a length of just 40 bits
(called 64 bits) or 104 bits (called 128 bits), sometimes also 232 bits (called 256 bits), does not guarantee,
that the WLAN is secured sufficiently. By collecting pairs of keys Known-Plaintext-Attacks may happen.
There are freely available programs, that are able to decrypt the password (a fast computer assumed),
sometimes even without a complete packet cycle. Furthermore, each user of the network can read along
the whole communication. The combination of RC4 and CRC is considered to be cryptographic insecure.

Therefore, technical complements were developed (e.g. WEPplus, Wi-Fi Protected Access (WPA) as
advance and subset of 802.11i, Fast Packet Keying, Extensible Authentication Protocol (EAP), Kerberos
or High Security Solution, that reduce the insecurity of WLAN more or less effective.

Child of the WEP is the new security standard 802.11i. It offers an increased security by using the TKIP
(Termporal Key Integrity Protocol) for WPA or the AES (Advanced Encryption Standard) for WPA2. At
the moment, it is regarded to be non-decipherable, as long as no trivial passwords are used, that can be
decrypted via a dictionary-attack. It is recommended to create the passwords with a password generator,
that contain special, numeric and alphabetical characters (upper and lower case) and have a minimum
length of 32 characters.

CCMP (= Counter Mode with Cipher Block Chaining Message Authentication Code Protocol) or also
Counter-Mode/CBC-Mac Protocol is, according to IEEE 802.11i, a cryptography algorithm. CCMP is
based on the Advanced Encryption Standard (AES) and uses a 128-bit-key with a 48-bit-initialisator for
answer query.

3.5.8.2.5 Authentification

(Loose translation of an excerpt from the German version Wikipedia, the free encyclopaedia)
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Extensible authentication Protocol is a protocol for authenticating clients. It can access to the RADIUS
server for user administration. EAP is mainly used for large WLAN installations within WPA.

Encryption systems, that require, that both members know the keys before communicating (= symmetric
systems), are called Pre-Shared Key (PSK). An advantage of the PSK encryption is, that it can be
realized more easily between two known members than asymmetric encryption. The major disadvantage
of this system is, that the two members have to exchange the key in private before the communication
takes place. Therefore, the PSK system is not suitable for many applications in the internet (e.g. online
shopping), because there the prior exchange of a key is impossible or far too extensive. In such a case it
is easier to use the Public-Key system.

3.5.8.2.6 Passwords

(Loose translation of an excerpt from the German version Wikipedia, the free encyclopaedia)

Modern encryption system are technical advanced insofar as they often can only be decrypted via dictio-
nary attacks (except from trying all possible keys = Brute-Force method). At both attacks the weak point
is the password (key), set by the user. In order to create a password, that is not less insecure than the
actual encryption (112 to 128-bit-key for current systems), theoretically a sequence of about 20 random
characters is necessary. If no random characters are used, considerable longer passwords are necessary in
order to guarantee the same security level.

The length of passwords, that can be used for encryption, is often limited by the software (e.g. using
AES passwords with more than 32 characters do not increase the security). Therefore, you should always
use combinations of characters, that consist of rare words or word orders, fantasy or foreign-language
words, initial letters of a sentence, numeric and/ or special characters or even combinations thereof. Its
components should be unforeseeable for an attacker, who is well-informed about the person and his/her
interests. As alternative you can use a password generator and fix the password in you memory or you
note it on a secret place.

A relatively secure password could be: 0aJ/4%(hGs$df"Y! (16 characters). The major problem of such
sequences using random characters is, that they are difficult to be kept in mind and therefore have to be
noted somewhere. A simpler alternative is, to use a rehearsed sentence and to change some characters,
e.g. "‘dIE bANANNE*3 durch 1/4 nIKOTIN" (32 characters). It is very important to work in enough
random characters. Suitable is the use of the initial letters of a sentence, e.g. "‘LS-Wbt7m/Ia1000tftY"’,
created with the initial letters of the sentence "‘Little Snow-White beyond the 7 mountains/ Is a 1000

times fairer than You"’.

Although the use of special characters can increase the security, because the password becomes more
complicated, you should use them carefully, if there is the possibility, that the password has to be used in
foreign countries: It might be possible, that some special characters do not exist on foreign keyboards.

3.5.8.3 BIOS dialogue DatafoxStudiolV

In the BIOS dialogue of the Datafox Studio (< Communication => Device configuration BIOS >) you
can make the same settings as directly on the terminal (except the restriction at TCP/IP Set default and
Factory default WLAN, which is possible only at the terminal). You could compare the BIOS menu with
a remote maintenance tool, but changing the settings is accessible only via RS232.

The setting of WLAN parameters is going to be available from version 04.01.06.xx in the Datafox Studio.

Version: 04.01.07.00 Page 55 www.datafox.de



Manual Datafox ZK-MasterlV

3.5.8.4 Dependencies

Because of the different methods for parameterisation, certain dependencies of several parameters arise.

WLAN Enable
v
Network Type
|
v v
Infrastructure (0) Ad-hoc (1)
Radio Power o :
Management A A A 'Y Country Code
Security: Security: Security: Security:
WPA (2) WPA2 (3) WPA (1) Non (0) b 4
Encryption Encryption Encryption Channel 1... 14
4 \ 4 v v
TKIP 64 bit No Key !I!
CCMP 2
T <= G CCMP + TKIP 128 bit
CCMP + WEP v
TKIP
TX-Key
TIP + WEP 1. 14
N \ 4
Authentication: Authentikation:

Open/Non (0)

Pre Shared Key (1) Shared Key (1)

v

Key & Key Type

Figure 41: Dependencies

3.5.8.5 WLAN configuration via the Lantronix tool

You may find the device installer™ of Lantronix® on the enclosed Datafox product DVD under

DVD:
Datafox-Optionen ( eingebaute Module ) wLAN, Matchport.

With the help of this tool the COM servers Xport and MatchPort of the Datafox devices can be configured.
The device installer accesses to the COM server via TCP/IP, the Datafox terminals via RS232. If a COM
server is not available, because it is adjusted that much, so that the device installer is unable to access,
it is possible to reset the COM server to the default values via the BIOS menu of the terminal.
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3.5.8.6 WLAN configuration via the DatafoxStudiolV

3.5.8.6.1 General

The program WLANConfig can set the TCP/IP and the WLAN settings of the MatchPort via RS232.
These settings can be saved as a file and the data of this file can be transmitted to the device. The depen-
dencies of the single parameters among each other are permitted or locked by the program automatically.
Four dialogues are provided for working with the program.

P WLAN settings (main dialogue)

P Selection of the serial interface (COM settings)

» Selection of the configuration file (Select INI-File)
» TCP/IP settings (Terminal TCP/IP settings)

3.5.8.6.2 Selection of the serial interface

3 Via this dialogue you can select the in-
[5_<| terface of the PC, to which the MasterIV
terminal is connected. Usually a baud

COM Settings

COM-Part CO1 - 0k rate of 38400baud is set, which has to cor-
| J respond to that one of the terminal. You
Baud-Fate |334|:||:| j Abbrechen start the dialogue by pressing the button

COM settings.

Figure 42: Selection of the serial interface
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3.5.8.6.3 Selection of the configuration file

£/ WLanConfig V1.2 3

ReadwLAN Config | Fead|ni-Fie | Exit Program |
COM Sellingsl Select Ini-FiIel
write WwLAM Config | Wwirite |mi-File |

‘ IWLAN Dizable ;I Terminal TCPAP Seftings | |

Datei mit Fingertemplates offnen.

Hel .

Suchenin: | () 04.01.04.34 x|« B ef E-
KE

() DFComLag -
M b oFcam.ini ;
Se
Al
e
ke Dateiname: 1 Hifrien I |
I; D ateityp: IDatendatei Fingertemplates [ *.ini | ;I Abbrechen |

I Advanced Settings
T Data Rate |1 Mbps vl Auto falback [

Radio Power Management Enable @ Digable

Figure 43: Selection of the configuration file
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Via the button Select INI-File the dia-
logue is started. Here you can create new
files or select a file, where data are logged
on. On the INI file all settings of the
TCP/IP and the WLAN are logged.
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3.5.8.6.4 TCP/IP settings

Via the button Terminal TCP/IP Set-
tings the dialogue is started. The cur-

Fead WLAN Canfig Solect IniFile Exit Program rent firmware version of the MatchPort

| COM Sett Q
Wiite W/LAM Config ﬂ and the MAC-address are displayed. You

[WLAN Disable -] Terminal TCPAP Settings | can edit the other parameters, which are
equal to those of the BIOS dialogue of

the terminal and of the Datafox Studio.

MHetwork, el
ersi AL |

FMetwaork, T ErEen oK. 3
| | Abbrechen | -

[ | IPAddess |000.000.000.000

Security Part 2000 El

Authenticd  Host Bits aoo a
Gateway |DDU.UDU.UDU.DDU

Key Tupe

Key [max] RemoteAccess [V

““““““ Blive 000

Retype K,

| Advanced Settings

T DataRate |TMbps | Autofalback [

Fadio Power Management Enable ™ Digable

Figure 44: Selection of the configuration file

3.5.8.6.5 WLAN settings

The WLAN settings allow the editing of values, that were read out of the terminal and loaded inon a
INI file or entered manually. It is very important, that the key cannot be read out of the terminal. It
also cannot be re-recorded, if it was not entered. If the key is available in the INT file, a group of *
characters is displayed on the key-edit fields after loading the data. It is also transmitted to the device
then. In order to use WLAN you have to set WLAN Enable. This parameter can also be set by the device
installer of Lantronix. If you want to configure several devices via WLANConfig, you have to note, that
the IP-address of the devices has also to be set.

Caution:
After transmitting the parameters the device has to be set from RS232 to TCP/IP,
so that the MatchPort is activated. Only then it is available in the network.

(L J
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£z WiLanConfig V1.2 E3

Read wLAN Config | Exit Program
. . COM Settings Select Ini-File
Write WLAM Config |

|WLAN Dizable j | Terminal TCRAE Sethngs |

| Wwireless Metwark Configuration
Network Name (S51D) |

max. 32 Zeichen

Metwark Type % Infrastucture Channel Country code

" dHoe | Charnel 1 ~| |usa |
| YWirelezs Nebwork, Security
Security Mone - Encryption TEIP &

&uthentication | Shared/PSE < Ty 1 &7

Kep Type @ Hew ( Passphrase  [the key will be written only if changing]
Key [max. B4 characters]

s

Retype Fey

| Advanced Settings
T DataRate |1Mbps  *| Autofalback [

Fadio Power Management ¢ Emable  Dizable

Figure 45: Selection of the configuration file
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Via Read WLAN Config the data are
loaded from the device to the program.

Via Write WLAN Config the data are
loaded from the program into the device.

Via Read INI file the data are loaded
from the selected file into the program.

Via Write INI file the data are written
from the program in the file.
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3.6 Access control Il with TS TMR33 modules

The following hardware is available to construct an access control with TS TMR33 modules. The differ-
ent options can be combined with each other according to the hardware requirements of the single devices.

e ° @ﬁé‘o
°
\ g(sﬁ/ge

3.6.1 Set-up

(]
)

ZK-MasterlV

Because the ZK-MasterIV is only used for the access control, door and remote
monitoring, you can supervise up to 16 doors with one device and control 18
doors at most.

Tiirmodul (TS TMR33-TM)
72 x 72 x 40 mm

The door module is offered as pure electronic component e.g. to build it in a
patress box, or in a housing for surface mounting with alarm control panel.

Reader (TS TMR33-L)
80 x 80 x 25 mm

The reader can be ordered separately to connect it directly to a PC or another
access check. A connecting diagram and a description of the commands for the
activation are included.

Module set = reader + door opening function (TS TMR33-LTM))
80 x 80 x 25 mm

The module set can be ordered separately to connect it directly to a PC or another
access check. A connecting diagram and a description of the commands for the
activation are included.

In the following chapters different possibilities to set the device up are explained. The ZK-MasterlV is
used as reference device.
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3.6.1.1 A door without a separate reader

The time recording terminal is access scanner, access master and door-opener at the same time. This
solution should only be used in protected places so that the door opening relay cannot be manipulated.

RS232 / 485
TCP/IP
GSM/GPRS
wLAN

Relay to the door opener

Input for door supervision

3.6.1.2 A door with a separate reader

The ZK-MasterIV is installed in a protected area inside a building and the reader is installed outside.
The terminal is access master and door-opener at the same time. The door opening relay is in the ZK-
MasterIV and thus in the protected area. The access identification captured by the reader is transmitted
to the ZK-MasterIV and analysed by it. If the access is permitted, the door is opened via the relay in the
ZK-MasterlV.

RS232 / 485
TCP/IP
GSM/GPRS
wLAN

RS485-wire, 1000 m at most

Relay to the door opener

Input for door supervision

Reader Type: 106020

Set reader
on RS485
via DIP-switch

This version is used frequently and can be installed easily and economically as shown in the figure above.
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3.6.1.3 Several external doors via RS485 bus

Here a door module has to be used so that the door opening relay is in the protected area.

RS232 / 485
TCP/IP
GSM/GPRS
wLAN

RS485 - Bus
1000 m at most

RS232 connection, 15 m at most

Door module
type: 106011
set on

RS485 and bus
number via
DIP-switch

Pus k:lbutton to

open
doors without
door handle
from inside,
if necessary.

- . Door supervision

Relay

Reader type: 106020

set reader
on RS485
via DIP-switch

Relay

Door supervision

The door module permanently calls up the reader. If a transponder is read the information is transmit-
ted from the reader to the door module. The ZK-MasterIV permanently polls to the door module. If
a booking is available, it is collected immediately. If the access is permitted, the ZK-MasterIV sends a
command to the door module to open the door.

1S5

Note:

The relay in the ZK-MasterIV can be used here as well. See chapter 3.1, that means
the terminal can replace the first door module. In order to use the appropriate
reader in the RS485 bus, it has to be set on RS485 via the DIP switches at the

backside of the reader.
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3.6.1.4 Several internal doors via RS485 bus

The combined reader + door-module is used here. The door opening relay is included in the combined
module. Watch out, this assembly must not be used at outdoor locations because then the relay is not in
a protected area.

RS232 / 485

TCP/IP RS485 - Bus
GSM/GPRS 1000 m at most
wLAN

Reader type:

106020 <0®%0 Rela;
\°’° Des —
0\ a /g@
set reader o )

,9
\

on RS485
via DIP-switch

/ Door supervision

O)

Pushbutton to
open

doors without
door handle
from inside,

if necessary.

“6°%0 Relay
g ."‘g
.5

05e®

/ Door supervision

<
\

The ZK-MasterIV permanently polls to the door module. If a booking is available, it is collected immedi-
ately. If the access is permitted, the ZK-MasterIV sends a command to the door module to open the door.

Note:

[@ The relay in the ZK-MasterIV can be used here as well. See chapter 3.1, that means
the terminal can replace the first door module. In order to use the appropriate
reader in the RS485 bus, it has to be set on RS485 via the DIP switches at the
backside of the reader.
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3.6.1.5 Mantrap function with RS485 bus

The combined reader + door-module and the reader-module is used here.

RS232 / 485

RS485 - Bus
é(Sjll\.j[//ICI})PRS 1000 m at most RS232 connection, 15 m at most
wLAN

Reader type:

106030 g9 9 Relay D
\g E 0 €
o56® \ " 2
set reader ‘ —) U Sce
on RS485 w”  Door supervision \/
via DIP-switch

Reader type: 106020

set reader
on RS485
via DIP-switch

“6°%0 Relay 0 g© Oy
&2 e
_® 3 o ¥ (o)
‘o >, e —
> Door supervision ‘ /

The ZK-MasterIV permanently polls to the door module. If a booking is available, it is collected immedi-
ately. If the access is permitted, the ZK-MasterIV sends a command to the door module to open the door.

Note:

[@: The relay in the ZK-MasterIV can be used here as well. See chapter 3.1, that means
the terminal can replace the first door module. In order to use the appropriate
reader in the RS485 bus, it has to be set on RS485 via the DIP switches at the
backside of the reader.
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3.6.2 Connection

The following figure shows the possibilities for connecting the TMR33 devices to a ZK-MasterIV for the ac-
cess control. The TMR33 devices have to be set depending on the interface that is used (RS232 or RS485).

RS232 RS485

ON

Stellung des Dipschalters 6 |2 010 H H H ]

on | 1 [] 8
Stellung des Dipschalters 6 °"| j d oo H b (1

Zutrittsmaster

Turleser = TR
Turleser = TR Turmodul = TM

Tirmodul = TM
Turleser = TR TUrmozd_Lrjll\A+RLeser

Tldrmodul + Leser
=TMR

weitere Gerate moglich

Teminierung des letzten
Gerites im RS485 - Bus

ON

Stellung des Dipschalters 8 or EHBJ (o] & l& n \DJE]!

Figure 46: Connection of the access control 11

The DIP switches 1 - 5 are for the bus configuration. Via them the bus number of the device is set. The
DIP switch 1 in position "‘ON"” and 2 - 5 in position "“OFF" stand for bus no. "‘1"’. The DIP switches
1 and 2 in position "‘ON"” and 3 - 5 in position "‘OFF"’ stand for bus no. "‘3"’.
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From this arise different possible combinations. The following figures show examples for the connection
wiring.

3.6.2.1 Wiring

In most cases a shielded twisted pair cable is used as transmission medium for the assembling of a RS485
bus. It should be a twisted pair cable because that way the voltages induced by an electromagnetic field
work opposite and thus offset each other.

In accordance with the specifications (TTA-EIA-485-A) the maximum cable length depends on the trans-
mission rate.

100 200 400 1000 1200
12000 1500 500 187,5 9,6

Table 8: Cable length dependent from the data rate

Our recommendations for a data cable are the following types of cables: Li-YcY 2x2x0,5 mm?, J-2YY
2x2x0,5 mm? oder J-Y(ST)Y 2x2x0,5 mm? (Cat5 shielded).
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Example: Wiring for a door

An external access reader TS TMR33-L is connected directly to the terminal. The door opening is con-
trolled via the relay integrated in the terminal. Further functions, e.g. supervision of the door (open or
closed), can be realized via the digital inputs of the ZK-MasterIV.

Anschluss Giber RS485

TS TMR33-L
— T T T = A
ZK-MasterlV | T—1 I

— T [ |
12 Volt i ‘ I i 10 \\\ /’ 2 |
RS485 B||7 9 | 3 =] |

A = R [ =

A [f4— ARy « ||

GND 5 7 5 T

- P I — | | = [ - I
Tiiriiber- GND| | 4 6 |2 =6 [

. I — | & B
wachung 12 Volt i | i L ——
Tiroffner- 2 4 8 38 |
Relais /A I I 3 9 |

: 2 10 |
1 11 I
|| Rl 1 J
extern max.  Tirkontakt & —_— e — e — e — —— -
42V AC/0,5 A Tiroffner
bzw.
60 vV DC/0,3 A

Figure 47: Wiring for a door

In this case the reader table (access control list) has to be configured as follows:

ID | ZM | TM | RefLocation | RefAction | PinGeneral
1 |1 320 | O 1 0
000 O 1 0

Table 9: Reader table

ID = 1 identifies the data record for the ZK-MasterIV, that always gets the value 320 in the column TM
(Tirmodul/ door module). ID = 2 identifies the external reader (T'S TMR33-L), that is connected to the
ZK-MasterIV via RS485. The type of connection (RS485) is marked by the zero at this position 000 in

the column TM.
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Example: Wiring of a mantrap

A door is controlled via an internal door module with integrated reader TMR33-TMR and an external ac-
cess reader TMR33-TR as mantrap In this case the internal door module is connected to the ZK-MasterIV
via a RS485 bus. The external access reader is connected to the internal door module with a RS232 stub.
The door opening is controlled via the relay integrated in the door module TMR33-TMR. In this case the
door module with the relay is in the secure area and the external access reader without a relay is in the
insecure area.

Anschluss tUber RS485

TMR33-LTM
oo T == == I
ZK-MasterlV | 11 ;’// \\ B |
12 Volt B I—:E N4 EE C| |
RS485 Bl 7 | % % :I% |
All6 | |
G | | 7] 5 =
GND 5 U, L =l
Tiriiber- GND| 4+ | 6 5 1 |6 —
wachung 12 Volt| | 3 5] 7 o
Tirsffner- | 2 = 18- |
. y — |
Relais / 1 3| 19 |
S 2 10 |
L 11 I
| == - J
Anschluss Gber RS232
~— | . | L R—— | _
extern max. Tirkontakt & e e N — |
42VACI05A  Tirbfiner |11 / NEE |
bzw. I % ‘L\ /J‘ 7
60 V DC/0,3 A 1 | e |
sl| |3 |
— - -
GND + ! 8 4 i |
extern max. I 7 ? - |
12V DC 5l =6 —
ARG S AR CE =
5] 7 L=l
I i i 35 |
I3 9 |
H 2] 10 |
I 11 |
| — J
Figure 48: Wiring of a mantrap
Note:
[@D e Connection for electricity supply via power supply unit or bell transformer.

Please note the hints for the calculation of the cable cross-section and the
cable length.
e Install the door-opener in the protected area when using it for exterior doors.
e At closed door contact aprox. 15 mA are used up at 12 V = 0,18 Watt. This
means a consumption of aprox. 1,6 kWh per year.
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Example: Controlling the door-opener only via the ZK-II You can control the door-opener directly via
the access control-II (ZK-II). Please note that the door-opener has to work in a voltage range from 8 to
12 V DC and must not exceed a power consumption of 100 mA.

Anschluss lber RS485
TS TMR33-TM bzw. TS TMR33-LTM

o — — —/7— —————— b
ZK-MasterlV | 71 : y 2 \ - |
—] T — | J| — |
12 Volt 8= 1 A 4l

RS485 B 7 =9 | B !
A6 —8 4 =l
GND 5 — . B = !
Tiriber- GND | 4 |2 E|[ = |
wachung 12Volt '3 |2 7| =] !
Tiréffner- — |2 | 4 8 gt |
Relais /1 2 9 |
. |28 10 '
" N 1) | |2 11 I
\- % l - D ]

Tirkontakt & —_————_—_—— =

Turéffner N . Uber PIN 7 (+) werden je
N nach Spannungsabfall
N 8-12V DC zur Verfigung
N gestellt.

Der angeschlossene
Verbraucher (Turoffner) darf
eine Stromaufnahme von
max. 100 mA haben.

Figure 49: Controlling the door-opener via ZK-I1

Example: Controlling the door-opener via the ZK-II and a push-button It is possible to additionally
connect a push-button for controlling the door-opener.

Anschluss tUber RS485

J TS TMR33-TM bzw. TS TMR33-LTM
—— - ——= N
ZK-MasterlV _I [ p— N |
— J | ﬂ (/ \y L
12 Volt 8— —i0 |\ 2 |
RS485 B [7. =9 || B !
A6 8 4 - !
PE. T | (g [ m
GND 5 . = 5
Tiriber- GND| | 4 612 /|6 =
— I -
wachung 12Volt '3 |2 7 = |
Tirdffner- 2 |4 8 gt |
Relais 1 I 3 9 I
— 2 ] 10 |
/ 1 11
aadl_ ¥ =] £ — ]
Turkontakt & _——————— =
Tirdffner Uber PIN 7 (+) werden je

\ nach Spannungsabfall
\ 8- 12V DC zur Verfigung
. |gestellt.

Der angeschlossene
Verbraucher (Turdffner) darf
eine Stromaufnahme von
max. 100 mA haben.

Figure 50: Controlling the door-opener via the ZK-II and push-button
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Example: Controlling the door-opener via the ZK-II, relay and push-button

You want to control the door-opener directly via the access control-II. You want to open the door without
transponder via a push-button in a lobby with a view of the entrance area. Additionally, this push-button
circuit should only be active at certain times. This scenario can be portrayed as follows:

] extern Relais (zus. TS TMR33-TM)
'-\ Anschluss iber RS485
TS TMR33-TM bzw. TS TMR33-LTM
~— T = N\
ZK-MasterlV 1"\ [ |
/ \
- —i |
12 Volt 18- | E N i
RS485 B|[7- , =2 B !
A6 e 4 | =]
GND 5—f |7 5 | | = |
=k — g ~| = -
Tiriiber- GND| | 4=—— 613 E|lE| [ |
wachung 12 Volt| | 3 | 5 7 - [
Tiréffner- |2 | 4 8 5 |
Relais /A T2 9 |
- 2 g e |
1 & 1 I
' J
extern max.
~\- | - 42V AC/0,5 A
Turkontakt & bzw.
Turoffner 60V DC/0,3 A
TS TMR33-TM
oo )
-W N 1 |
—— || ) 5 |
Anschluss der i NS 2 |
Spannungsversorgung |~ 9 3 (]
und des RS485 Bus IfJ? 4 = |
7 5 = !
sz =6 | = |
I Bl B> o [~ ﬁ
| 5 7 = B
= |
~ 3 9 |
Anschlussd I 7 @2 ﬁ |
Tasterschaltung | T % T |
- [i4
= — J

Figure 51: Controlling the door-opener via the ZK-II, the relay and a push-button

Initially, we use an external voltage source for the supply of the door-opener. It is controlled via the
relay of the TS TMR33-TM, connection 1 and 3 of the strip terminal P16. The NC contact of the relay
is bridged with the push-button. The activation of this push-button circuit is realized via an additional
relay (TS TMR33-TM). You can configure the period of time of the activation at the access control lists
in the ZK-II. For this you have to include the additional TS TMR33-TM module in the reader table. In
the action table you set which output (relay) is switched on which module of the reader table. Set the
elapse-value on 0. You define via the reference on a time model (RefTime) from when the relay switches
(push-button circuit activated) and when the relay drops out again.
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Zutrittskontolle fiir eine Tir

Spannungsversorgung
24V 300 mA 12V3A RS485 | RS232
AC/DC DC
Steckerleiste ZK-MasterlV HW V 1.4 (siehe Typenschild) B R |
. TSTMR3ZL |
GND +
o
) o :
{ B ;
‘ 5
4
3
2
1
~/GND ~/+
? GND
{ ¢
Zutrittskontolle fiir mehrere Tiren y | ’
TS TMR33-TM ! ! TS TMR33-L
S:
Steckerleiste ZK-MasterlV HW V 1.4 (siehe Typenschild) GND ’; | 1 1
Tees poeTy sz * = 10 2 =,
2 = . =
GND  + = : -
- 5 7 -
- 4 8 -
) GND = | 3 9 =
g% : : 1 -
‘ + 35 | 1 " B3
~ =1
GND ~/+ | GND  + TS TMR33-LTM \E |
o |
? Gno §
7
{ ; |
5
4
3 |
2
| |
) ) _T_S TMRaa-Lr_M“ ‘: | TSTMRIL )
e ol - o |
1 g g = 9 3 -
= 8 4 -
7 5 - 7 5 -
6 6 - 6 6 -
5 7 - 5 7 -
4 8 = 4 8 -
3 @ B > 1 =
1 1 35 1 1 3t
T
TS TMR33-L \: |
I i ; |
— =1 : Das letzte Modul terminiert
| | 7 5 | den RS485-Bus.
I 6 6
5 7
| | 4 8 |
| : ; |
(] 1 11 E
Weitere Module sind ! |
maglich. In diesem 2.B. Bus-Nr. 4 J
Fall verschiebt sich |
die Terminierung!
Figure 52: Wiring scheme
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3.6.2.2 Calculation instructions

When using Datafox access readers or door modules, the necessary cable cross-section has to be calculated
before setting up a RS485 network for the access control. The voltage drop in the whole bus must not
be higher than 4 V. Please note that if you use a Datafox device power supply unit as voltage source, 16
modules at most (8 in the RS485 bus and 8 via RS232 stub line) can be fed.

Maximum power consumption of the single modules:

TS-TMR33-TR 56,5 mA
TS-TMR33-TM  156,0 mA
TS-TMR33-TMR  180,0 mA

The result of it is a permissible maximum power consumption per Datafox device power supply unit of
(8 x 180,0 mA + 8 x 56,5 mA) 1,9 ampere. In order to assure this, you can calculate the necessary cross-
section for a given cable length or the permissible maximum cable length for a given cable cross-section.

Caution:
Before a setting up and commissioning of a ZK-network, in any case the calculation
° has to be done by a person qualified in this field.

The cable cross-section is calculated as follows:

2« [ = |
q= ">
k = U,
g = Cable cross-section in mm?
I = Current in A
I = Cable length in m
m

k = Conductivity (kappa) for Cu-conductor = 56
Uv = Voltage drop 4 V at most

Q = mm?

Thus the developed equation for calculating the maximum cable length for a given cable
cross-section is:
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3.6.2.3 Topologie
If a bus topology is used when setting up the network, you have to calculate the cable cross-section for each
bus segment with regard to the maximum power consumption of the respective segment (see figure 53).

At a star cabling the cable cross-section for each cable has to be calculated with regard to of the power
consumption of the respective module.

Note:

ng: Because this document only deals with the voltage supply of an access control
system, the depiction of the RS485 data bus is abandoned in the figures. The
voltage supply is simply depicted as one line. Additionally, the cable length that
has to be calculated is marked by a broken line.

3.6.2.4 Examples

3.6.2.4.1 Bus topology

We take as a basis that the longest distance from the voltage source to the last module is 65 m.

Segment 1 Segment 2 i Segment 3 i Segment 4 Segment 5 Segment 6 Segment 7
max. max. i max. i max. max. max. max.
Stromaufnahme = 1 Stromaufnahme = | Stromaufnahme = | Stromaufnahme = i Stromaufnahme = | Stromaufnahme = | Stromaufnahme =
Modul 1 - 11 Modul 2 - 11 iModuI4-11 iModuI5-11 Modul 7 - 11 Modul 9 - 11 Modul 10 - 11
3A | TS- ‘ TS- ‘ ‘ TS- ‘ ‘ TS- . ‘ TS- . TS- . TS-
DC-Netzteil - TMR33- TMR33- TMR33- TMR33- TMR33- TMR33- TMR33-
\ LT™ ‘ LT™ ‘ ‘ LT™M ‘ ‘ LT™M ‘ ™ LT™M ™

\
\
\\
ﬁ Spannungsversorgung

max. Leitungslange
bis zum letzten Modul |~

TS- TS- TS- Ts-
TMR33- TMR33- TMR33- TMR33-
L L L L

Figure 53: Bus topology

In order to assure a high safeguarding and to keep the calculation simple, you can take the following
steps. Calculate the power consumption of all modules connected to a voltage source (max. 16 modules)
and take the longest distance from the voltage source to the last module. If the result of this simplified
method of calculation for the cable cross-section is a value higher than 1,5 mm?, you have to use ad-
ditional power supply units and recalculate the system. By this additional power supply unit you can
compensate the voltage drop at a smaller cable cross-section by a shorter cable length (two sub-networks
with regard to the voltage supply not with regard to the RS485 data bus). The calculation of the total
power consumption for the example in figure 53 is as follows.

I =(4%56,5 mA) + (2% 156,0 mA) + (5% 180,0 mA) = 1.438 mA = 1,438 A

Now we put the values in the equation and get the necessary cable cross-section:
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2% 1,438A % 65m 2% 1,438A % 65m * V  mm?
q:

56— a4y 56m + 4V x A

Q = mm?

g = 0,83mm?

If we take as a basis that the bus has a maximum length of 200 m, the result of the calculation will be a
cable cross-section of 2,6 mm?. That means we would need an additional power supply unit.

3.6.2.4.2 Star topology

In this example the maximum cable length for each cable is calculated separately for a given cable cross-
section. We take a cable cross-section of 0, 75mm? as a basis. The length of each cable has to be calculated
separately.

TS-
TMR33-

+Strang 1
Jedes Segment ist fiir sich mit der

7 | max. Ausdehnung zu berechnen.

—
zu berechnende Leitungslange

//*/ *S
| 74»/ /F‘// pannungsversorgung
= /
7 / Pyl Ts /Strang 2
DC-Netzteil L Z e
e v Pz ™ | ]
/ /
7 S
i Strang 3 / TS-
/ — TMR33-
// L
///
o
TS-
TMR33-
LT™M

Figure 54: Star topology
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cable 1:

I =1x180,0mA + 1256, 5mA
I = 236,5mA

I =0,2365A

The result for the maximum cable length for cable 1 is:

5 m
_ 0,75mm *56m*4v B 0, 75mm? = 56m = 4V = A

2% 0,2365A ©2%0,2365A % V x mm?2
[ = 355,2m
cable 2:
I =1x156,0mA + 1256, 5mA
I =212,5mA
I=0,21254

The result for the maximum cable length for cable 2 is:

9 m
- 0, 75mm *569*mm2 * 4V B 0, 75mm?  56m = 4V = A

2x0,2125A ©2%0,2125A % V x mm?2
[ =395,3m
cable 3:
I =180,0mA
I=0,184

The result for the maximum cable length for cable 3 is:

2 m
_ 0, 75mm= + 56 5—="s # 4V 0 75mm? « 56m = 4V « A
B 20,184 250,184 % V % mm?2

[ = 466,7Tm

Note:

1S5

3.6.3 Configuration

The total power consumption has to be calculated for each cable.

fox

The basis of the access control II are tables. They store all information about the hardware configuration
of the access control system, access right of the staff, periods of time (activation, blocking times, holi-

days,...). There is the following connection between the tables:

The tables are created as text files. For an easier administration you can add comments within the files.
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RefReader
Portouk
Elapse
RefTime

ReflLocation
Refaction
FinGener al

RefGroup
RefTime
RefTimeMoPin

5

. Day
AckiveSkart Refroup

AckiveEnd RefTime

AckiveGenearal === -
| Time_1 4

RefReadsr
PortIn
Refaction
RefTime

Timeskark
TimeEnd

Figure 55: Data structure of the access control 11

When adding comments you have to notice that in a comment line no field values can be given and that
the comment line has to start with a semicolon.

A Reader.txt (Reader table) could look as follows:

; Reader list for the test access control system

; ID ZM TM RefLocation RefAction PinGeneral

1 1 320 1 1 0O

2 1 010 1 1 0

Please gather a close description of the table structure, indication of the data types and field length from
the following tables.
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gy
datafox:

Alias Data type Description
Length
ID Number 4 Unique Key (Wert > 0) of the Reader table.
(int)
ZM Number 4 It has in our example number 1. If there are several
(int) PZE-MasterIV in an access system, they can be depicted in
one table connection and it is not necessary to have a
separate string for each PZE-MasterIV.
™ Number 3 Contains two information in one number. Both figures on
(int) the left (010)indicate the bus number of the door module,
the figure on the right (010) contains information about the
type of connection. A 0 means a connection via RS485, a 1
stands for a connection via RS232 as stub.
RefLocation Number 4 Indicates which room is supervised by the reader.
(int)
RefAction Number 4 Indicates which action is worked through after a successful
(int) check.
PinGeneral Number 8 Can contain a numerical sequence via which a person
(int) without a card gets access.

Table 10: Reader

table (list of all devices

installed in the system - master and door modules)

Alias Data type Description
Length
ID String 20 Contains the card no. which is read at the TMR33 device
(ASCII) or terminal. A card can occur several times (is assigned to
several authority groups).
Group Number 4 Assigns the card to an authority group.
(int)
Pin Number 8 Activates a PIN query if not equal 0. Please note that a
(int) PIN must not start with a zero. 0815 would be invalid.
Menace Number 4 Activates (if not equal 0) a "‘menace-PIN"’ that can be
(int) added to the PIN. If entered, the system sends a data
record that can be analysed by software developed for this
purpose and sets off the alarm.
ActiveStart String 10 The tag entered here indicates the beginning of validity of
(Date) the card.
ActiveEnd String 10 The tag entered here indicates the end of validity of the
(Date) card (e.g. 2007-07-12 = yyyy-mm-dd).
ActiveGeneral | Number 1 Activates or deactivates this card record.
(int) 0 = card blocked

1 = card active

2= virtual card (use only via DLL)

3 = access only by entering the PIN
9 = general authority (no PIN query)

Table 11: Identification table (list of all cards known by the system))
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1D Number ID of the room. All other tables refer to this data line via
(int) this number, if necessary.

RefGroup Number 4 Reference to the identification table. Labels the access
(int) authorized group. All cards of this group have access to

this room.

RefTime Number 4 The time model in which authorized persons get access. (0
(int) = not used)
Number 4 The time model to which an additional PIN does not need

RefTimeNoPin | (int) to be entered (at peak times etc.).

Table 12: Location table (defines which card groups get access to which room at which time)

ID Number 4 ID of the time model. All other tables refer to this data
(int) line via this number, if necessary.

Weekdays Number 7 Indicates the weekdays on which the following period of
(int) time should be applied to (form: 7 digits at most 1-7 e.g.

134567 = Monday, Wednesday till Sunday)

TimeStart String 5 The start time for the period of time. (form: 24h HH:MM)
(Time)

TimeEnd String 5 The ending time for the period of time.
(Time)

Table 13: Time table (grouping of single time zones (weekday from to) as a time model number)

Day String 10 Date of the blocking day. (form: YYYY-MM-DD)
(Date)
RefGroup Number 4 Indicates the authorization group to which the blocking
(int) day is applied.
A zero defines a global validity for all groups.
RefTime Number 4 Indicates the assigned time model. (0 = not used) During
(int) this time access is granted. Thus, also "‘half holidays"’ like
New Year’s Eve can be realized.

Table 14: Holiday table (setting of blocking days like holidays or company holidays)

RefReader Number 4 Module (door module or master) on which is the digital
(int) input.

PortIn Number 1 Number of the digital input on the module.
(int)

RefAction Number 4 Reference to the action that should be carried out (e.g.
(int) switch relay).

RefTime Number 4 The time model which indicates when the digital input is
(int) checked. (0 = not used)

Table 15: Event table (assigning an action to a signal at the digital input)
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Alias Data type Description
Length
1D Number 4 Action number, it can occur several times because of
(int) several actions that have to be worked through.
RefReader Number 4 Module (door module or master) on which an
(int) output(relay) is switched.
PortOut Number 1 Indicates the number of the output on the module.
(int)
Elapse Number 3 The duration of the switching of the relay (0 =
(int) permanently). Unit 200 ms
RefTime Number 4 The time model indicates when the output may be
(int) switched. (0 = not used)

Table 16: Action table (list of all workable actions in the access control system; an action group - all
actions with the same action number - can switch several relays)

3.6.4 An example for a ZK system

On the basis of an example, it is demonstrated how an access control system is structured and configured.

The system consists of a RS485 bus via which a ZK-Master]V communicates with a TS TMR33-TM and
a TS TMR33-LTM. The TS TMR33-TM additionally communicates with a TS TMR33-L via a RS232
stub line.

Door 1 is controlled via the TS TMR33-TM. The cards of the access authorized persons are read at the
TS TMR33-L and analysed by the ZK-MasterIV.If a person is authorized, the TS TMR33-TM receives
a signal from the ZK-MasterlV and switches the open-collector for a given period of time in order to
open door 1. Because the TS TMR33-L, which is an insecure are, is connected via a RS232 stub line,
manipulation of the system can be ruled out.

Door 2 is controlled via the TS TMR33-LTM. The cards are read at this module and the data is trans-
mitted to the ZK-MasterIV. In case of access authorization the TS TMR33-LTM receives a signal for
switching the open-collector to which the door opener is connected.
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Figure 56: Schematic depiction of an example system
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zZum
TS-TMR33-LTM

Figure 57: Connection of the ZK-MasterIV

RS232 an PC

vom ZK-MasterlV

Simulation des Tlrdffners

Figure 58: Connection and configuration of the TS TMR33-LTM for RS485

The power supply for the ZK-MasterlV and the
access modules (TS TMR33) is established via the
red wire (12 V DC) and the blue wire (GND). Note
the information in chapter 3.2.1. The RS485 bus
is connected via the yellow wire (data line A =
+) and the grey wire (data line B = -). The 3 A
power supply unit is connected to the cabling via
an additional distribution box.

The bus no. is set on 0 via the DIP switch on the
door module with a reader (TS TMR33-LTM); the
DIP switches 1 to 5 have to be at OFF. The DIP
switch 7 always has to be at OFF. The module is
not the last module in the RS485 bus. Therefore,
the DIP switch 8 has to be at OFF. The power
supply is established via PIN 10 (GND) and 11 (8
- 14 V DCQ) of the edge connector P16. The RS485
data channel A (+) is connected via PIN 8 and the
data channel B (-) via PIN 9.

In this example, the door opener is connected via PIN 6 (open-collector -) and PIN 7 (open-collector
+). The power is provided by the module. An additional voltage source is not necessary. However, you
have to observe that the door opener has to work within a voltage range of 8 to 12 V DC and that the
current consumption has not to exceed 100 mA. Otherwise , the door opener can also be switched via the
relay. In that case, a voltage/ switching current of 42 V.AC/0,5 A or 60 V DC/0,3 A at most is permissible.
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Figure 59: TS-TMR33-TM-RS485

The bus no. is set on 1 via the DIP switch on the
door module without a reader (T'S TMR33-TM);
the DIP switch 1 has to be at ON, the DIP switches
2 to 5 have to be at OFF. The DIP switch 7 always
has to be at OFF. Because the module is the last
module in the RS485 bus, the bus with the DIP
switch 8 has to be at ON. The power supply and
the RS485 bus of the TS-TMR33-LTM is connected
analogous to figure 58. The power supply for the
external reader is established via PIN 10 and 11 of
the edge connector P16.

RxD (grey) is connected via PIN 2 of the edge connector P17 in figure ... and TxD (yellow) is connected

to PIN 3 of the RS232 stub line.

vom
TS-TMR33-TM

Figure 60: TS-TMR33-L-RS232-Stich

The communication with the reader (T'S-TMR33-
L) via a RS232 stub line is configured with the DIP
switch 6 at ON. No bus number has to be set for
the reader. The Dip switches 1 -5 are at OFF. The
DIP switch 7 always has to be at OFF. The DIP
switch 8 is also at OFF because no timing has to
be turned on. The power supply of the module is
established via PIN 10 and 11 of the edge connector
P16. The RS485 data channel A is connected via
PIN 3 and the data channel B via PIN 2 of the
edge connector P17.

After setting up and wiring the system, the software configuration has to be done. All tables are manda-
tory. However, the tables holiday and event can be empty. The tables are displayed in the form of text
files. You also can log comments within the text files for an easier maintenance of the system. You only
have to start a comment line with a semicolon in the first column. They must not be configuration data

within this comment line.
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The Reader.txt (Reader table) has the following content:
; Reader list for the example access control system
; ID ZM TM RefLocation RefAction PinGeneral

11 320 0 0 O
2 1 000 1 1 0
31 010 2 0 O
4 1 011 2 2 0

The data record with the ID 1 stands for the ZK-MasterIV and receives number 1 as access master (ZM
- Zutrittsmaster). The access master always receives the number 320 as TM value, that means it always
receives the bus number 32. Because the ZK-MasterIV is not necessary for controlling a relay or door
opener, you can enter 0 in the Location table for the reference to a data record. The same applies to the
reference to the Action or as PinGeneral.

The data record with the ID 2 stands for the TS TMR33-LTM and is managed via the access master
(ZM) 1. The module receives the number 000 as TM value; both numbers on the left stand for the bus
no. 0 and the number on the right 0 marks the communication via RS485. At this place only 0 or 1 are
permitted. This module is assigned to the room with the location-ID (RefLocation) 1. If an access is
authorized, the action (RefAction) 1 shall be carried out. A PIN for an access without card (PinGeneral)
is not used; therefore, the value at this place is 0.

The data record with the ID 3 stands for the TS TMR33-TM and is managed via the ZM 1. The module
receives the number 010 as TM value. This value corresponds to the bus no. 1 with a communication
via RS485. The module is assigned to the room with the location-ID (RefLocation) 1. Because the door
module has no reader, it cannot set off an action in this example. As a note: it would be possible to set
off an action via the digital or analogous inputs of the door module. It is also not possible to enter a PIN,
thus, PinGeneral = 0.

The data record with the ID 4 stands for the TS TMR33-L and is also managed via the ZM 1. The
module receives the number 011 as TM value. This value corresponds to the connection to the module
with the bus no. 1 via RS232 via a stub line (data record 3). This module is assigned to the room
with the location-ID (RefLocation) 2. If an access is authorized, the action (RefAction) 2 shall be car-
ried out. A PIN for an access without card (PinGeneral) is not used; therefore, the value at this place is 0.

The Identification.txt (Identification table) has the following content:
; Identification list for the example access control system

; ID Group Pin Menace ActiveStart ActiveEnd ActiveGeneral

1111 1 1111 511 2005-01-01 2008-01-01 1

2222 2 2222 522 2005-01-01 2008-01-01 1

You can adjust the ID or the PIN and the menace code to your requirements, dependent on the card
number you use. The time domain for ActiveStart and ActiveEnd can be set as well. If you do not have
modules with a keyboard, you can also set the PIN and menace code on 0.
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The Location.txt (Location table) has the following content:
; Location list for the example access control system

; ID RefGroup RefTime RefTimeNoPin

11 3 3

1 2 3 3
2 1 10

The first data record sets that the person group 1 gets access to room 1 for the time model 3 without
needing to enter the additional PIN within the time model 3, because in this example the TS TMR33-L
and the TS TMR33-TM has no keyboard. The second data record defines the same for the person group
2. The third data record sets, that only the person group 1 gets access to room 2 within the time model
1 and additionally has to enter the PIN defined in the Identification.

The Time.txt (Time table) has the following content:
; Time list for the example access control system

; ID Weekdays TimeStart TimeEnd

1 12345 07:00 13:00

2 12345 13:01 18:59

3 12345 07:00 18:59

In the time table the different time models are defined.

The Action.txt (Time table) has the following content:
; Action list for the example access control system
; ID RefRead PortOut Elapse RefTime

1 1 1 25 0
1 2 2 25 0
2 31 25 0
2 3 2 250

The first data record sets that the first internal relay (PortOut = 1) of the ZK-MasterIV (RefRead 1 =
reference to the first data record of the reader table) is switched for the duration of 5 seconds. If you set
Elapse on = you have to give a time model in which you define how long the relay should be switched.
Otherwise, the switched relay permanently stays in this state. The second data record sets that the
open-collector (PortOut = 2) is switched on the TS TMR33-LTM (reference to the second data record of
the reader table) for the duration of 5 seconds. You can now deduce data record 4 and 5.

The tables Holiday and Event are not necessary for this example. With regard to the configuration of the
holiday table it has to be mentioned that at first you set a holiday in the format YYY-MM-DD. Next, you
set the group for which this arrangement should be valid. If several groups are concerned, simply display
the data record with the same date several times and change the group ID. In the third column of each data
record you can additionally set a time model. By this way you can define half-holidays like Christmas Eve.

The data record 2006-12-24 1 1 in the holiday table with the time model 1 12345 07:00 13:00 means that
on 24 Dec 2006 the person group 1 only gets access from 7 am to 1 pm (13:00).

With regard to the event table, the following things have to be mentioned: at first, you have to set the
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module or the access master with a reference to the reader table on which the digital input is to be
supervised. The second value gives the number of the digital input. The third value is a reference to
the action table; this action is carried out if the level of the digital input changes. The forth and last
value is a reference to the time table for setting the time model which is valid for the execution of the action.

Even if you do not need the holiday and event table, they have to be generated as *.txt files (empty) and
be transmitted to the device together with the other files.

If you have paid attention to the construction and configuration instructions and their hints, you can
transmit the lists (tables or text files) to the ZK-MasterIV with a standard setup for the access control
and test them.

3.7 Timing of the digital exits for the MasterlV device series

It is possible to time the digital outputs of the MasterlV device series via tables. Thus, for example a
turn down of the heating system at nigh, a buzzer control and much more can be realized.

Caution:
In order to use the timing of the digital exits, the firmware version 04.01.01.17 (or
higher) has to be installed on the terminal.

o=

The following tables have to be configured:

» Action
» Reader
» Time
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Description:

Each action that should be activated has to be entered in the table Action. The table Action refers to
the tables Reader and Time. In the table Reader the module is left on which the relay or the Open
Collector is to be switched. The reference to the table Time indicates when the switch shall be done. If
start and stop time are entered, the relay is switched on when exceeding the start time and switched
off when exceeding the stop time. The entry of the duration FElapse in the table Action is ignored. If
the relay should only be activated for a few seconds, e.g. for a buzzer control, the stop time has to be set
on "00 : 00". If the start time is exceeded, the respective exit will be switched for X seconds (RefTime
in Action table). The entry Elapse in the table Action now indicates the on-time.

Example:

P A buzzer is to be activated for 3 seconds from Monday to Friday at 10.00 am and 4 pm
16.00. The buzzer is controlled by the internal relay of the ZK-MasterIV.

P The heating system is to be turned on the "‘day mode" at am and on the "‘night mode"’ at
7 pm on all weekdays. The corresponding relay is at the door module with the bus number
Reader.txt
; ID ZM TM RefLocation RefAction PinGeneral
1 1 320 0 0 0
2 1 0 0 0 0
Time.txt
; ID Weekdays TimeStart TimeEnd
3 12345 10:00 00:00
4 12345 16:00 00:00
5 1234567
Action.txt
; ID RefRead PortOut Elapse RefTime
6 1 1 15 3
7 1 1 15 4
8 2 1 0 5
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3.8 Access control Il with PHG modules

The following hardware is available to set up an access control with PHG modules. The devices can be
combined in different ways according to their hardware requirements.

ZK-MasterIV

Because the ZK-MasterIV is only used for the access control, door and remote
monitoring, you can supervise up to 16 doors with one device and control 18
doors at most.

—Es VOXIO
: ’xs Unterputz: 81 x 81 x 11 mm (BxHxT)
o) Aufputz: 81 x 81 x 40 mm (BxHxT)
L Bl
L (L B

The VOXIO can be used with Legic or Mifare. It is available for in-wall or on-
wall mounting with or without keyboard. Each reader has a sabotage recognition,
three lamps for visualising the state and a buzzer for the acoustic signalling.

RELINO

3 50 x 50 x 43 mm (BxHxT)

The RELINO reader can be used with Legic or Mifare. It is available for in-wall
mounting. Fach reader has three luminous fields for visualizing the state and a
buzzer for acoustic signalling.

I/0-Box
51 x 48 x 22 mm (LxBxH)

The I/O-Box as equipment for the RFID-wall reader or RELINO reader has two
digital inputs and two digital outputs. The I?C bus is used as interface.

Version: 04.01.07.00 Page 88 www.datafox.de



Manual Datafox ZK-MasterlV
data

(1) €

3.8.1 Connection

In order to connect the PHG modules please note the PHG documentation on the Datafox CD:
-\\Datafox-Geréte\Datafox-Zutritt-Module\PHG *.pdf

In the PHG documents for the single modules the pin assignment and configuration via the DIP switches
are described. In order to carry out an access control with the ZK-MasterIV the option "‘access"’ has
to be integrated (Datafox Art. no. 105201). The following figure shows the possible connections o PHG
devices to a ZK-MasterIV for an access control.

1’c RS485

ON

Stellung des Dipschalters 5 i [0 H H Q ]

Zutrittsmaster

Turleser = L

Turleser = L

10-Box

weitere Gerate moglich

Teminierung des letzten
Gerites im RS485 - Bus

o

o CIE
Stellung des Dipschalters 7 orF ED d j d ] U@
Figure 61: Connection of the access control 11

The bus number of the module is set via the DIP switches 1 - 4. The DIP switch 5 always has to be at
"ON". The DIP switches 6 and 8 always have to be at ""OFF"". With the DIP switch 7 = "“ON"’ the
RS485 bus is terminated at the last module, otherwise always "‘OFF"’.

If additionally a door-opener is to be controlled via a relay, the IO-box has to be used. With the I0-box
two digital exits as relays are available.
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3.8.2 Configuration

daﬁ%(:

The access modules of PHG with phg-crypt-protocol use an encryption in accordance with the Rijndael
/ AES-128 standard (AES - Advanced Encryption Standard). The code is set in the setup under access
after selecting the access series. The 1685 protocol of PHG is not supported by Datafox.

Setup Einstellungen fiir PZE-MasterIV

Datei  Kommunikation

&y Bedienung

-E FZE Maszterv Zuitrittzkontrolle ]
+ E—E‘ Datensatze
B8 Listen Yenwendeter Lesertyp : |F'HG [VOXI0, Relina, ...] j

mv Signakverabeitung

5
5
5
+ Zutrittzk ontrolle 2

AES Key [nur bei PHE] |D1 23456789ABCDEFDT 234567 334BCDEF

[ Zutittzpriifung im Hauptmenue miglich

Hirweiz: Mur in Werbindung des intermen Lesers. PZE - Maodus ist damit
nicht maglich. da Gerat immer in einem F - T asten - Zustand
wernweilt.

Info DragiDrop

f Ll

Zuzatzliche Funktion

[ Transpondenwert flir Zutrittspriifung zuschneiden.

e e [ -20)

Tranzponder, globale Einstellung veréndem

-

Searent Mr. Ablageformat Feste Lange
SR =z =
2. [Kein 2| | =z =
3 [ken ] | 7| [

Leer = Standardzchliizzel oder 16 Byte Hewxwert

Hirwweiz: Bei fester Feldlange wird gaf. mit fibrenden Hullen aufgefiillt.

X

Figure 62: Communication key for the PHG-crypt protocol

The modules always work with encryption. If no code is entered, a not published standard code is used;

otherwise, the entered user code is used. Please use all the 16 byte of the code.

All door modules that are compiled in the reader table have to be available in the RS485 network in order
to guarantee that the code can be changed in all modules, if a new setup with a different code is loaded.
If a door module from the list is missing in the bus, no change of the code takes place. The old setup with
the old code has to be reloaded; otherwise, after rebooting the device it is not possible to communicate

with the door modules until the right code is used again.

If a defective reader is replaced by a new reader that has not been used yet, the firmware recognizes this
automatically at the start and sets up the encryption. The reader can also be changed during operation,

the firmware automatically integrates it.

If you have forgotten the user code for a door module, there is no possibility to activate the readers. The

reset of the forgotten key at the reader can only be done by PHG.
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3.9 Status message of the access control

For the admission control following state messages are defined. The decimal values of the state message
can be saved to every data record.

Display Assigned status message

Module recognised, everything is okay

Module not defined in the list but found in the bus
Module from the list not found in the bus

Module wrong coding password

Module wrong login password

Module wrong reader type (Mifare, Legic, Unique, etc.)

Module error while configuring the module

QO U x| WO

Module neither found in the list nor in the bus (is not used)

—_
o

The communication key for the PHG-Crypt-protocol has been changed

ot
ot

The communication key for the PHG-Crypt-protocol has not been
changed

Table 17: Initialization / Communication

Display Assigned status message

20 Access granted for this card number

21 Card number not contained in the identification list
22 Card number blocked

23 Time of validity of card number expired

24 Room not contained in the location list

25 No access during this time

26 Awaiting PIN entry (green LED flashes)

27 Entered PIN is invalid

28 PIN with menace code was entered

29 Entered PIN is OK

30 Entered master PIN is OK

31 Time-out for PIN entry

32 Card number with general authorization

34 Card number in the online mode read

35 PIN in the online mode read

100 Access control deactivated in the setup

101 At the moment the access control cannot be called up (busy)
102 Access control needs the lists

103 Incorrect bus type (Datafox, PHG, etc.)

Table 18: Access control
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Display Assigned status message

40 Digital output 1 is low (off)

41 Put digital output 1 on high (on)

42 Digital output 1 is trigger (on for given period of time)
43 Digital output 2 is low (off)

44 Put digital output 2 on high (on)

45 Digital output 2 is trigger (on for given period of time)

Table 19: Digital Output

Display Assigned status message
GIS PHG

60 Digital input 1 is low I0-Box closed

61 Digital input 1 is high 10-Box open

62 Digital input 2 is low 10-Box closed

63 Digital input 2 is high 10-Box open

64 Digital input 3 is low sabotage supervision -> communication
channel OK

65 Digital input 3 is high sabotage supervision -> communication
channel interrupted

66 Digital input 3 was interrupted PHG not used

67 Digital input 3 was short-circuited PHG not used

70 not used Digital input 1 reader low

71 not used Digital input 1 reader high

72 not used Digital input 2 reader low

73 not used Digital input 2 reader high

74 not used Alarm control panel -> state of device
OK

75 not used Alarm control panel -> device
manipulated

Table 20: Digital Input
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4 DatafoxStudiolV - General operation

Note:
ng The dialogues can differ from the presentations in this manual, dependent on the
version of the DatafoxStudiolV. This also applies to differences in functionality.

4.1 Installation

The DatafoxStudiolVis required for setting up and changing the device setup. The setup and communi-
cation program just consist of the files DatafoxStudiolV.exe and DFComDLL.dIl. A real installation is
not necessary. Just copy the files into the desired directory and create a link to DatafoxStudiolV.exe in
the program menu or at the desktop.

System requirements

» PC with Microsoft Windows 95/98/NT/2000/ME/XP
» 64 MB RAM

» minimum 2 MB HD memory

Use

Caution:

If there are different versions of the DFComDLL.dll on the PC where the program
DatafoxStudiol Vis run, it can lead to malfunctions, because possibly a wrong ver-
sion of the DLL is loaded by the program. Therefore, always pay attention to the
software version and compatibility (see chapter 2.1).

o=

User interface

Description of the main menu items

File: Open, save, create setup file

View: Hide and unhide status bar and toolbar

Setup: Basic settings like edit setup, import lists, set data storage, load firmware and device
maintenance via modem connection

Communication: Setting of the communication, commands for a communication between the PC and
the terminal

Window: Set the order of the windows

? Information about the program and version requirements for the firmware and DF-
ComDLL.dIl

The single functions are explained in detail in the following chapters.

4.2 Operation of the DatafoxStudiolV

All functions you need about the setup are available via the menu of the DatafoxStudiolV. The most
important functions can additionally be called up via the toolbar.
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ESl DatafoxStudiolV - ZK-MasterlV-Setup.aes |Z|E|g| Client-Window
Date At Konfigration et Konmaton Ferser 7 The edition, e.g. writ-
D&M B 8| |of of of okt | S| ?

ing setup, etc., always
refers to the current
Belegler ZK-MasterIV-Setup.aes FEX marked window. — The
Benitigte Setupeigenschaften file name of the Setup

- Belegter Setupspeicher: 2.8%% . .. . .
| eniert G e 10 kEte file is visible in the title

Beniitigter Zutrittslistenspeicher: 0.5 kByte bar.

| Importier
Definierte Datensitze: [1]

Datensatzbeschreibung [ 0 ): ""Zutrittsbuchung"

Importierte Listen: [ 0wvon 0]

Importierte Listen: [ 6 von 7]

Importierte Zeilen: 4
Listenquelle: E:\\Datafox Setups\02 Datafox ZK-MasterlViListen\Reader.t<t

Importierte Zeilen: 2 I
Listenquelle: E\\Datafox Setups\02_Datafox_ZK-MasterlViListen\ldentification.txt

| Importierte Zeilen: 4
Listenquelle: E:\Datafox Setupsi02_Datafox_ZK-MasterliListen\Location.bxt

Figure 63: DatafoxStudiolV User interface

As long as the setup-mask-dialogue is opened you have no access to other functions of the DatafoxStu-
diolV. Only if the dialogue is closed, you can call up and carry out other functions from the studio for
the setup that is chosen currently.

Note:

[@: Please take into consideration that, if several setups have been opened in the main
window of the DatafoxStudiolV, the changes only refer to the currently chosen
setup. This means the setup window which is not covered by another window.

4.3 Menu Datei

Under the menu item < Datei > are several standard functions that you know from other office appli-
cations and that are not examined further. Such functions are for example < Speichern > for saving
changes.

4.3.1 Creating a new setup file

You can create a new setup file via < Datei => Neu >. A new client window will be opened in the
DatafoxStudiol V. After creating a setup file you should save it under the name of your choice. After
successfully saving the setup file the new file name will be displayed in the title bar of the client window.
With that, the creating of a new setup file is finished. The setup now can be edited at will.
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Main window of the DatafoxStudiolV
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Datei  Kommurikation

Importierte Listen: [ 0 ¥ P i pMasteily Globiale Y arishle |-T,anspo,jde(|
= B8 Datensitze

Importierte Listen: [ 6 mm Zulitiskontrolle 2 Ep "Hamen fu Globale Variable (G

Listenbeschreibung [ 0 Efien Det Name der Vriablen kann mas. 16 Zeichen haben,
it
=0 el ]

Importierte Zeilen: 4 Mur Wariable mit einem Namen kinnen venvendet werden,
Listenquelle: E:Datafox
Liggcher Hame: Standardwert

Listenbeschreibung [ 1 iGelale_-Nr

122
Importierte Zeilen: 2 BY 1. i I
Listenquelle: EADatafox

Setup mask dialogue

GY 2 | 7 I

Listenbeschreibung . | I
Importierte Zeilen: 4 BY3: S
Listenquelle: E:\Datafox |

BY & il

Importierte Zeilen: 4 GY 5 | F I
Listenquelle: EADatafox |
GV 6 = |

GV?:' I I

GVS:' B I

maw. 16 Zeichen

Eersit ||

Figure 64: User interface of the DatafoxStudiol V

4.3.2 Open setup file

In order to open an already created setup file with the DatafoxStudiolV, click on < Datei => "O f fnen >
in the menu and select the directory that contains the file. Open the file with a double click on it.
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4.4 Menu Setup

4.4.1 Edit

Via the menu item < Setup => Editieren > you reach the domain of the DatafoxStudiolV where you
can edit a setup. You can find a more detailed description of the procedure in chapter 5.

Note:

€5

out as well.

4.4.2 Import access control lists

By double clicking on the white surface of the window, this menu order is carried

The access control lists are defined in the setup with a fixed name and structure.

Dateien mit Zutrittslistendaten offnen.

Suchen in: |L'f) Listen j o £ E3-

D ateinanme: |' ‘Action tat" "Event tat" "Holiday. tt" "' dentificati
j Abbrechen

D ateityp: |Te:-:t Dateien [ “tut ]

You can import all necessary ac-
cess control lists into the setup pro-
gram via the menu item < Setup =>

Zutrittskontrolllisten Listen importieren >.
Select the lists as shown in the figure opposite
and open them. You can select several files at the
same time by pressing and holding the Ctrl key.

Figure 65: File selection dialogue for the import of access control lists
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4.4.3 Configure data storage

Under the menu item < Setup => Datenablage konfigurieren > a dialogue opens where you can set
how the read out data records should be saved.

P§| You can define if an existing file should be over-

Einstellungen zum Datenexport == written or if the data shall be added to the file.

[v Draten an Datei anhangen [wenn D atei bereits vorhanden)
Furthermore, you can set the output format

Ausgabeformat and define if and how field names should be used

¢ ASCII; mit Tab getiennt [Excel) in the data files in order to be able to identify the
" ASCH: keine Trennzeichen; feste Feldlange field values more easily.
Feldnamen

{* keine Feldnamen in Daten-D atei
" Feldnamen alz Oberschiift in der ersten Zeile

" Feldnamen wor jedem Eintrag

Figure 66: Configuration of the data storage

Caution:
If you read out data from several terminals and want to unite them into a single
file, you necessarily have to activate the option "‘Add data to file"’ in order to
avoid data loss. Otherwise, only the data of the terminal that was read out last are
preserved.

o=
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4.4.4 Load firmware

Firmware Update Master IV g

Pfadangabe und D ateiname der zuletzt gewahlten Firmwaredate :

Arbeitzordner Entwicklung®k SoftwaretFirmware 04,01, 04404.00.04.43404.07.04. 43, df=

Informationen zur Fimmwaredate
|Masterl\n‘

|04.01.04.43

Gerdtetyp :

Firmwarewersion ;

Zeitstempel 2008-04-23 11:16:21

Update durchfiibren

Zusatzoptinmjn éndern| Bootloader aktivieren |
Update 4

Letzter Status

LOADED

Sefiennurnmer ; 0

Gerat 2R Mazterl
Fommunik ation : R5232
Schrittztelle : COMI

Baud : 33400
Tirneowt 1600
Bushumnmer 1254

Einstellungen t}

K.amnumik ationztest

Uhr stellen | Setup schreiben Lizten laden | Zutrittsk antrallisten Iaden|

Editieren | Daten lesen, laschen, anzeigen | F.anfiguration schreiben |

FIgUre o/ ririmware update dlalogue

Caution:

o=
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You can make all necessary settings for a
firmware update via the menu item
< Setup => Firmware laden >.

You can select a *.zip archive which
contains the firmware file (*.hex) for the
ZK-MasterIVvia the button (1).

Via the button <
Zusatzoptionen "andern > (2) you
can select the access series (TS/ PHG)
you use. It is important that this is done
before the firmware update, otherwise
the wrong firmware (wrong access series)
could be installed.

Before transmitting the <
Einstellungen > (3) for the commu-
nication (kind of communication, timeout
etc.) should be checked. If all settings are
correct, the update can be started via the
button < Update > (4).

Please note at all costs the information under software versions and compatibility
as well as firmware update/ downgrade in the chapters 2.2.1 and 2.2.2.
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With the Additional options you can

define which additional functions have to
FifEtEmEEe U s ~troptionen der —" - be provided by the firmware.
Arbeitzordner Enbwicklunghb
Gerat : Zk.-Masterly
Informationen zur Fimeare| Kommunikation : R5232 1 1 1 1
! e Sohmtacle - COM This is especially important for the
Geratetyp : *) Baud ey firmware updates from version <
Firrnwwareversion ; D401 Busnummer 254 04.01.04.32. In this case at first a
Zeitstempel : 200 Zu setzende externe Lesersenie firmware update with the version >—
Update durchibren & T5 - Serie 04.01.04.32 has to be done. Only then the
£ PHE -Serie terminal can set the additional options.
Zuzatzaptionen dndern Hirwveis: Hier konnen Sie angeben, von welcher
Sernie |hre eingesetzten externen Zutritts- L. .
_ Madule sind. Now set the additional options and apply
Letzter Status :
Zuzatzliche Optionen fir die einzusetzende Firrmwarne them tO the terminal by pressing OK. It
Bl 7K -Mastd [ Verwendung eines 10-Maodul [Gerdt hat kein GPS) 15 very 1mp0rtant that now you do again
Fommunikation  RS232 [~ Wernwendung angebundener Timeboys a ﬁrmware update.
Schnittstelle : COmM1
Baud - 30400 Hirwseiz: Hier konnen Sie angeben, welche Zusatz-
Ti t - 1600 Funktionen lhre einzusetzende . . .
Busmummer 254 Firmware: haben muf. Only now, with the information from the
. terminal, the DatafoxStudiolV can select
instellungen Achtung ’
the appropriate firmware from the device
ko ik ationstest . . o .
AMLARANEEs , ] file archive via the additional options.
Uhr stellen Seh " A o
Editizren D Einstellungen | 0k |

Figure 68: Additional options

4.4.5 Device maintenance via modem connection

It often happens that a ZK-MasterIV is autarkically installed as data entry terminal at a machine or
plant. In this case it would be very time-consuming to do a firmware update with direct connection to a
PC. Therefore, it is possible to transmit data to the device or read them from the device via a modem
connection.

All settings to take here, except for the PIN and phone number, refer to the configuration of the modem
at you PC. That means, the external modem at the terminal has already to be configured for such a
connection.
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Geratewartung iiber Modemwverbindung durchfiihren

0X

Wargabeh
gehEbe Schrittstelle ;| COMI | mit Timeout: [2000ms =

* MicroLink 56k Fun || [Devola)

" MC35 Terminal [Siemens)

Initializierung : |ateUﬁatI1 HatwIHatbo O atbd D ats0=04ats1 4=08at46=6

" FRITZICard PLI [24h)
PIM :

Werbindungsdauer : 0:00:00

Rufrummer - | 0123456783m

‘wartezeit fur Yerbindungsaufbau : |45 - Werbinden

Akbion - Seriennummer auslesen ﬂ Ausfihren

Geratedate : Firmwareversion auslesen 01.04.324BDE,
Setupdatei : Gerdtedatei Ubertragen (Firmwareupdate]
Listenpfad :

Datenzatzablage: | [atensitze auslesen. t

Datei fir GPRS: | GPRS Konfigurationsdaten schreiben

TIENALMMEr 3L

Uhr mit Systemzeit abagleichen

Setupdatei Ubertragen

Setupdatei mit Listen Ubertragen

Listen, paszend zur angegebenen Setupdatei, iibertragen
Zutrittzlisten, passend zur angegebenen Setupdate, Ubertragen

GPRS Konfigurationzdaten lezen

LLLLL

Systemwariablen fur Signalverarbeitung lesenschreiben.
Timebaoylistern impartiersn und laden,
StartUp-Yariablen lesen.

Startlp-ariablen schreiben. Ausgabe lnschen
Auf Datensatze prifen.

| Meldungen

Alle vorhandenen D atenzatze [dzchen. |

Datenzatz lesen [nicht loschen)
Datenzatz lesen [wird geloschi!l)
F.amrmunikation urmschalten [GSMIGSM/GPRS]

Figure 69: Device maintenance via modem connection

4.4.5.1 Functions for device maintenance

vyvyy

v

Read out serial number

Read out firmware version

Compare clock with system time

Transmit device file (firmware update) - Via the button 1 in figure 69 a dialogue opens
where you can select the device file with the extension "‘.hex"’. When you have marked
the file, you can take it over via the button "‘Open"’.

Transmit setup file - Via the button 2 in figure 69 a dialogue opens where you can
select the setup file with the extension "‘.aes"’. When you have marked the file, you
can take it over via the button "‘Open"’.

Transmit setup file with lists - Via the button 3 in figure 69 a dialogue opens where
you can define the folder (path) that contains the list files.

Transmit lists matching to the given setup file - Only the list data of the button (3)
are transmitted here.

Transmit access lists matching to the given setup file - Here the access lists have to be
assigned to the button (3)
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v
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.............................................................. dafa ox:

read out data records - Via this function you can read out data records from the ZK-
MasterIV. Via the button 4 in figure 69 a dialogue opens where you can define the
folder (path) in which you want to save the data records.

Read GPRS configuration data - Via the button (5) a dialogue opens where you can
define the GPRS.ini. Just create a new file, name it GPRS.ini and select it. Now, the
current GPRS configuration is read from the device and written into the *.ini file.
Write GPRS configuration data - Select the configuration file (GPRS.ini) that contains
the desired settings via the button (5).

Read/ write system variables for signal processing - A selection dialogue opens where
you can select the desired system variables of the digital inputs and then read or write
them. See chapter 4.5.8.

Import and load Timeboy lists - The dialogue "‘Import and transmit data of the lists
of the Timeboy"’ opens. See chapter 4.5.3.

Read StartUp variables - Via this function you can read out the StartUp variables.
Write StartUp variables - Via this function you can write StartUp variables.
Checking for data records - It is examined whether there are data records in the device.
Delete all existing data records - Deletes all data records from the device. This is
absolutely necessary before you can install a new firmware or setup.

Read data record (not delete) - reads a selected data record without deleting it

Read data record (is deleted!) - reads a selected data record and then deletes it
Switch over communication (GSM, GSM/GPRS)

Note:

S In order to carry out the functions "“Iransmit device file"” and "‘Transmit setup
file"’, no data records must be on the device. In this case you first have to read out
all data from the device (see chapter 4.5.4).
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4.4.6 Edit text data of the firmware

From version 04.01.06. x you can edit the text data of the device firmware about DatafoxStudiol V. Open
the edit dialogue about the menu < Setup => Textdaten der Firmware bearbeiten >. Open now an

device file archive *.dfz. The Defaulttexte of the firmware with a description are indicated.

DatafoxStudiolV - Bearbeiten der Textdaten ( Firmware )

Default-Language | Efy__DateniTest.dfz User-Language | Offnen/Meu
Die Darstellung auf dem Display Unterstiitzt folgende Zeichen: 09, AZ. az. Leerzeichen, | "#3 % '[1%+ - /o= 7@ []"_"{IJAD 0 &EGUR ™
DefaultiDescription/Beschreibung) DefaultiMessage/Meldung) UseriDescription/Beschreibung) User(Message/Meldung) »
EIOS
_ Allgemeine Definitionen
. Einheit Megabyte MBEvke
Einhieit Kilobyte kEyte
EIOS Meni
_Textin Zeile 3 Bios
_ Uberschrift Menibox Mend
IMenil Einkrag 1 Public Allgemeine Informationen
UntetMeni Einkrag 1 Info Firnnware Info
_ Menitext 1 Fir Seriennummer serial number
Meniikext 2 Filr Firmwareversion Firrnware
Menitext 3 fur Erstellungsdatum build date
UnterMent Einkrag 2 Fir Speicherbelequng Speicherbelagung
- UnkerMenii Einkrag 3 fir Transpondertest Tranpondertest
Message Box 1 fir Transponder vorhalten ... |iritEitke halten Sighritden Tranponder...
Message Box 2 Flr Transponder 0K Tranponder O.K.
UnterMenii Einkrag 4 Fir Signalstarke Mobilfunk | Signalskarke
- UnkerMenii Einkrag 5 Fir Ringspeichergrife Datenspeicher
UnkerMenii Einkrag 6 fiir Liskengrale Listenspeicher
Mend Einkrag 2 flr Device Benutzereinstelungen 7
Pire Tramermandarmani FE1 LESTY Trarmermndar Mand -
Spalte/Calumn ]—:I | SRR
f ik et il | Info Schliefien Abbrechen

Figure 70: Default Text-Datendatei Offnen

Open or generated now a new linguistic file for the firmware with the ending *.dfl. If you have generated
a new file, the right side of the list is empty.

DatafoxStudiolV - Bearbeiten der Textdaten ( Firmware )

Default-Language | B\ DateniTest.dfz Gffnen Iser-Language | E:\__ Datenitest.dfl
Die Darstellung auf dem Display Unterstiitzt folgende Zeichen: 09, AZ. az. Leerzeichen, | "#3 % '[1%+ - /o= 7@ []"_"{IJAD0&EGUR ™
DefaultiDescription/Beschreibung) DefaultiMessage/Meldung) UseriDescription/Beschreibung) User(Message/Meldung) »
BIOS
Alligemeine Definikionen
__Eirheit Megabyte MBEvte
Einheit Kilobyte kEyte
BIOS Menii
Textin 2eils 3 Bios
Uberschrift Menibax Menii
IMenil Eintrag 1 Public Aligemeine Informationen
Unterteni Einkrag 1 Infa Firnmare Infio
Meniitext 1 Fir Seriennummer serial number
_ Menitext 2 fir Firmwareversion Firrnware
Meniitext 3 fir Erstellungsdatum build date
UnterMent Einkrag 2 Fir Speicherbelegung Speicherbelegung
UnikerMeni Einkrag 3 fir Transpondertest Tranpondertest
Message Box 1 Fir Transponder vorhalken ... [irtBitte halken Sisiritden Tranponder..
Message Box 2 Flr Transponder 0K Tranponder Ok,
UnkerMenii Einkrag 4 Fir Signalstirke Mobilfurk [ Signalstarke
UriterMenil Eintrag 5 Fir Ringspeichergrifie Diabenspsicher
_ UnterMenil Eintrag & for Listengrafie Listenspeicher
Meni Einkrag 2 fir Device. Benutzersinstellungen 7
Fire Tramermmmdarrnants FETLESTY Tezrermndar Mandl -
Spalte/Calumn r:l | SRR
Beschreibung iibernebmen | Info Datei ibertragen Schliefien Abbrechen

Figure 71: User Text-Datendatei Erstellen bzw. Offnen

Innerhalb der Liste arbeiten Sie nur mit einfachen Mausklicks, KEINE Doppelklicks. Selectieren Sie mit
einem einfachen Klick eine Zeile aus der Liste.
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DatafoxStudiolV - Bearbeiten der Textdaten

Default-Language | E:\__ DateniTest.dfz

Sffnen

Iser-Language |E:'|,_Daten'l,test.df|

Die Darstellung auf dem Display Unterstitzt folgende Zeicher: 049, AZ, a-z. Leerzeichen, | "#$ % '[17+ -/ ce=3 7@ []"_"{I}AO00&6URB™

GFfrien/Meu

DiefaulkiDescription/Beschreibung) DefaulbiMessageMeldung) Liser(Description/Beschreibung) Liser(Message/Meldung)
BIOS
Sligemeine Definitionen
_ Einheit Megabyte MByte

BIOS Meni
Textin Zeils 3 Bios
Oberschrift Meniba Menii

Meni Einkrag 1 Public

Allgemeine Informationen

UnkertMeni Einkrag 1 Info

Firmware Infio

Menitext 1 Fir Seriennurmmet

serial number

_ Meniltext 2 fir Firmwarayversion Firrmware
Meniitext 3 Fir Erstellungsdatum build date
Linkerieni Einkrag 2 fir Speicherbelegung Speicherbelegung
UnkerMeni Einktrag 3 fir Transpondertest Tranpondertest

Message Box 1 Filr Teansponder vorhalken ...

\ritBitte Fralken Sielritden Tranpondet..

Message Box 2 Flr Transponder Ok

Tranponder £k,

LnkerMeni Einkrag 4 Fir Signalstarke Mobilfurk | Sionalstarke
UnterMent Einktrag S fir Ringspeichergrafie Diabenspeicher
_ UnkerMenil Eintrag & fir Listengrofie Listenspeicher

Meni Eintrag 2 fir Device.

Benutzersinstelungen

Rine Tramenmmdarmanit TF1TLFSTY Trarmenmndar Mani v
SpaltefCalurnr |1 :I | SLichen
Beschreibung ibernebmen | Info Datei Gbertragen Schiiefien Abbrechen

Figure 72: Zeile auswéahlen

With the next single click in the column of user(description/...) or user(message/...) you put the cursor

in this field.

DatafoxStudiolV - Bearbeiten der Textdaten (

Default-Language | Efl__ DateniTest.dfz OFfnen User-Language | E:\__ Datenitest.dfl OFfnen/Mey
Die Darstellung auf dem Display Unterstiitzt folgende Zeichen: 09, AZ. az. Leerzeichen, | "#3 % '[1%+ - /o= 7@ []"_"{IJAD0&EGUR ™
DefaultiDescription/Beschreibung) DefaultiMessage/Meldung) UseriDescription/Beschreibung) User(Message/Meldung) »
BIOS
Allgemeine Definitionen
Einheit Megabyte MEvte
Einheit Kilobyte kByte
BIOS Menii
Testin Zeile 3 Bios
Uberschrift Menibax Menii
Ment Einkrag 1 Public Aligemeine Informationen
Unterteni Einkrag 1 Infa Firnwiare Info
Menltexk 1 Fir Seriennummer setial number
_ Menitext 2 fir Firmwareversion Firrnware
Menttext 3 fur Erstellungsdatum build date
UnterMent Einkrag 2 Fir Speicherbelegung Speicherbelegung
UnikerMeni Einkrag 3 fir Transpondertest Tranpondertest
Message Box 1 Fir Transponder vorhalken ... [irtBitte halken Sisiritden Tranponder..
Message Box 2 Flr Transponder 0K Tranponder 0.k,
UnkerMenii Einkrag 4 Fir Signalstirke Mobilfurk [ Signalstarke
UriterMenil Eintrag 5 Fir Ringspeichergrifie Diabenspsicher
_ UnterMenil Eintrag 6 for Listengrofie Listenspeicher
Mend Einkrag 2 fir Dievice Benutzersinstellungen
Fire Tramermmmdarrnants FETLESTY Tezrermndar Mandl v
Spalte/Calumn r:l | SRR
Beschreibung iibernebmen | Info Datei ibertragen Schliefien Abbrechen
Figure 73: Zelle zum Bearbeiten auswahlen
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Now you can edit the text.

DatafoxStudiolV - Bearbeiten der Textdaten { Firmware )

Defaul-Language | Ef__ DateniTest.dfz Sffnen User-Language | E:\__ Datenitest.dfl Gffrien|Meu
Die Darstellung auf dem Display Unterstitzt folgende Zeicher: 049, AZ, a-z. Leerzeichen, | "#$ % '[17+ -/ ce=3 7@ []"_"{I}AO00&6URB™
DiefaulkiDescription/Beschreibung) DefaulbiMessageMeldung) Liser(Description/Beschreibung) Liser(Message/Meldung) fid
BIOS
Aligemeine Definitionen
__Eirheit Megabyte MEvte
Einheit Kilobyte kByte Kilo Bwte| |
BIOS Meni [
Textin Zeils 3 Bios
Oberschrift Meniba Menii
Meni Einkrag 1 Public Allgemeine Informationen
LinteriMeni Eintrag 1 Info Firnniatare Infio
Mentbext 1 Fir Seriennummet: serial number
_ Meniltext 2 fir Firmwarayversion Firrmware
Meniitext 3 Fir Erstellungsdatum build date
Linkerieni Einkrag 2 fir Speicherbelegung Speicherbelegung
UnkerMeni Einktrag 3 fir Transpondertest Tranpondertest
Message Bowx 1 Fir Transponder worhalken .. |\rEBitte alken Sistrieden Tranponder. .
Message Box 2 Flr Transponder Ok Tranponder £k,
LnkerMeni Einkrag 4 Fir Signalstarke Mobilfurk | Sionalstarke
UnterMent Einktrag S fir Ringspeichergrafie Diabenspeicher
_ UnkerMenil Eintrag & fir Listengrofie Listenspeicher
Meni Eintrag 2 fir Device. Benutzersinstellungen 7
Rirne Tramenondarmanit TE1TLFSTY Trancrnnndar Mani -
Spalte/Column rj | SLETER
Beschreibung ibernebmen | Info Datei Gbertragen Schiiefien Abbrechen

Figure 74: Textdaten eingeben bzw. bearbeiten

If you conclude the input, the description from the column default(description/...) is taken over.

DatafoxStudiolV - Bearbeiten der Textdaten ( Firmware )

Default-Language | Efy__DateniTest.dfz

OFfnen

User-Language |E:'|,_Daten'l,test.dﬂ

Die Darstellung auf dem Display Unterstiitzt folgende Zeichen: 09, AZ. az. Leerzeichen, | "#3 % '[1%+ - /o= 7@ []"_"{IJAD0&EGUR ™

Offneniteu

DefaultiDescription/Beschreibung)

DefaultiMessage/Meldung)

UseriDescription/Beschreibung)

User(Message/Meldung) »

BIOS

llgemeine Definikionen

Einheit Megabyte

Einheit Kilobyte

1
Textin 2eils 3

Bics

Einheit kilobyke

Kilo Byte

Uberschrift Menibax

Meni

Ment Einkrag 1 Public

Aligemeine Informationen

Unterteni Einkrag 1 Infa

Firmware Info

Mentibext 1 Fir Seriennummer

serial number

_ Menitext 2 fir Firmwareversion Firrnware
Menttext 3 fur Erstellungsdatum build date
UnterMent Einkrag 2 Fir Speicherbelegung Speicherbelegung
UnikerMeni Einkrag 3 fir Transpondertest Tranpondertest

Message Box 1 Fir Transponder vorhalken ...

ritBitte halt_an Sightibden Tranponder...

Message Box 2 Flr Transponder 0K

Tranponder Ok,

UnkerMenii Einkrag 4 Fir Signalstirke MobilFurk

Signalstarks

UriterMenil Eintrag 5 Fir Ringspeichergrifie

Diabenspsicher

_ UnterMenil Eintrag 6 for Listengrofie

Listenspeicher

Mend Einkrag 2 fir Dievice

Benutzersinstelungen

Fire Tramermmmdarrnants FETLESTY Tezrermndar Mandl v
Spalte/Calumn r:l | SRR
Beschreibung iibernebmen | Info Speichern | Schliefien Abbrechen

Figure 75: Anderungen iibernechmen

You can change this text now in the column user(description/...). To transfer user to text data, they store

all changes.

It is available to you a full text search. Give the text and choose the column which you would like to

search for the text.
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4.5 Menu Communication

Note:

ng: You can and should check all displayed communication parameters at each dialogue
that opens with one of the following function calls, and adjust them via the button
Settings if necessary.

4.5.1 Write / read setup

When the setup is finished, back-up it on disk via < Datei => Speichern unter >. For transmitting the
setup you have to set the communication parameter for the device in question via < Kommunikation =>
Finstellungen >.

Caution:

Always check the communication parameter before transmitting the setup. This is
especially important when several devices are managed via the DatafoxStudiolV.
Pay particularly attention to the IP address of the device to which you want trans-
mit the setup.

o=

The device is only ready for operation with a com-
pletely transmitted setup. If the transmission is

Setup - Daten iibertragen

Gerat - ZK M asterly aborted early, the device cannot be put into oper-
Kommunikation : B5232 : : : - :
Cohrittstelle - COM ation. In this case, a poss&bly existing dlsturbagce
B aud - 33400 source has to be eliminated and the transmission
Tirneout - 800 must be repeated.

Busnurmmer 254

[ &lle nicht vorbelegten Glob.- Y ariablen laschen.

Mach Setup - Ubertragung miizzen die Listen neu
geladen werdenl

Einztellungen | (]

Figure 76: Transmitting setup data

Likewise, a setup can be read out from the device in order to change it or to configure a second device
with the same setup. Open the corresponding dialogue via < Kommunikation => Setup lesen >, give
a file name for the setup and check the communication settings. With OK you confirm all entries and the
setup is read out from the device.

4.5.2 Load lists/ access control lists
For the access control no normal list definitions can be created in the setup. The list definitions that are

necessary for the access control are permanently logged in the setup. For this reason only access control
lists can be imported.
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Daten der, Zutrittslisten iibertragen El

Gerat : 2K -Masterly
Kommunikation : R5232
Schnittstelle : COM1

Baud ;38400
Timeout ;800
Bugnummer ;254

Faolgende Listen Ubertragen :
Reader

|dentifization

Location

Time

[ Holiday

Action

Markierung urk ehren |

Einstellungen | QK. |

Figure 77: Load lists

daﬁ%(:

The loading of the lists / access con-
trol lists is done via the function <
Kommunikation => Listen laden > or for
the access control via < Kommunikation =>
Zutrittskontrolllisten laden >. This functions
are also available in the DLL and can be used via
own applications.

If devices are activated via the DLL, the lists can be directly transmitted from an application without

previously creating an ASCII file.

4.5.3 Import and load Timeboy lists

Daten der Listen des Timeboys importieren und iibertragen.

Gert : ZK M asterly’
Kommunikation : R5232
Schrittstelle  : COM1

Baud 138400
Timeot ;800
Busnummer 1254

Werwendete Setupdatei auf Timebay [*.ths)

|C:\D0kumente und Einztellungentdbogen ZENTRALE YD esktophT est-Datafox-01%_

“erzeichnis der Testdateien mit Listendaten [=.t=t)
|E:\D0kumente und Einstellungent.dbogen ZENTRALE\DesktophT est-Datafox-014Li 2

Folgende Listen wurden gefunden und sind importiert :

I aterialbestand
Pauszen
Abwesenheiten 3
Kommengriinde

Zuzatzparameter zur auzgewahlten Liste

5 ™ Lischen. Importierte D aten werden ighorier und die Liste wird im Masterly’ geldscht.
Growp 1D: 0 4

BeiYerwendung der GouplD = 0 ist die zugecrdnete Liste fiir alle Gruppen giilig. Eine GrouplD
gralber Oist ausschlieBlich fur diese Gruppe glilig. Die GrouplD kann im jeweiligen Timeboy
hinterlegt werden

Einstellungen | ak |

Figure 78: Import and load Timeboy lists
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You can start the dialogue for importing Timeboy
lists via the function < Kommunikation =>
Timeboylisten importieren und laden >. Here,
at first you select the path to the desired Timeboy
setup (1) and then the path to the Timeboy lists
(2). The lists whose information matches the list
description of the Timeboy setup are displayed
now (3). You can define the Group ID (4) via
the additional parameters and thus assign the
special lists e.g. for certain fields of activities. The
Group ID is logged on the Timeboy. Addition-
ally, you can delete lists from the ZK-MasterIV (5).

This functions are also available in the DLL and
can be used via own applications.
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4.5.4 Read, delete, display data

The setup program offers simple functions for reading out and deleting data from the device. Only ASCII
files can be created. For different output formats the use of the communication DLL or Datafox-Talk is
advisable. Please not chapter 2.3.2.

The respective formats and options for the filing of data in the ASCII file are set via < Setup =>
Dateiablage kon figurieren >, as described in chapter 4.4.3.

Caution:

In a network the option "‘Add data to file"” (if this file already exists) has to be
activated. Otherwise, at the download the data are overwritten by the following
devices and only the data from the last device are available.

o=

4.5.4.1 Read data and delete them

You can read out the data records from the device via the menu < Kommunikation => Daten lesen, l” oschen >.
The reading out of the data records is done separately.

After the function call
< Daten lesen, 1”oschen >, a file name for saving
the data records has to be given. If more than one
}§EEET,E?_Zutrittsbuchung,txt data record description is defined in the setup for
the access control lists, only one prefix has to be
given for the device code. The names of the data
record descriptions are used as file extension. For
each data record description of the used setup, an

Deteiname:  [ZKMIV-02- own text file is created for the existing data records.

[ ateitwp: | Tewt Dateien [ .t ) j Abbrechen

Figure 79: Selection/ setting of the file repository

Datei fiir Datenablage

Suchen in: |_}ZK-MastelIV,Daten j Ll i ol e

4.5.5 Set time

Via the function < Kommunikation => Uhrstellen > you can compare the time of the device with the
system time of the PC from which this function is called.

4.5.6 Read serial number

With the function < Kommunikation => Seriennummer lesen > you can read out the number of a
device. It is displayed via a separate dialogue.
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4.5.7 Read global variables

) rs—( Via the function "‘Read global variable"’ you can
Olobale Yartubly loser —| check which value has a global variable in the de-
Gerat : ZF-b asterly vice.

K.armrmunikation : BS232
Schrittztelle : COk1

Baud ;38400
Timeout ;800
Buznummer : 254

Hirweis: Zum Auzlezen, werden die Mamen aus der
aktuellen Setupdatel venwendet,

Einztellungen |

Figure 80: Values of the read variables

At the function call all global variables are read
out from the device and shown with their current

i Device-1D = "4772" value.
\‘) Beginn = "1"
Ende ="2"

Figure 81: Values of the read variables

DatafoxStudiolV. %]
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4.5.8 System variables of the signal processing

You reach this dialogue via < Kommunikation => Systemvariablen der Signalverarbeitung >.

Systemvariablen der, Signalverarbeitung E
Konfiguration der Systemvaniablen fur die Signalverarbeitung, Es konnen die Werte fur Zahlerteiler, Timeout und
Zyklus gelesen und geschrieben werden. Das Schreiben einer Systemvariable wird liber das Hackchen aktiviert
“wird der et einer Systemvariablen auf 0 gesetzt, wird die Einstellung aus dem Setup des Gerdtes verwendet,
Anderfalls kommt der Yert der Spstemvariablen zum Einsatz.

digitaler Eingang 1 digitaler Eingang 2
I Zhleteiler (04294367235 Imp) |25 r
¥ Timeout (065535 5] 0] [ Timeout [0 F5535 5) 0
r [ |[|F —
digitaler Eingang 3 digitaler Eingang 4
r || r
[ Timeout (0..65535 5] 0 r
r [ ||r [
digitaler Eingang 5 digitaler Eingang &
r [ ||r
™ Timeout (065535 5] 0 r
r —  ||r [
digitaler Eingang 7 digitaler Eingang 8
r [ ||r r
r [ ||r —
r |[|r —
Gerdt : 2K asterly
Kommurikation : RS232
Schnittstelle - COM1
Baud : 38400
Timeout 800
Busrummer 1254
Lesen | Schieiben | Einstellungen Ok Abbrechen

By clicking on "Read" you can read out the
counter divisor, timeouts and cycles of the digital
inputs.

Then, you can change the information by ticking
it and apply it to the device firmware by clicking
on "“Write"’.

You should note that, if the value of a system vari-
able is set on "‘0"’, the settings from the setup of
the ZK-MasterlV are used. Otherwise, the entered
value.

Figure 82: Dialogue system variables of the signal processing
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4.5.9 Display state of the ZK-modules

Via this function it is possible to receive detailed

Modulinformationen lesen El information about the state of the access control
Gerat 2K M asterly modules. You can check, which modules of the
Kaommunikation - BS232 access control have bee recognized by the terminal
Schnittstelle : COM1 and which state they have.

Baud ;38400

Tirmeout 800

Buzsnumrmer s 2hd

Hirweis: Ez werden die Informationen zu allen
maoglichenweize angezchloszenen Modulen
ermittelt und angezeigt.

Einztellungen ]

Figure 83: Read state of the ZK-modules

TM stands for Tirmodul (door module), followed

by the three-figure bus number. In the list the max-

i/i Mo oog ™M1 imum number of modules that can be connected
' m gi'i' f:::g EM ig; to the ZK-MasterIV is shown. The next number
TH 020 = 9 indicates the state of the module. In the next col-
m 33.5 :3 umn the type of the module is shown, L stands for
LR Leser (reader), TM for Tirmodul (door module)
THo=>2 and LTM for Leser mit Tiirmodulfunktion (reader
TM D51 => 9 with door module function). The lower field con-
TH 060 =3 9 .
TH 0] == 1 tains a small legend of the status messages.
M 070 => 9
TM 071 =39

Statusmeldungen der Zutritkskontralle:

0 = Modul erkannt alles oK

3 = Madul in der Liste nicht definiert aber im Bus gefunden

4 = Madul aus Liste im Bus nicht gefunden

5 = Modul Falsches werschlisselungspasswort

6 = Madul Falsches Login Passwart

7 = Modul Lesertyp (Mifare, Legic, Unique, etc.) Falsch

& = Modul Fehler beim Konfigurieren des Moduls

9 = Madul weder in der Liste noch im Bus gefunden {wird nicht verwendet)

Hinweis; Mach Ausfall eines Moduls wahrend dem Betrieb,

bleibt die Bezeichnung und Yersion erhalken,
der Status wechselt von 0 auf 4,

Figure 84: State of ZK-module
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4.5.10 Work through batches

Via the function < Kommunikation => Stapel abarbeiten > the functions read data, delete data, set
time, load setup, load lists and load access lists can be worked through chronologically. Further functions
proceed automatically.

! Depending on the activation/deactivation the
Stapel abarbeiten F§| P . & . v / N
—_— respective functions are worked through.
Gerat  ZK-Masterd
Egmﬂﬂggm Egsﬁz After working through a reply for each acti-
Baud : 38400 vated function occurs.
Timeout ;800
Busnurnmer 254 ) )
Pay attention to the selection of the related
[~ Daten lezen setup if you have activated the option "‘Listen
[ Daten [Gschan laden"” (load lists). If you have not opened the
W Uhr stellen right setup an error in the list processing occurs.
e All other options are executed faultless.
v Listen laden
v Zutrittslisten laden
Einztellungen | (]

Figure 85: Work through batches
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4.5.11 GPRS configuration

Corresponding to the data of your provider you can create a *.ini file for the GPRS configuration. The
parameters that are necessary for the configuration of a GPRS/GSM connection are provided in the Ini-
file. The Ini-file has the following structure:

; Standard values for GPRS modem (MC35i)

[MODEM _ MC35i

; Phone no. for dial-in
; T-Mobile, Vodafone, O2, E-Plus
PHONE — ||7*99***1#uv

; Access Point Name

t-mobile GRPS = "’internet.internet.t-mobile.de"’
; vodafone GPRS = "'web.vodafone.de"’

; O2 GPRS = "internet"’

;Contract customer

; E-Plus GPRS = "internet.eplus.de"’

GPRS = "’internet.internet.t-mobile.de"’

)
)

; User name for internet dial-in

; t-mobile USER = "’td1"’
; vodafone USER = """’

; O2 USER = """

5 E-Plus USER = “’eplus||7
USER = "’td1"’

; Password for internet dial-in

; t-mobile PASSWORD = """’

; vodafone PASSWORD = """’

; O2 PASSWORD = """

; E-Plus PASSWORD = "'gprs"’
PASSWORD = “’gprsm

; Target configuration (port)

PORT = 80

; Target configuration (path)

HTTPSEND = "GET /oem/gprs/getdata.php?"’
; Period of time between 2 alive-data records ALIVE = 300

; Period of time till the response of the server, otherwise disconnection
HTTPTIMEOUT = 15000

; Protokoll-Typ
HTTPTYPE = 1.1

; Target configuration (server)

; Target-IP or host name
; HOST = '’192.168.0.1"
HOST = ""www.datafox.de"’
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GPRS - Konfigurationsdaten E|

Gerat s 2kt asterly
Kommunikation : R5232
Schnittstell :Cari

Baud ;33400
Tirneaut =]
Busnummer c 254

D atei mit K.onfigurationsdaten

E:ADatafox Setupsi02_Datafox ZK-MasterlWSGPRSYTestini

Bearbeiten

Az Gerat Lesen | In Gerat Schreiben |

Einstellungen | Beenden |

Figure 86: GPRS configuration

DatafoxStudiolV

Machten Sie die Datei

\"Q/ [E:\Datafox Setups|02_Datafox_Zk-MasterIviGPR S| Test.ini]
tberschreiben,

Mein |

Figure 87: Overwrite configuration data

DatafoxStudiolV x

i J Konfiguration erfolgreich aus ZK-Masterly gelesen.

Machten Sie die Daken editieren?

Ja | Mein |

Figure 88: Reading of the GPRS configuration data

Initialisierungsdatei fiir GSM/GPRS - auswahlen / anlegen. @

Suchen in: |L'f) GPRS Config j £ ER-

|5 DFCamLog

“bDFCom.ini

“Dtest.ini

Dateiname: ||
Dateityp: |Konfigurations Dateien [ “.ini ] j Ahbrechen

Figure 89: GPRS initialization file
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Via the GPRS configuration in the menu "Commu-
nication" you can read out the GPRS configuration
data from a device, edit them and write them to
a device or you can open an INI-file from your PC
and edit it.

When you read out the data from a device, you
have to set whether you want to overwrite the cur-
rent file or write them to a now or another file.

When the GPRS configuration was successfully
read out from the device, you can select whether
the data should be edited or be saved in the set
INI-file.

If you have confirmed the dialogue in figure 87 with
No, you have to select another file or enter a name
if a new file shall be created.
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Werte der Variablen bearbeiten. &|
Name ‘wert
PHOME 3314
GPRS internet.t-mobile-test
USER test
PASSWORD tm
HOST i datafox. de
PORT
HTTPSEMD
ALVE
HTTFTIMEOUT 10000
HTTFTYFE 1.1
SIMPIN 0
SIMPUE 0

Infarmation zum gewahlten Eintrag
Beschreibung:  Ziel-Pfad [Sendeprafiz)

Beresich: biz 39 Zeichen ASCII.
“Worgabe: GET /oem/gprs/getdata.php?

Speicherm unter ... | Speichern

Figure 90: GPRS initialization parameter

4.5.12 Device configuration BIOS

In this dialogue you can edit the initialization
parameter. Mark the line you want to edit by
clicking on it. When the line is highlighted in blue,
you can click on the selected parameter in the right
column. An edit field opens where you can enter
a new value. Additionally you receive information
about the parameter. When all settings have been
checked, the changes can be saved in the INI-file.
Via the button Speichern unter... you can create
a new initialization file.

When you have saved the data you can transmit
them to the device via the dialogue in figure 86 with
the button "‘Write in device"’. After the transmis-
sion you receive a status message.

Because the ZK-MasterIV has no keyboard and display, it is necessary to make all configurations con-
cerning the device bios via a PC. For this purpose, connect the device to the PC via the RS232 interface.

TCP/IP is possible as well.

E Device Kommunikation } Gg"a[gin'nrma[inngnl
i= Bios

Einstellungen der Kommurikation
Gerdt : ZK-Masterl
Kommunikation : R5232
Schnittstelle < COM1
Baud + 38400
Timeout - 800

Busnummer 1 254

DatafoxStudiolV

=

Ist das anzusprechende Gerat auf RS232 eingestell:?

Ja, es wird davon ausgegangen, dass eine serielle ¥erbindung zwischen Gerat und PC besteht,
Nein, dass Gerat ist auf eine andere Kommurikationsart eingestellt.

[ InBIOS -Modus wechseln

Figure 91: Device configuration (bios)
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Check the settings of the communication parame-
ter, type of device and communication. Open the
dialogue for the device configuration (bios) via the
DatafoxStudiolV menu Kommunikation. Click
on the button "‘Switch to bios mode"’. When the
device is already set on RS232, confirm the query
with "‘Yes"’. Now, the bios mode is activated on
the device. When another communication is set
or the setting is unknown, confirm the query with
"“No"’. In this case, remove the device from the
power supply.
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DatafoxStudiolV

Um das Gerdt in den BIOS - Modus zu versetzen,
falgen Sie genau den Anweisungen:

2

Zighen Sie bitte den Metzstecker des ZK-MasterI¥ und bestatigen diese Meldung.

Figure 92: Activation of the bios mode

Geradteeinstellungen,

X
E Device

Komrunikation 1 Gerateinformationen |

i= Bios

Einstellungen der Kommunikation

After having confirmed this message, you can re-
establish the power supply for the device.

The blue progress bar displays the activation pro-

Gerat : ZK-Masterdy
Kommunikation : R5232
Schnittstelle  : COM1

Baud - 38400
Timeout <800
Busnummer 254

cess. After the execution you receive a status mes-
sage.

[Ewtrss|

- Einstellungen zuzugreifen, miissen Sie das Gerat 2uvor in
den BI0S - Madus versatzen

In BIOS - Madus wechseln. [Abbruch]

Figure 93: Activate bios mode at the ZK-Master[V

Geradteeinstellungen,

=) Device Were hcp/\ﬂ
i= Bios
interface TCRAP =
R5232
TCFP

Figure 94: Device configuration (bios) - Interface
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After a successful activation of the bios mode, all

available interfaces for the main communication
are displayed.
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Geritecinstellungen ) On the tab TCP/IP you can parameterize the IP
& Devee e TOPAP | address, network mask (hostbits), standard gate-
way and the option "‘remote access"’. If a DHCP
P L is in the network, the IP address has to be set on
" 1000.000.000.000"". In this case the device obtains

Lpl (o a dynamic IP address from the DHCP server.

hosthits : 255.255.255.000 -

0.0 0.0
gateway:

temote access [

Figure 95: TCP/IP configuration

Note for the option "‘remote access"’ that this parameter cannot be read out from the device. For this
reason there are three states for the configuration. If it is ticked and active, the parameter is written in
the device and "‘remote access"’ is activated. If it is not ticked the parameter is written in the device
and "‘remote access"’ is deactivated. If it is ticked and deactivated (highlighted in grey), as shown in
figure 95, the parameter is ignored and not written in the device.

You also can receive information about the current

o= Kammurikation Gesiteinfomaionen | hardware configuration via this dialogue.For this
- T purpose, click on top on the right on device infor-
Unbekannt i
Beade: T mation.
Seriennummer

Fimmareversion: | To=kARRT

DatafoxStudiolV

%)

Sallen die Daten neu ermittelt werden?

Ja, die Gerateinformation neu ermitteln.
Nein, die bereits vorhandenen Daten verwenden.

Informationen als : Textdatei speichem oder Suppartmail senden

oK

Figure 96: Device information

Version: 04.01.07.00 Page 116 www.datafox.de



Manual Datafox ZK-MasterlV

Geridteeinstellungen g|
EBIEEE ~ Kowmunkation Gesteifomationen |
i= Bios
Bezeichnung : Eriieny
Boardiyp - 1.4

Seriennummer D
Firnwarsversion:  |0%-01.02.07. 2K
Boolloaderversion: |00+ 04.08.01. 2K

Auflistung der im Gerat enthaltenen Optionen
[1Display (Typ Nr. 0}

[ Tastatur (Typ Nr. 0}

[1 Transponder (Modul Nr. 0O}
RS232 Kommunikation

[1 RS4585 Kormmunikation

[ USE Kommunikation

TCP/IF Formunikation

[ GSM/GPRS Kommunikation

[1 Bluetooth Kommunikation
Zutrittskontrolle

[ MMC als Speicher/Wechseldatentrager
[ Funkuhr

[ GPs

Informationen als :  Textdatei speichem oder Suppormal senden,

Figure 97: Show device information

4.5.13 Settings

daﬁ%(:

If you have confirmed the query in figure 96 with
"“Yes"’, the hardware information of the device will
be read and displayed in the list. All available
hardware options will be displayed there. The set
options are ticked.

Via the function < Kommunikation => FEinstellungen > you can select the parameter for a commu-
nication between a PC and the ZK-MasterIV. For all communications applies: at first select the device
type. It can be set optionally whether only error messages should be output or whether the accessibility,
should be checked via Ping before establishing a connection.

Einstellen der Kommunikationsparameter E|
Geratetyp
" PZE-Masterlv ¢ Zk-Mastery " MDE-Boxly
" BDE-Masterly " Mobil-Masterdy 7 AE-Master

Fommunikationsart

v R5232

" R5485 - Umszetzer

" TCR /P

" TCP /1P mit R5485 - Unnsetzer

Schnitistele:  |COM1 > Baud: |3R400 =
Timeaout:  |B00 -

IP - Adresse Port :

Optionen

™ Mur Fehlermeldungen anzeigen.

I~ “or Verbindung. die Eneichbarkeit mit einem Ping prifen,

Figure 98: Setting of the RS232 communication
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With the type of communication you set via which
channel (transmitting medium) the communica-
tion should take place.

Dependent on the selected communication, the
active parameter have to be set.

In case of RS232 the serial port (COM-Port), the
baud rate (how many bits are transmitted within a
second) and the timeout (time till the connection
termination if no data arrive) have to be set.
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Einstellen der Kommunikationsparameter
Geratetyp
" PZE-Masterlv ¢ Zk-Mastery " MDE-Boxly
" BDE-Masterly " Mobil-Masterdy 7 AE-Master

Fommunikationsart

™ R5232

(* R5485 - Umszetzer

" TCR /P

" TCP /1P mit R5485 - Unnsetzer

Schnittztelle ;. |COMT ~ Baud: |3R400 =

Timeout : | GO0 -

IP - Adresse Port :
{* Anzprechen von einemn Gerat, Busnummer ; _ b

™ Ansprechen von mehreren Geraten, Busnummmer 1 bis :

Optionen
™ Mur Fehlermeldungen anzeigen.

I~ “or Verbindung. die Eneichbarkeit mit einem Ping prifen,

............................. d aﬁ?x:

X For a communication via a RS485 converter, in
— addition to the information of the RS232 commu-
nication you have to set if one or several devices
should be activated. For a communication with
only one device the bus number of the device is set
(see system menu bios in chapter 4.5.12). Several
devices can only be activated in a consecutive
order of bus numbers, starting with bus number 1,
and by giving the bus number of the last device.

Figure 99: Settings of the RS485 communication via converter

Einstellen der Kommunikationsparameter
Geratetyp
" PZE-Masterlv ¢ Zk-Mastery " MDE-Boxly
" BDE-Masterly " Mobil-Masterdy 7 AE-Master

Fommunikationsart

™ R5232

" R5485 - Umszetzer

e TCRP/IP

" TCP /1P mit R5485 - Unnsetzer

Schnittztelle Baud:

Timeout: (5000 -
IP - Adresse : 132.168. 0 . 1 Fart 800

Ju duld

Optionen
™ Mur Fehlermeldungen anzeigen.

I~ “or Verbindung. die Eneichbarkeit mit einem Ping prifen,

| At a communication via TCO/IO the IP address
— of the ZK-MasterIV, the communication port and
the timeout (in msec) have to be set.

Figure 100: Settings of the TCP/IP communication
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Einstellen der Kommunikationsparameter
Geratetyp
" PZE-Masterlv ¢ Zk-Mastery " MDE-Boxly
" BDE-Masterly " Mobil-Masterdy 7 AE-Master

Fommunikationsart

™ R5232

" R5485 - Umszetzer

" TCR /P

¢ TCP /P mit R5485 - Unisetzer

Schnittztelle Baud:

Timeout ; 000
IP - Adresse : 132.168. 0 . 1 Fart 800

{* Anzprechen von einemn Gerat, Busnummer ;

J4 &

™ Ansprechen von mehreren Geraten, Busnummmer 1 bis :

Optionen
™ Mur Fehlermeldungen anzeigen.

I~ “or Verbindung. die Eneichbarkeit mit einem Ping prifen,

............................. d aﬁ,?x:

X In this case, analogous to a communication via
— TCP/IP the parameter have to be set and addi-
tionally it has to be set if one or several devices
should be activated. For a communication with
only one device the bus number of the device is
selected. Several devices can only be activated in
a consecutive order of bus numbers, starting with
bus number 1, and by giving the bus number of
the last device.

Figure 101: Settings of the TCP/IP communication via RS485 converter

4.6 Menu Extra

Note:

[@; You can and should check all displayed communication parameters at each dialogue
that opens with one of the following function calls, and adjust them via the button

Settings if necessary.
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5 DatafoxStudiolV - Setup

5.1 Basics
5.1.1 Planning
Before switching on the computer and creating the setup, the process of data collection and the setup

structure should be planned. Only a few steps are necessary to do that. If you do the preparations
carefully you can create the setup very fast.

On the graphic you can see the connections between parameterisation and result data. You may find
secondary project support in the form of models on the Datafox CD.

Daten-Tabellen

Datafox-Terminal

DatafoxStudiolV

7 undendahgn | Gbse Vot | Tersponds |
[—
(S "
Godoanschgen
¥ Ocptybdacrirg r

=
™ GotaUn i bn sz [~ Tasieion
Parmons Syaanines

T 0.9 05 ke Pt Ablge

Sehurden
Aresg i Bossigpde: |3 SO

© P2E Moa 1 = kcomn  gsher)
5 2E Modn2 horigubr o) _Zekren
Timoout 2 Taserumchating [~ Sebunden
Zeiichmiedshebgore: | & Suurden

Zumsonue: C ae
e

:
L

 Veson2

Die Daten werden von der

Kommunikations-DLL an die
PC-Anwendung tibergeben.

Datenséatze werden durch
Buchungsablauf (Eingabeketten
der Bedienung) erzeugt und auf
dem Geréat gespeichert.

Die PC- Anwendung bestimmt
das Ablageformat der Daten. z.
B. ASCII, Excel, Datenbank, etc

PZE /

;Kennung Karten-Nr.
bt K 94660
23449
23449
94660
23449

PZE-MasterV

DatumUhrzeit

02.03.2006 07:15:32
02.03.2006 08:05:21
20.03.2006 16:11:37
02.03.2006 17:54:46
03.03.2006 08:04:16

Tabelle: PZE. (D: {

& KG-Grund
-/ |gm Datensatze 0

- BB PZE-Meldung
| = (1) Kennung |
I (2 ) Karten-Nr. K
= ( 3 ) DatumUhrzeit |
o = 4 w: K%ruri - G

|
-

Kennung Karten-Nr. DatumUhrzeit KG-Grund

XOOX
cocoo

23449 02.03.2006 07:06:15 0

94660 02.03.2006 14:27:35 0

T (1) Kennung
| I (2} Karten-Nr.
= (3 ): DatumUhrzeit
I < (4} Stunden
|

BDE

;Kennung Karten-Nr. DatumUhrzeit Proj T
23449 02.03.2006 08:25:16 3 45 102
49660 03.03.2006 09:17:21 4 12 100

Tabelle: Proj (D i g)

b w
Ka':tren DatumUhrzeit Stunden | ProjekNr | TaetigkeitNr

< (5 ) ProjektNr |
= (5) Taeigheite_ |
= lﬁgriﬂen_ -

Kennung

K 23449 02.03.2006 07:06:15 0 0 0

Personalstamm
I (1) Karten-Nr. G
I (2 ) Name
Salden .
Gehtgriinde
Kommtgriinde
Projekte
I (1) ProjektNr
I (2 ): Beschreibung
Taetigkeiten
Kostenstellen
edienung
utrittskontrolle 2

94660 02.03.2006 14:27:35 0 0 0

Tabelle: Per (Li

g)

Karten-Nr. Name

23499 Hans Mustermann

o
o
+ & B
+EZ

94660 Lisa Musterfrau

Listen sind Daten, die bereits existieren und in
definierten Form (Listenbeschreibung) in das Gerét
libertragen werden z. B. Personalstamm,
Kostenstellen, Auftrage, etc.

Es konnen: \

20 Datensatzbeschreibungen A\
mit je 25 Feldern

sowie

20 Listenbeschreibungen

mit je 25 Feldern

definiert werden

Diese Daten unterstiitzen die Datenerfassung durch
die Mdglichkeit von Auswahllisten und
Plausibilisierung.

Figure 102: System relations
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Planning steps

P Define all the tables for the data records that should be collected:
field order, field name, field format

datafox:

P Set the method of data collection for each field of a data record. In order to do this please use the
operation (input chain fields):
bar code, transponder, list, entering via keys, constants, global variables, etc. Combinations are

possible

P In order to use lists you have to define this lists analogous to the data record descriptions:
field order, field name, field format

P The most important step is the planning of the booking processes (input chains of the operation).
To this step belong questions like this:

What is the best order to enter the fields?
Are loops or jumps labels necessary?

Are global variables necessary?

only the appropriate occupations can be chosen

B Should the device switch off automatically after entering a data record?

Note:

Are depending lists necessary? E.g. projects with specific occupations; if the project is selected,

[@ If the tree structure is very large, it might be arduous to open all the structures
by clicking on it with the mouse. By using the following key combinations the tree
structure also can be operated.

Shortcut

Funcion

*  (on the keypad)
+ (on the keypad)
(on the keypad)

Tl

display all secondary files under the current selection
display the secondary files under the current selection
fade out the secondary files of the current selection
move down one position in the opened tree

move up one position in the opened tree

open the following application level in a branch

close the complete branch
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5.2 Functions of a setup

5.2.1 Basic settings

Note:

[@3 With the DatafoxStudiolV more than one device type can be configured. The
functionality of the devices differs. Therefore it is important to select the device
type at first. Only then it can be guaranteed that all functions are available while
configuring and that they are not deactivated.

Depending on the chosen communication type some further settings have to be carried out. Please note,
that all changes have to go well with the settings of the device (see chapter 4.5.13.

Fir den ZK-MasterIV gibt es keine weiteren Grundeinstellungen.

From version 04.01.06. x can be put how much of the device memory should be used for records and how
much for lists.

5.2.2 Global variables

Global variables are used as buffers within the device and do not depend on a data type. That way it
is possible to transmit values, created within an input chain, to another input chain for reprocessing. At
most 8 global variables can be defined in the ZK-MasterIV.

Setup Finstellungen filr 7K MasterV B The use of global variables is explained in detail
Globale ariabl: | Trarsponcr | in Chapter 53
Namen fur Globale Y.anable [GY).
Der Mame der Variablen kann max. 16 Zeichen haben, . . .
Nur Variable mit sinem Namen kannen verwendet werden. For testlng purposes or also Wlth the ba.SlC param-
o e eters (e.g. device-no.) it might be very useful, if
vz [Fes - the global variables are already preallocated in the
W | I Setup'
G 4 | r ‘
GY 5 | r ‘
GY & | r ‘
GY 7 | r ‘
GY B | r ‘
max. 16 Zeichen

Figure 103: Setting of global variables

Already while defining, the global variables can be preallocated with values (in the basic settings of the
device via the register card Global variables, see figure 103). It is also possible to fill them with values
via input chains within the term. If you access to the same GV repeated, writing, via input chains, the
value of the GV is changed.
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daﬁ‘f?x:

When a global variable is filled via an input chain you have to differ to cases: Either you fill the GV and
create a data record concurrently, or you fill the GV without creating a data record. In the second case

please note, that there should be no connection to any data record description.

When inputting GVs using the function Normal, you can carry out a format check via the register card
Expanded. Such a test is not available for other input functions. That is not necessary, because there the
data formats are set in advance.

€5

5.2.3 Transponder

Note:

e When you transmit a new setup, it is possible to delete global variables and

their values. In order to do this you have to activate the appropriate option.

e If you want to reset one or all GVs to a defined value (e.g. at clocking-off), you

have to create an input chain with the appropriate fields. Use the function
Constant. Via the configuration of the time zones you can set, when this
input chain resets the GVs.

Transponder readers are provided as external module, e.g. TS-TMR33. You can set the transponder
reader via the settings in the setup (see figure 104.

Setup Einstellungen fiir ZK-MasterlV

Datei  Kommunikation
2} Hame
un

Info Drag&Drop

Globale Variable  Transpander |

T . Hitag2 -
i

Auswahl Segmente fiir LeseHitagS H32
Seament Nr. Ablageforma Hitags H48
HitagS HEE

0 | |Decmax TiButton
o

Legic
Mifare

Meniipasswart 0... 9999 0 = keine Abfrage
Startwert 1 d
Startwert 2 O
Startwert 3 d
Autoinkrementwert fii ale

tandard: 40434852 |

ngabe [max. 8 Zeichen]: | 40434852

Figure 104: Settings of the transponder
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gy
datafox:

At the moment the following transponders are supported by the ZK-MasterIV Fields on
the transponder

Frequency Type Module Fields on the transponder Comment
125 KHz Unique TMR33, Fixed 13-digit number Only reading possible
125 KHz Hitagl ProxLine 64 segments each 4 byte: The available segments
MCR, 0 = Fixed number, only can be used e.g. to save
PHG-Voxio | reading a firm identification, a
oder 1 to 31 = Passwords, card number, an
-Relino 32 to 63 = available. account for canteens
125 KHz Hitag2 (Switch 8 segments each 4 byte: etc. PHG supports at
over in 0 = Fixed number, only most 3 segments with
DatafoxStudipi¥gding Hitagl and 2, with
1 to 3 = Passwords, Titan only the serial
4 to 8 available. number.
125 KHz HitagS 1 - 63 available
125 KHz Titan EM4450 34 segmentes:
0 to 2 = Password
3 to 31 = available
32 to 33 Serial /Device ID
13,56 MHz | Mifare Mifare, 16 segments available The high speed and the
PHG-Voxio large memory capacity
oder are also favourable. So
-Relino this transponders are
very suitable for
biometry.
13,56 MHz | Legic Primo,
PHG-Voxio
oder
-Relino
— iButton iButton Fixed 15-digit Number

Table 21: Overview over supported transponders

Various possibilities of configuration are available for the DatafoxStudiolV, depending on the chosen
transponder type.
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5.2.3.1 Transponder reading systems

_\g
Tarox:

Read

Type Frequency Module

Unique 125 kHz TSR20, TSR21, TSR30, TSR32, TSR33
Hitagl 125 kHz TSR21, TSR32, TSR33

Hitag?2 125 kHz TSR20, TSR21, TSR30, TSR32, TSR33
HitagS H32 125 kHz TSR21, TSR32, TSR33

HitagS H48 125 kHz TSR21, TSR32, TSR33

HitagS H56 125 kHz TSR21, TSR32, TSR33

Titan EM4450 | 125 kHz TSR20, TSR21, TSR30, TSR32, TSR33
Mifare 13,56 MHz Mifare

Legic 13,56 MHz Primo

iButton — Dallas Semiconductor DS9092

PHG 125 kHz sowie 13,56 MHz | Aperio, Relino

Table 22: Transponder read

TMR33 supported by GIS:

Unique (Serial number)

Hitagl (max. 3 segments)
Hitag S H32 (max. 1 segments)
Hitag S H48 (max. 3 segments)
Hitag S H56 (max. 3 segments)
Hitag2 (max. 3 segments)
EM4450 (max. 3 segments)

Please note the following when using Mifare:

The value-format is not supported.
You can only read the data-format with the key-A.
You can read and write the default-format with key-A.
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(1) €

Unique
[ Sotu Einstoltungan fi 26 Mestorl X Unique is a pure reading system. The card number
Datei  Kommunikation . . . .
e ] o is a worldwide well-defined ID and is used in all
= ‘&g Datensatee . . . . .
“RRzumrn Tersporep: [Uniae = conceivable fields. A 64bit information is saved
= (2] Master_ID .
= (5rHealld Ausrsiaumre on the card. For the well-defined ID only 40bits
e [ )| | e are used. The remaining bits are amongst other
(F 40bit[5Byte] | Dec[13Stellen] - . . .
things used for a checksum. When using Unique
in DatafoxStudiolV the value of the card number
as 40 or it-value) can be used for further
ID 40 or 32bit-val b d for furth
=E Datum Uhizeit .
=S processing.
=F Ausweis i
=X Status

Figure 105: Unique transponder
Hitagl

Hitagl is organized in 16 blocks at 4 segments each. Each segment has a length of 32 bits. The block
numbers 4 to 7 can be saved with a password (secret) or used without one (public) optionally.

Caution:

DatafoxStudiol V supports only the segments 0 and 8..63. The segments of 32..63
can be read and written always, the segment 0 can be read always. Depending on
the content of the segments 1..7 it might be possible, that the segments 8..31 cannot
be read or written.

o=

[T ——— B At most 3 segments are available for concurrent
Datei  Kommurikation . .
 EErr — ] processing. You can select them in the DatafoxS-
=88 Datensatze . .
SR e tudiolV under Transponder via the segment
T (2] Master_ID
=i, - number.
= (5] S N T —
> -] 5 | . . .
N o | = e m— | Via the filing format you set how the 32bit-value
Hinweis: Bei fester Feldiange wird ggf. mit fibvenden Nullen aufgefiilt s .
Ausweis sohrsiben 18 ubed'
Meniipasswort |70 0. 2399 0= keine Abfrage
éDalumumeit Startwert 1 0 I Autoinkrement :
ig:g‘;g e When you select Fixed length the read card value
Ausweis Nr . .o . .
= St S o is cut to the set number of digits and is filled up

Autoinksementwet fii ale . . .
with zeros (0) left-sided, if necessary.

Figure 106: Hitagl transponder

For the writing of the cards an initial value per each segment can be set. You can activate the option
Autoincrement value behind the current initial value. Then the current segment value is increased by the
value indicated under Autoincrement value after every write operation. The initial values of the segments
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can be edited in the device-BIOS. The set autoincrement value is only displayed in the device-BIOS and
cannot be changed on the device itself. The writing of cards can be saved by a menu password.

Hitag?2

Hitag 2 is organized in 8 segments. Each segment is 32 bits long.

R —— X At most 3 segments are available for concurrent
Datei  Kommurikation . .
e — ] processing. You can select them in the DatafoxS-
=88 Datensatze . .
SRz N tudiolV under Transponder via the segment
T (2] Master_ID
=i, - number.
EZU‘EKID:M;BZ“S 1. |4 x| |pec max 10 Stellen) ~| |keine ~
= [ Roadsr 2 [REN - =l . . .
! [ oot N o | = e m— | Via the filing format you set how the 32bit-value
= E5 Time Hinweis: Be fester Feldiange wid ggf. mit fivenden Nullan aufgefiil .
o B iy is used.
c Event Ausweis schreiben
= ;E:‘ﬁr [ —" [70 0. 9395 0- keine Abfrage
éDalumumeit Startwert 1 0 I Autoinkrement :
ig:g‘;g e When you select Fixed length the read card value
Ausweis Nr . . . .
=5 e S 3 £ is cut to the set number of digits and is filled up
Autoinkremertwer fir ale . . .
with zeros (0) left-sided, if necessary.
Passwort fur Ausweise [ Standard: 4D434B52 |
Passwoit in Hexadezimalangabe [max. 8 Zeichen) TF323408

Figure 107: Hitag2 transponder

For the writing of the cards an initial value per each segment can be set. You can activate the option
Autoincrement value behind the current initial value. Then the current segment value is increased by the
value indicated under Autoincrement value after every write operation. The initial values of the segments
can be edited in the device-BIOS. The set autoincrement value is only displayed in the device-BIOS and
cannot be changed on the device itself. The writing of cards can be saved by a menu password.
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HitagS

When using this method you differ between "‘HitagS H32"’, "‘HitagS H56"’ and "‘HitagS H48"’.

[ Setup Einstetlungen il 2K Masterty & HitagS H32 means, that this transponder has just

Datei  Kommunikation

e T a 32bit-value (= serial number of the card) (see
=88 Datensatze
=8 Zutitsbuchuny 1
ﬁm (1} Dam.ﬂ,umzeit Unlque) .
T (2] Master_ID
T (3): ModulID
I (4 ) Ausweis_Ni
T (5 : Status
Zubrittskontrolle 2

Transpondertyp

Auswahl Segment fir Lesen
Segment Hi. Ablagefoimat Feste Linge

Dec (max 10 Stellen) | |Keine x

Hinweis: Bei fester Felddnge wird ggf. mit fibvenden Nullen aufgefiil

il

=F Datum Uhrzeit
= Master ID
=X Modul ID

=F Ausweis Nr
=% Status

Figure 108: HitagS H32

[ Setup Einstetlungen il 2K Masterty & The H56 means, that this transponder has 8 regis-
Datei  Kommurikation . .

T a— T | ters for a 32bit-value each, altogether 256 bit (see
=88 Datensatze

= B8 zutitsbuchung
T (1] Diatuw_Uhrzsit
T (2 ) Master_ID
T (3] ModuID
I (4] Ausweis_Hi
T (5 Status

T T Hitag2).

Auswahl Segmente fir Lesen
Segment Hi. Ablageformat Feste Linge

1. [ [oscmae 105 =] [rere =]

il

@8
-8 Zutitskoniolle 2
&
B 2 [kein
5
5 3. [Ren =] [Pectoas 105ielen) ] [Feme <]
i Hinweis: Bei fester Felddnge wird ggf. mit fibvenden Nullen aufgefiil
5
i Auswels schrsiben
t Meniipasswort 0 0. 9999: 0 = keine Abfrage
" 2% Dot Uhrzek
0 I Autoinkrement
=T Master ID Startwert 1
i Modul ID Startwerl 2 In
Ausweis Hr
=¥ Status Startwert 3 In

Autoinkrementwert fiir slle

Figure 109: HitagS H56
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Setup Einstellungen fiir ZK-MasterIV 3
Datei  Kommunikation
BT 2 Masterty Globale Variable  Transpander |
= B8 Datensitze
=[5 Zutrtsbuckung Db HitagS H8 =
T (1): Datum_Uhizeit __ e |
[ 2} Master_ID
£ (3} Modul ID Auswahl Segmente fir Lesen
T (4): Ausweis_No Segment Nr. Ablagefamat Feste Linge
= (5 Status 4 +| [Dec imax 10 Stellen) | [keine =
2 [kein ~
3 = |
Hinweis: Be fester Feldiinge wird agf. mit fibrenden Nulln aufgefil
Ausweis schigiben
Meniipasswart 0 0. 9990 = keine Abfrage
=% Datum Uhzeit —— 0 T Autorkiement
=% MasterID
é Modul ID Startwert 2 O
Ausweis Ni
=% Status Startwert 3 I
Aulainkrementueit fi all

Figure 110: HitagS H48

Titan

daﬁ%(:

The H48 means, that this transponder has 64 regis-
ters for a 32bit-value each, altogether 2048 bit (see
Hitagl).

Titan (EM4450) is organized in 34 segments. Each segment has a length of 64 bits. You can find the
serial number in segment 32.

Setup Einstellungen fiir ZK-MasterIV &3
Datei  Kommunikation
| = Globale Variable  Transponder }
+ B8 Datensatze
B8 Listen [ [Titan [EM4250) -
@ Bedienng
+- 7% Signalveraibeitung
=B Zutitskantalle 2 Auswahl Segmente fir Lesen
Segment Hi. Ablageformat Feste Linge
1. [z =] |Decimax 10 Stellen) ~| [Kkeine ~
2[5 =] [asCl (max 4 Zeichen) ~ [+ =
Info DrsgtDrop 3 [Kein ~
Hinweis: Bei fester Feldange wird ggf. mit fibvenden Nullen aufgefiil
Auswels schrsiben
Meniipassuort 0 0. 33330 = keine Abfrage
Startweit 1 O
Startwert 2 b O
Stattwert 3 In
Autoirkrementwert fii ale
Passwort it Ausweise [ Standard: 00000000 )
Passwort in Hexadezimalangabe (max. 8 Zeichen) 40434852

Figure 111: Titan EM4450 transponder

At most 3 segments are available for concurrent
processing. You can select them in the DatafoxS-
tudiolV under Transponder via the segment
number.

With the filing format you set, how the 64bit-value
is used.

When you select Fixed length, the read card value
is cut to the set number of digits and is filled up
with zeros (0) left-sided, if necessary.

For the writing of the cards an initial value per each segment can be set. You can activate the option
Autoincrement value behind the current initial value. Then the current segment value is increased by the
value indicated under Autoincrement value after every write operation. The initial values of the segments
can be edited in the device-BIOS. The set autoincrement value is only displayed in the device-BIOS and
cannot be changed on the device itself. The writing of cards can be saved by a menu password.
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Mifare

Mifare is organized in 16 sectors at 4 blocks each (each per 16 Byte). Each forth block is used to encrypt
the data on the transponder. It is partitioned into a key-A and a key-B and contains a password (each
6 byte long) for write- and read permission as well as the access condition, the media types are defined
in. Depending on the application, all blocks of a sector can be available either in default-format (i.e.
the key-A is the read- and write protection key) or in data- or rather value-format (i.e. the key-A is the
reading password and the key-B is the master key for reading and writing). At the moment the Datafox
devices (up to version 4.1.4.xx) support only the default-format.

Legic

Legic is used only in the German speaking areas. Both spanned and unspanned memory cards are pro-
vided. On the unspanned memory card the data are read by means of position- and length indication. It
is impossible to write on such memory cards.

On the spanned memory cards you have to set not only the length but also the segment, the data are
read from.

iButton

iButton is a contact reading system. The iButton has only a serial number, which is read, when a contact
between iButton and transponder takes place.
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5.2.3.2 Function upgrading for Mifare transponders

5.2.3.2.1 General information

The function Autologin always works in this version. If no password is entered, the default password by
Philips or Infineon is used. If a password is entered, at first a login as key A is carried out and if that
fails, this password is used as key B. Autologin is active only for reading.

5.2.3.2.2 Global settings

Mifare

Three password groups are provided. Password group 1 is used for the global settings. Range 2 is freely
available, range 3 can be used with the restriction, that here the passwords of the old card (for rewriting
the Access Conditions Bits of the sector trailer in the BIOS menu) are logged.

For the ASCII-format the value with the given length is written on the card, a zero-termination is not
written on the card. If there are any zeros within the given length, they are written on the card.

For the ASCII-format the value with the given length is read from the card, a zero-termination is added
after the given length. Thus, the maximum length, possible for the card, used completely.

All Mifare standard cards can be used. When using 1kByte cards all sectors can be used, when using
4kByte cards only the first 16 sectors (out of 40) can be used.

Autologin function

In the previous version 04.01.04.xx the Autologin was active non-stop; only a few users knew this and
used it. In the version 04.01.05.19 (and higher) the Autologin works in a different way. At activation all
6 passwords, that are given, are used until a login was successful. This function allows only the reading
of the card with various passwords; when writing on the card the password has to be correct. If Access is
used, the Autologin function cannot be used, because the access reader permits only one reading password
for security reasons.

Access Conditions Bits

The Access Conditions Bits are logged on the sector trailer, the fourth block of a sector. Each sector can
have its own password key A and B, also the access rights can be set for each sector and even for each
block. The sector Trailer is structured as follows:

The sector Trailer cannot be read out via the setup functions. Only the blocks 0 to 2 are accessible in
order to read and write data. The Access Conditions indicate the block format and the access rights of
the block of a sector. The Value format is not supported by the firmware, but this can be set optionally.
You should pay special attention to the Access Condition (B3), because the settings of the sector Trailer
cannot be changed afterwards, it is write-protected then. If you are not sure, you should use the default
settings of the producer.

Caution:

The Access Conditions Bits do not change the settings of the password use in the
groups 1, 2 or 3. Here you have to pay attention, so that the settings correspond
to the ACB. A set write-protection of the sector Trailer cannot be cancelled.

[ L )
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Sector Trailer g|
Datenblock Access Conditions [ AC )
BO B1 B2 AC-Bits Vallzugriff
Ky & R [default] : W v & Keya scheibt beide Schiiissel und AC und liest
AC und Key B [default]
Kewd (R 1: —
Key B schreibt beide Schivizzel und AC, beide
KepA [RLEep B[R] T T T Schitizsel legen AC
KeyB (RA): T || keyB schreibt A, beids Schliissel lesen AC
KewB([R]: I
AC-Bits zchreibgeschiitzt
Valueblock € Kew & schreibt beide Schilissel, liest AC und Key B
Kewd (R LEeyB(RA LT T 1 ¢~ Key B schreibt beide Schiissel, beide Schitssel
I AL
Kepd [R): rrr =
(" Beide Schlizsel lesen AC
Gespert Sector-Trailer schreibgeschiitzt
Black Gespert - rr " Key A lisst AC und Key B
Acoess Condition Bits : | FFO780  General Purpose Byte : ,E [default B3]

Figure 112: Sektor Trailer

] The card with the set default password
key A FFFFFFFFFFFF for reading and
writing with the ACBs FF078069 is new..
The card should have an ID number (32-
bit as decimal value with leading pre-
zeros, 10 digits) in the range sector 1
block 1, and a data range for fingerprint

Globale Variable |
Sommer-Sefinterzeit ]

Grundeinstelungen ] Tranzponder

Fingerprint Tirnebioy ] Betriebsmodus ]

tethode der biometrizchen D atenerfazsung

" K.ein Fingerprint
" |dentifikation

" “erifikation [ Fingertemplates im Fingerprintmodul hinterlegt |

" Werfikation [ 1 Fingerterplate auf dem Ausweis hinterlegt )

* Werfikation [ 2 Fingerternplates auf dem Ausweis hinterlegt E

Ez werden derzeit nur Karten vom Typ Mifare unterstiitzt, Ein
Fingertemplate umfazst 161/216 Byte. Mehrere Fingertemplates
liegen hintereinander.

Segment: |1-7 | Passwortguppe : |1 -

Format der Fingertemplates

Hirwweiz: Fur den exakten Aufbau des Fingertemplates
ziehe Handbuch.

+ DIN %5400 [161 Byte)
Sicherheitzstufe

Hirwweiz: Bei ldentifikation ist der wertebergich 50 - B0, bei
Yerifikation der Wertebereich B0 - Y0 empfohlen.

" |dencom-Compact [216 Byte)

B0 =» FRA[ 0.075440 ), FAR[ 0.000030 ]

=l
Mindestwerte fur die Fingerakzeptanz

Bildqualitat - |70 | Anzahl Minutien - |20 <

in the sectors 2 to 10. The range for
the ID number uses the password group
1 with key A (reading key) and key B
(writing key); the range for the finger-
print uses the password group 2, also
with key A (reading key) and key B (writ-
ing key). In that case the ACBs have to
be changed.

Figure 113: Example of a card
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X The ACBs (Access Condition Bits)

Sector Trailer

- should have a value of 78778869.
Datenblock Access Conditions [ AC )
BO B1 B2 AC-Bits Vallzugriff
Ky & R [default] : —rr ~ Keya schreibt beide Schiiissel und AC und liest
AC und Key B [default]
Kewd (R 1: —
F.ep B schreibt beide Schivssel und AC, beide |
Kepd [R1KeyBRM]: W v W o Echliissel lesen AC
KeyB (RA): T || keyB schreibt A, beids Schliissel lesen AC
KewB([R]: I
AC-Bits zchreibgeschiitzt
Valueblock € Kew & schreibt beide Schilissel, liest AC und Key B
Kewd (R LEeyB(RA LT T 1 ¢~ Key B schreibt beide Schiissel, beide Schitssel
I AL
Kepd [R): rrr =
(" Beide Schlizsel lesen AC
Gespert Sector-Trailer schreibgeschiitzt
Black Gespert - rr " Key A lisst AC und Key B
Acoess Condition Bits : | 757758 General Purpose Byte : ,E [default B3]

Figure 114: Sektor Trailer

] In order to set the card on the values,
intended for the use in the setup, the
password group 3 has to contain the old
[Mifare = passwords; in this example key A with

FFFFFFFFEFFFF as reading and writing
key. Via the transponder menu the card
can be set newly, but the formatting sec-

Fingerprint ] Timeboy ] Sommer-Sefinterzeit ] Betriebzmoduz
Grundeinstelungen ] Globale VW ariable Transponder

Tranzpondertyp :

Globale Auswahl Sektor fur Lesen/Schreiben

[ Seriennr.

Seklor Block  Ablageformat Sttt LErige tor has to be activated. The ID can be set

1 <|[1 =] [pecimas 105teten) [ +|[Keine =] Vif.i Wri'te Qata on'card, the ﬁel.o'l Finger-
print via Fingerprint sector trailer. Now

Paszwort Gruppe 1 [Standard] the card possesses different reading and

[ Fiir Lezen alle Passwirter Lesen / Schreiben writing passwords for fingerprint and ID,

Key & Key B O Kepd /Feyd that are only known to you and the ter-

* Keyh/KepB minal.

| FFFFFFFFFFFF | FFFFFFFFFFFF - Ko B Ken
ey B/ Key

Auzweis zchreiben

Starbwert ; 1000 W Autoinkrement, wert - |1
Access Conditions - FF 07 80E3

FPazzwoart Gruppe 2

I Kepd /ey &
* Eeph /EeyB
FFFFFFFFFFFF | FFFFFFFFFFFF
| | " KeyB /EeyB
FPazzwort Gruppe 3
¥ Eepd /Eeyd
~
Siiidsaddass | FFPFFFFFFFFF | A/ keyB
" KeyB /EeyB

Figure 115: Password definition
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5.2.3.2.3 Function normal

Yerhalten nach Barcode - Tranzponderleser / Listenauswsahl New for this field function is the
[v akustizche Bestatigundg, switching-on and -off of the acoustic sig-
[ Return zur Bestatigung erforderlich nalisation. The background is, that the

last to the t der shall cre-
oder automatizch ausblenden nach m ¥ Sekunden. ast access to the transpohcer shail cre

ate a beep, in case of carrying out several
reading and writing processes within one
input chain.

Figure 116: Behaviour after Barcode - transponder reader

Tranzponder, globale Einstellung verdndem On the field Mifare some alterations were
W Aktivieren 7 venwendende Passwortgruppe - | Gruppe 1 - carried out, so that now not only an
Sektor  Block  Ablageformat Start Lange ASCII Ttrm? Car} bed read, li)lllt a;lsot}]lol—

nary values (as alrea ossible at other
115 = |0 ~||Dec(max 10Gteler] «| |0 v||keine ~] Y yp

transponder processes). It is important,
that the password group is set correctly,
so that the data can be read.

Dec [max. 10 Stellen)
Hex [max. 8 Stellen
ASCI [max. 16 Zeichen]

Hew gedreht [max. B Stellen

Figure 117: Behaviour after Barcode - transponder reader

5.2.3.2.4 Transponder value write, also for Hitagl, Hitag2 and Titan

Only values of global variables can be written.

Note for the user: With Hitag several segments can be used. If these segments use different formats, the
number of digits has to be set under Decimal (except for the use of only one segment). Otherwise, the
data might be written on an other range than desired.

The page Expanded has the same structure as the one for field function Normal.

5.2.3.2.5 Transponder menu

The transponder menu is different only on the register card Mifare. The function Formatting sector was
added to the hitherto existing functions/ menu items. The activation of this new function causes, that
a card with key Ax and key Bx and its current ACBs is overwritten with the values of key A and key B
of field 1 and with the ACBs of block 4, set in the setup. In order to carry out a login with the correct
passwords, key Ax and key Bx have to be set in the password group 3. All this is important, if you want
to create a new password for a card, that is new/ unused or even already used.

Terminals with fingerprint If the terminal is equipped with fingerprint and Mifare, the menu item "Fin-
gerprint field sector trailer" is displayed in the transponder menu. Here the sectors, with the settings of
the password section, edited under Fingerprint, are set. If Formatting sector is active, the passwords and
the ACBs are set; if this option is deactivated, only the passwords are set. For the logging-in password the
field 3 is used. The number of sectors, that are not accessible, is displayed at the end of the formatting
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process. The reason for this are the different Access Conditions of the single sectors. Here the terminal
will not help you. Such error sources have to be eliminated before, or you have to make sure, that the
cards were not used yet. In that case such an error does not occur.

Conclusion If Formatting sector is deactivated, only the value is written on the card under Write card, on
the fingerprint field Sector trailer only the passwords for the memory range of the fingerprint templates
are set. If Formatting sector is activated, both passwords under Write card and block 4 of the segment
with Access Conditions on the fingerprint field Sector Trailer are written newly. If the fields to be written
are write-protected, an error message is displayed.

You may find further information about Mifare under http://www.mifare.net/ or www.nxp.com Products
=> Identification => MIFARE => MIFARE Classic.

5.2.3.3 Application possibilities for Hitag-transponder

All Hitag-transponders have got a fixed serial number in segment 0 and further available segments. You
may find information about number, size and function in table 21. There is the possibility to use different
segments. So you have several possibilities to use them with PZE and ZK. In the following you may find
2 examples for the possible use of PZE and ZK as well as the advantages and disadvantages.

Note:
[[g: You recommend the safer method with lists in the terminal. When using ZK lists
they are necessary anyway.

Example 1.
ZK-MasterlV setup for Hitag2 with firm code in segment 4 and personnel number in segment 5.

Operation:

The firm code is filed in segment 4. When reading the card a format check is carried out, e.g. 010101*
for the customer ID 10101. The first 0 is created, because the fixed field length is 6. That means, even if
the customer ID becomes a 6-digit number, the process still works.

The personnel number is filed in segment 5 (card number = personnel number).

Security is created by the firm code exclusively. Of course a further list could be loaded. But this would
not be an improvement, because the clearness of the card number cannot be guaranteed.

The cards can be programmed via the terminal or the desktop reader TS-WR34 USBT article-no. 222001

Advantages:
No permanent staff lists have to be transmitted to the terminal.

Disadvantages:

Overlappings might be possible, if the firm code is not well-defined. That can happen, if you forget to
set the setup for the project or if another producer uses the same method. Different accounting programs
use different formats for the customer ID. The setup has to be set customer-specific.

» Under Transponder the project number /customer ID has to be input.
P The format check has to be set in each input chain.
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Each card has to be programmed.

Example 2.
ZK-MasterlV setup for Hitag 2 with card number in segment 0 and check on lists.
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Operation:
Only the well-defined serial number (already programmed by the producer) in segment 0 is used.

Security is created by a check of the permanent staff lists (as standard with Unique).

Advantages:
The process is absolute safe because the well-defined serial number is used.

The setup does not need to be adjusted to each costumer, i.e. the same setup can be used for various
projects/costumers.

The cards do not need to be programmed.
All free fields are available for other uses (canteen, drinks dispenser, firm equipment etc.).
While bookings are carried out, the name of the person can be displayed.

Disadvantages:
You have to load the lists, that should be controlled on the device compulsorily. (Alternative: This can
also be done via an online check with the server application.)

Note:

[@ Datafox offers a desktop reader with USB-connection to read the serial numbers
into the PZE-software. By the keyboard emulation software the reader reacts like a
keyboard. The cursor is put to the field Card number and the transponder is read.
The number in the set segment is read and written to the position of the cursor.

5.2.4 Creating data record descriptions
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Setup Eintellungen fis 2K MasterlV X When creating new data record descriptions
EZKKMWM ot | under the element Data records please proceed as
73?5!5‘2"3‘3:'21”@ B E—— follows. Select the element Data records in the
B oo e Hor o e [P tree structure (it is highlighted in blue then). Via
Dy the button Paste a new data record description is

e | vonzn Bt e created; the tree structure is expanded to a new

entry. If several data records exist you can set the
position of the new data record via the button
Paste between.

Figure 118: Creating a data record description

In order to name the new data record, click on it in the tree structure. On the right side the details about
this data record are displayed. There you can enter the new name.

Note:
[@ All entries are applied automatically and do not need to be saved explicitly. Via
the button OK you leave the edit dialogue and return to the setup dialogue.

Setup Einstellungen fis 2K Masterly B For each data record appropriate data fields can
Datei  Kommurikation ..
CYRE=y | be created and the field characteristics can be
=38 Datensstze . .

defined. This procedure is the same as when

creating new data records.

Zutitsbuchung
Datensatz2

B2 (1): Feldl
g Signalverarbeiting

= B8 Zutitskontrolle 2

Definition Daterfeld

Feldname:  [Feld!

Feldyp:  [Zeichenkette (i Ziter] =] [8 | Bye
b et L. 26 The data type Date Time is defined with a fixed

length. When using strings you have to give an
indication of length additionally.

Laschen

0103 worraussetat

Figure 119: Creating data fields

5.2.5 Creating list descriptions

Lists provide a defined data base. You can compare them with the combo-box of a PC application.
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.................................................................. d aﬁ?x:

Setup Einstellungen fiir ZK-MasterlV

Datei Kommunikation

R
63 E Datensatze
- B8 Zunitskontiolle 2
= B8 Reader
=
T (2} 2M
T (31 TM
I (4] RelLocation
I (5] RetAction
T (6] Pin
= B8 Idertification
= (1} 1d
T (2] Group
T (3} Pin
I (4] Menace
T (5] ActiveStart
= (6 ) ActiveEnd
I (7} ActiveGeneral
= B8 Location
(1} 14
= (2 ) RefGroup
= (3] RefTime
T (4] RefTimeNoPin

i

Feld |

Definition Dratenteld

Feldname:

Hinweis

Feldyp: |

= Byte

Bitte beachten Sie. dass eine Feldbreite > 20 Byte.
mindestens die Firmware - Yersion 0d.01 03 worraussetat

= The list descriptions for the access control are pro-

Figure 120: List description of the access control lists

5.2.6 Creating a user guidance

vided by the system. Via the DatafoxStudiolV you
can review the structure of the lists (configuration,
field names, data type, size).

As explained in chapter 3.4 operating the terminal via keyboard is impossible. Therefore the ZK-MasterlV
does not possess a actual main menu. Nevertheless you need an input chain (with the appropriate logic)
to carry out access controls.

5.2.6.1 Defining input chains

An input chain defines a series of data fields that are entered on the device or filled automatically via
collection- or control routines. Via this input chains the data records are filled by the device (see chap-
ter 5.2.4. If several input chains are created under one menu item, they are worked through one after

another.

Setup Einstellungen fiir ZK-MasterIV'

Datei  Kommunikation

= ZK-Masterly
= B2 Datensitee
= fr Signalverarbeitung

=X Datum Ubrzeit
=T Master ID
=t Modul ID

=X susweis Nr
=F Status

Einfligen

Einfugen
zwischen

Eingabekette 1

Mame der Eingabekette ,7
Zugehaiige Datensatzbeschreibung : |Zuliittsbuchung -
r Zutrittshuchung

-

-

Aligemeine Einstellungen fiir eine Eingabekette

Figure 121: Creating input chains
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After creating an input chain and set-
ting a designator, it has to be assigned
to a data record. This is done via the
field with the appropriate data record
description.

If no assignment is defined at this
point, no data record is created. It is
reasonable, if the input chain is only
used for defining a GV (as explained in
chapter 5.2.2.
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5.2.6.2 Defining input fields

Note:

IS5

Setup Einstellungen fiir ZK-MasterIV.
Datei  Kommunikation

R

+ B8 Datensitze

+ A Signalveraibeitung

=88 Zutitskontrolle 2

=F Datum Uhrzeit
= Master ID
=X Modul ID

=F Ausweis Nr
=% Status

=& Eingabe

Eifligen
avischen

Eingabeketie |

Aligemeine Einstelungen fir eine Eingabekette

Mame der Eingabeksite o
Zugehiiine Datensatzbeschrebung: [Zuritsbuchung ]
=

=

=

X

Figure 122: Add input

Setup Einstellungen fiir ZK-MasterlV
Datei  Kommunikation

51 2K Masterly
+ B8 Datensitze

+1 BB Listen
- #%% Signalveraibeitung
10 - Modul

i

fields

£

Eingabe |

Eine Funktion fur Feld- und/oder GY - Zuweisung ausfiihien

- Zihlerstand2
#wd MachineStar3
- MaschineStoppa
e Zahlerstand3

# wd MachineStaitd
- MaschineStoppd
= Zahlerstandd

= wd AlveDS

#-md Eingabekette

+ B8 Zutitskontrolle 2

o MaschmeStant Name der Feldablage: [kenmung
-, MaschineStoppl [rrrr—
= Zahlerstand] (T ‘
Kennung F
Danumugmze.t D [kennung ~]
=% Gerientlummer = nicht gewaht
= b B PR ooy 1
=F Gnund Seriennummer
= Menge “wertin Globale Variable schreiber: | Projekt Beleghr
=t Gesamt Uriterbr-Grund
#wd MachineStan2 Konstanter /ert der libemommen M::agmel
e, MaschineStopp2

icher]
max. 16 Zeichen

Figure 123: Configuration of the
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All inputs always apply to the input field selected in the tree structure.

After adding the input chain fields by pasting the
input chain, these input chain fields can be config-
ured. Paste the input chain fields

A data record description is assigned to the input
chain (to save the data). You have to assign the
input chain fields to the appropriate field of the
data record description analogously. Data type and

size of the data, that shall be processed, is set via
this assignment.

input chain fields of the access control
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Setup Einstellungen fiir ZK-MasterlV

Datei Kommunikation

51 2K Masterly’ Eingabe | Enweitat | Spriinge |
+- 28 &l

&

+ B8

£

Mame der Feldabirage:

Eine Funktion fur Feld- und/oder GY - Zuweisung ausfiihien

X At next you have to assign the collection function
for data to the input chain field. Via this functions
you set, which data (in which form) are transmit-

roe ted to the field.

[ nicht genahit

ren
ahlmax. 10 stellig]
v

Eingabe2
B8 Zubittskontiolle 2

Figure 124: Assignment of the collection function to an input chain field of the access control

The following input functions (1) are available:

5.2.6.2.1 Field functions in general

vy

detailed description in chapter 5.2.5.

Apply counter reading
Apply function value
Apply threshold status

Apply GPRS Alive counter

VVYy VYV VY VY VY VYY VY VYYVYYVvYYyYy

Start/Stop Timer

Version: 04.01.07.00

Apply serial number (10-digit number)

Apply firmware version (XX.XX.XX.XX)

Apply GPS data (27-digit RMC)
Apply GPS data (variable selection)

Copy Timeboy variable to field

Normal = Input via keyboard, bar code, transponder or smart card.

Select from list = In order to do this an assignment to a defined list has to occur. You may find a

Write list field = The value of a GV can be written on a selected list field via this function.
Constant = The field is filled with a constant value.

Copy global variable to field = The value of the current global variable is copied into this field.

Apply digital measurement (16-digit number)

Apply status of summer-/wintertime (S/W)
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P Carry out access control with GV = You can carry out an access control within an input chain.
P Switch relay

» Apply debug value

5.2.6.2.2 Field functions of the access control

P Access: apply ZM (AccessMaster) = The value of the ZM is applied from the reader list.
P Access: apply TM (DoorrModule) = The value of the TM is applied from the reader list.
P Access: Apply card number — The read card number is applied.

P Access: Apply status — The basic status of the initialized ZK-bus and of an action carried out is
applied

5.2.6.3 Expanded

You can use the cutting of the field values and the check against a reference string as expanded configu-
ration. Further options are not available.

Setup Einstellungen fiir ZK-MasterlV X

On the register card Expanded the option Cut out
Datei  Kommunikation . . .
SpE Ergobo] Ltonuswal Eveie | o] roomn| character of (1) is activated and the field part is

+ B8 Datensatze
%) e Signalverarbeitung
= B8 Zunittskontolle 2

Zugelassene Eingabequellen

F U ——— set by setting start and end position of the fields
P to be read. Additionally a format check for string

i

Segment Nr. Ablagefoimat Feste Lange
Laschen 3 M
I N e | e s | o (2) (with a set format) can be carried out here.
2 :‘ :‘ :‘
" 2 Datum U *
T et Hirwiis: Bei fester Feldnge wird agf. mit lbvenden Nulen aufgefile
=T Modul D Verhalten nach Barcode - Transponderleser / Listenauswahl
=F Ausweis i Sr
= Status w

Zusatziche Furklion fu die Feldeingabe
1r Zsichen ausschneiden. Von bis
Priftung fir Zeichenkette
72> beliehiges Zeichen
2 #5 belisbige Anzahl Zeichen
> beliebige Ziter

2B A777: 4 Zeichen mit 4 beginnend
~ > beliehige Anzakl Ziffern

Figure 125: Expanded
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5.2.6.4 Reaction on list selection

P If you tick off Return necessary for confirmation (...), the list is displayed until a selection is made

(in case of a list selection).

» (no tick) Timeout 0 (...). The first found list input is applied without being displayed. Please be

careful in this case!

> (no tick) Timeout >0. The list is displayed. You can select a list input by scrolling and apply it via
ENTER. If no acceptance occurs via ENTER, the selected list input is applied automatically after

the set time.

5.2.6.5 Jumps

This field is available, if one of the following input functions is selected: Normal, Select from list, Write list
field, Confirmation, Copy GV /Timeboy variable to field, Copy field to GV /Timeboy variable, Fingerprint:
scan/ teach-in fingers/ delete finger templates/ carry out identification/ carry out verification or apply

debug value.

Setup Einstellungen fiir ZK-MasterIV X

Datei Kommunikation

Eingabe | auswahi | Enweitert Spriinge | Fingerprint |

ellungen fi Einlesen eines Feldes

Werhalten nach Abbruch der Eingabe mit EGC

i

Sprungziel

2B A292; 4 Zeichen mit A beginnend 1 7 beliebin
> beliebig

Figure 126: Defining jumps

5.2.7 Signal processing

You can define jump targets within the input chain
for ESC or depending on a check (if this function
is available). That way it is possible e.g. to check
a status value (0/1). If the desired value is not
available, you can leave the input chain and avoid
the unwanted creation of a data record that way.

Via the signal processing the digital and the analogous inputs are supervised and the digital outputs

controlled.

5.2.7.1 Use as Start/Stop

Note:
In principle it is valid:

1S5

Hz.
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The digital input 1 can be used with at most 1 kHz; the input 2 with at most 10
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daﬁ%(:

When using as Start/ Stop a single digital input is allocated. It is appropriate to use the slower 10 Hz

input for this.

Setup Einstellungen fiir ZK-MasterlV

Datei Kommunikation

151 2K Master
L]
g Datensitzs

= B Signalverarbeitung
& S Einfi
10 - Modul ngen
+ B8 Zutitskontrolle 2 Einfligen
zpischen

Info Drag&Drop

Dighaler £1/E2 | 6PRS |
El
Varwendung als: [ZHler =
Startet EingabekefUnbenutzt
Zhlmpuis

Zahler
Zshler mit Start / Stopp
Z8hler mit Start # Stopp per Timeaut

2 shler mit Start / Stopp per Timeout + 1. Impuls
Sl pe) T

e

Zahleteier (0. 42
Zyklus (065535 5)
Timeout (065535 5]

Ereprelzeiten

LowHigh U Highlow U 0,853 ms

E2

Varwendung sl | Unbenuizt =
Startet bei,

Wechsel von LOW auf HIGH | |

[irbeniz -]

Zahlerteiler (04234367295 Imp.) :

Zykhis [0.65535 5)

Timeout [0..65535 ]
High-Low : 0 65535 ms

“whechsel von HIGH auf LOW

Entprellzsiten

LowHigh

Figure 127: Use as Start/Stop

When using as Start/ Stop an edge change (High to
Low or Low to High) is interpreted as a valid signal,
only if the signal level is over the period of time set
as debounce time. Then the assigned input chain
is started once only. This function you can use e.g.
to supervise a machine. E.g. edge change from
Low to High: The input chain Production could
be called up once only. Edge change from High
to Low: The input chain Interruption would be
started.

The cycle indicates the interval, in which a data record is created (irrespective of an impulse). The input
chain, selected in the started/stopped machine is carried out cyclically.

5.2.7.2 Use as counter

When using as counter a single digital input is allocated. It is reasonable to use the faster 1 kHz input
for this. For this please note the following:

Setup Einstellungen fiir ZK-MasterIV
Datei  Kommunikation
(5 ZK Mastery
@8
Datensitze
= @ Signalveraibeitung
10 -Modul
+ B8 Zutitskontrolle 2

Eifligen
Einfigen
avischen

Info DrsgtDrop

Dighaler E1 / E2 | GRS |
El
Verwendung als [zahier E

Startet Ei ik | Unbenutzt
SNt BRSNS Sar / Sig

Zahlimpuls :

Z&hler mit Start / Stopp

Zshler mit Start # Stopp per Timeout

Zshler mit Start / Stopp per Timeout + 1. Impuls
TR T T

Zahlerteler (0. 42
Zyklus [0.65535 )

- =)

Timeout (05535 5]
Entprelzsiten
LowHigh U Highlow: 0 0655 m
E2
Venwendung als - | Unbenutat |
Startet Eir bei,
‘wechse van LOW auf HIGH | =

Zahlerteiler (0 4294367295 Imp.] :

Zyklus (065535 )

Timeout 05535 5]
HighLow : 0.65535 ms

Wechsel von HIGH auf LOW/

Entprelizeiten

Low-High

Figure 128: Use as counter
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A valid counting impulse starts the assigned input
chain. The counter splitter indicates, how many
single impulses can be combined into one count-
ing impulse. This value can be between 0 and
4.294.967.295. The cycle indicates the interval, in
which a data record is created (irrespective of an
impulse).
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5.2.7.3 Use as counter with Start/Stop

When using as counter with Start/Stop two digital inputs are allocated. The faster 1 kHz input is used

as counter and the slower 10 Hz input as Start/Stop.

Setup Einstellungen fiir ZK-Master!V

Datei  Kommunikation

(5 ZK Mastery
B8 Datensitze

= i Signalveraibeitung i
&5 5 Eirf
10 - Modul fte=n
L.BE
28 Zuitskontalle 2 T
awischen

Info DrsgtDrop

Digitaller E1 /E2 ]5;,;31
3]

Verwendung als; |Z8her

Startet Eingabeke| Unbendtzt

T, | Sorp
Z Siart / Stopp
Zahler mit Start / Stopp per Timeout
iioter (0 4zt St/ Stopp por Tmooud + 1 Inpuls |
Zyklus (065635 5] o
Timeout (0. 65535 5]
Eniprelizsiten
LowHigh 0 Highlow: 0 0.65535 ms
E2
Venwendung als - | Unbenutat |
Startet Eir bei,
‘wechse van LOW auf HIGH | =
echsel van HIGH auf LOW
Zahenteler (0. 4234967295 Imp.] -
Zyklus (0. 65535 5)
Timeout (0. 65535 5]
Eniprelizeiten
LowHigh HighLow : 055535 ms

Figure 129: Use as counter with Start/Stop

Both inputs are configured according to their use
(see figure 128 and 127. Here you also have to pay
attention to the debounce time for a defined signal
level.

5.2.7.4 Use as counter with Start/Stop via timeout

When using as counter with Start/Stop via timeout a single digital input is allocated. It is reasonable to
use the faster 1 kHz input for this, because it also functions as counter.

Setup Einstellungen fiir ZK-Master!V
Datei  Kommunikation

(5 ZK Mastery
3R Datensstze

= i Signalveraibeitung i
&5 5 Eirf
10 - Modul fte=n
L.BE
28 Zuitskontalle 2 T
awischen

Info DrsgtDrop

Digitaller E1 /E2 ]5;,;31
3]
Verwendung als; |Z8her =
Startet Eingabeke] Unbenuizt
Nt BRSNS Stat ¢ Siapp
Zahlimpuls: | Z5hier
5
1 Time:
5 Timeout + 1. Impuk
Zablerteiler (0. 425y T -y e oSO LIRS
Zyklus (065635 5] o
Timeout 05535 5]
Entprellzsiten
LowHigh 0 Highlow: 0 0.65535 ms
E2
Venwendung als - | Unbenutat |
Startet Eir bei,
‘wechse van LOW auf HIGH | =
\echvel van HIGH auf LOW
Zahlerteller (0. 4234367295 Imp.) :
Zyklus (065535 )
Timeout 05535 5]
Entprelizeiten
LowHigh HighLow : 0.65535 ms

The counter for produced pieces is the signal for
a running machine concurrently. In order to no-
tice interruption or switching-off of the machine
the timeout is supervised. When the timeout has
run out without registering a counting impulse, an
interruption data record is created. The timeout is
put back after each impulse (change from Low to
High), that fulfils the conditions of the debounce
time.

Figure 130: Use as counter with Start/Stop via timeout

The cycle indicates the interval, in which a data record is created (irrespective of an impulse). It is
activated after the first impulse and deactivated after reached timeout. The cycle carries out the input
chain for Start and counting impulse.
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5.2.7.5 Use as counter with Start/Stop via timeout and 1st counting impulse

When using as counter with Start/Stop via timeout and 1st counting impulse a single digital input is
allocated. It is reasonable to use the faster 1 kHz input for this, because it also functions as counter.
Furthermore it is possible to create a data record with the first counting impulse.

Vawarng o [ e (change from Low to High) and then according to

Startet Eingabeks

The input chain, assigned to first impulse and

Datei n . . . . .

TER Dl €12 | P | counting impulse, is started with the first impulse
& El

- B ung

Zahlnapuls :

the counter splitter. The counter splitter indicates,
how many impulses are necessary to activate the

Zahleteier (0. 42
Zyklus (065535 5)

o Degtbrop | | Tinecu 0. 66535 assigned input chain. The input chain is not car-
ot T—5 avton: [0 nmmre ried out, if 0 is indicated.
S r=err = If no further impulse is detected within the time
e S| = of the timeout, the input chain for the timeout is
e ey, 7 started. A further impulse restarts the input chain
P r of the 1st impulse.

Entprellzsiten

LowHigh High-Low : 065535 ms

Figure 131: Use as counter with Start/Stop via timeout and 1st counting impulse

The debounce time indicates, how long the signal level has to remain unchanged to be detected as impulse.
This is valid for both the change of level from Low to High (starting a device) and the change of level
from High to Low (stopping a device).

The cycle indicates the interval, in which a data record is created (irrespective of an impulse ). When
stopping the machine the cycle is deactivated (as far as the machine status is Start).
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5.2.7.6 Connection Timeboy

Setup Einstelungen iy 2K Masterly & Via the register card Timeboy input chains can be
Datei  Kommurikation . . . .
5 Ty e B ] T [ e assigned to the actions Plug-in Timeboy and Pull-
+ B8 Datensatze . . .
;g;;‘:;vmm Evdigen | Tineboy i Deckirgaiongeck out Timeboy. They are activated, when the action
=8 Zuitsontole 2 Eifiigen Startet Eingabekelte : | MaschineStar] ~ .
FE ompeten s | occurs.
I%T":zllnn Timeboy wird aus Dockingstation gezogen
Holiday m
vent artel Zahlerstand1 -
S L B et =
2Zutit Hinei MachineBtat?
Inwets MaschineStopp2
Bei Verwendung einer h{Zahlerstand2 fidhren
der v

Figure 132: Assignment of input chains to plugging-in- and pulling-out-events

5.2.7.7 Alive data record

Setup Einstellungen fiir ZK-MasterIV X

] With elder firmware versions the alive data record
Datei  Kommunikation . . .
EEE Analoger E1 | naloger 2| Timeboy  GPRS | Timer | Kin was created via the F6 IHPUt chain.

B8 Datersitze

+ B8 Listen
= Eﬁag[naweyamenmg M TL‘V:‘_ S
= 10 - Modul . v Alive - Datensatz generieren . . . . .
1o M B o Tincuts Now it is possible to create an input chain for the
i f # A e p p
_ e |

startet Eingabekette
o el sy creation of alive data records via signal process-
-y MaschineStopp2 Fw/Version 04,0704, . . . .
e e ing. In both variants the alive parameter in the
o i GPRS.ini has to have a value larger than 60.
-y MachineStar
5 E Moot
1 e Zahlerstands
5 o AlveDS

- The ZK-MasterIV checks Alive via F6 chain and
then Alive via signal processing.

Figure 133: Setting the alive data record

5.2.7.8 Setting of timers
5.2.7.9 Setting of timers

5.2.8 Mathematical operations

The mathematical operator can carry out addition, subtraction, comparison (equal, not equal, greater/less
than) and negation (No). The operand (the information) has to be available as string in decimal form
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.................................................................. aﬁ?x:

Setup Einstellungen fir 2K MasterlV X Two types of timers are available. They are started
Datei  Kommunikation . . . . .
i g kg 1| Ansge £2] Trebop| G Tine | ] either via an input chain (call up the function
B8 Datersitze . . .
iy T it | [ ymmvig e [Frmriosmrg do e Start/stop timer) or automatically after starting the
I i Eon | | Tusou £33 ® ZK-MasterIV. An input chain can be assigned to
1 e, MaschineStopel Zykius [0 65535 5] [ s . . :
o P Ko et faen P each timer. It is called up after the timeout was

i+ wfy MaschineStopp2 Hinwes

- oh 2o || Bt st it reached and then, if set, cyclically.

Danach wird sie. wenn angegeben, 2yklisch aulgenufen
-y MaschineStopp3

oy Zahlerstanda
i+ wfy MachineStartd

T2

iy MaschineStoppd

(1 i Zéhlerstandd als; [ Timerst nach Berdlestat =]
= B8 Zutittskontrolle 2 Unbenutzt

Timeout (185535 | Timersteuerung durch Eingabekette
T
Zpklus (065535 ¢

Eingabekelte starten MaschineStart! -

Hinweis:
Die Eingabekefte wid einmalig nach erteichtem Timeout aulgeiufen
Danach wid sie. wenn angegeben, 2pklisch auigenulen

Figure 134: Setting of timers

Setup Einstellungen fir 2K MasterlV X Two types of timers are available. They are started

Datei  Kommunikation . . . . .

i et kg 1| Ansge £2] Trebop| G Tine | ] either via an input chain (call up the function

2 85 Dmmrie “ . . .

iy T | ir: [Frmsamrg e Start /stop timer) or automatically after starting the
[ e B | | Tineou (. 655354: » ZK-MasterIV. An input chain can be assigned to
1 e, MaschineStopel Zykius [0 65535 5] [ s . . :
o P Ko st st P each timer. It is called up after the timeout was

i+ wfy MaschineStopp2 Hinwes

- oh 2o || Bt st it reached and then, if set, cyclically.

Danach wird sie. wenn angegeben, 2yklisch aulgenufen
-y MaschineStopp3

oy Zahlerstanda
i+ wfy MachineStartd

T2

iy MaschineStoppd

(1 i Zéhlerstandd als; [ Timerst nach Berdlestat =]
= B8 Zutittskontrolle 2 Unbenutzt

Timeout (185535 | Timersteuerung durch Eingabekette
T
Zpklus (065535 ¢

Eingabekelte starten MaschineStart! -

Hinweis:
Die Eingabekefte wid einmalig nach erteichtem Timeout aulgeiufen
Danach wid sie. wenn angegeben, 2pklisch auigenulen

Figure 135: Setting of timers

[0..9]. The operands can be provided as constants, global variables or fields with the format (only numeric
characters).

The operations addition and subtraction do not have to be explained further.

The following is valid for the negation (No): Each value of the operand > 0 has the result = 0; each value
of the operand = 0 has the result = 1.

The following is valid for the comparison operations: A positive comparison (Yes) has the result = 1; a
negative comparison (No) has the result = 0.

The result is stored in a global variable. The value this GV can be used for the decision for jump target.

formating operations

Record fields and GV (global variables) can be convert between hexadecimal strings and dezimal strings
or between dezimal strings and hexadecimal strings. You can set a mask of zero sign to get a constant
length of string. The maximum mask length is 16 characters. The max. resolution of operands is 8 Byte

(64bit).

Example
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Value in GV 0000290A should be convert to a dezimal value 9994 with a mask of 00000000. The result
is 00009994.

5.3 Creating setups

5.3.1 Setup for access control version Il

In this chapter there is explained, how to create the setup for access control and how to transmit all
necessary information to the device. You want to use the example of chapter 3.6.4 and complete it with
this setup. That way you can comprehend and test the example continuously. Please plan 3 up to 4 hours

for working through this chapter (incl. hardware installation). Take the time so that you can comprehend
each step in a test environment.

5.3.1.1 General

There are the following special features for a setup of access control. The ZK-MasterIV does not have a
keyboard or a display. Therefore operating via direct user input on terminal is impossible.

5.3.1.2 Hardware components of access control system

In order to carry out an access control you need the hardware components, wired according to the
instructions (see figure 52), as explained in chapter 3.6.4.

Version: 04.01.07.00 Page 149 www.datafox.de



Manual Datafox ZK-MasterlV

5.3.1.3 Basic settings

At first you start the DatafoxStudiolV. Then you have to open the dialogue for setting the communication
parameters via < Kommunikation => FEinstellungen >.

Einstellen der, Kommunikationsparameter, E| Set ZK-MasterIV as device type.

Rerdtelye In this example you select the communication

£ FZE Masted * ZKMastely € MDEBoxlY type RS232. Select the interface, as it is allocated

" BDE-Masterly " MobilMastey " AE-Masted' on you server (COMl by default). Baud rate and
_ timeout value can remain on the default values in

Karmmurik.ationsart i

& RS2 this case. But you should check the concurrence

(" R5485 - Umsetzer of the settings via the system menu-BIOS of the

" TCR /IR ZK-MasterIV. If they are not concurrent, you

(" TCP /1P mit RS485 - Umsetzer have to adapt the parameters via terminal or

setvitacte.  |COMT ] bt [38900 =] DatafoxStudiol V. Confirm all changes via OK.

Tirneout ;
IP - &dresse Part

3

=] A
5¢ -]
T
Optionen

[ Mur Fehlermeldungen anzeigen.

[ Wor Verbindung, die Eneichbarkeit mit einem Ping prifen.

Figure 136: Setting of the device type and the communication parameters

This setup (standard AESetupl) you can save with an own name via < Datei => Speichern unter >.
In our example you use the name ZK-MasterIV-Setup.aes. You can also create a new setup file via
< Datei— > Neu > and save it with an own name. The setting of device type and communication
parameters is important.

Version: 04.01.07.00 Page 150 www.datafox.de



Manual Datafox ZK-MasterlV

Setup Finstellungen fiir ZK-MasterIV 3
Datei  Kommunikation
B zctaiely Grundeinstelungen  Globale Variable | Transpander | Fingerpiit | Timel <>
B8 Datensitze
B Listen Hamen fir Globale Yaiiable G
B Sianalveraibetung
+ 8 Zutitskontrolle 2 Der Name der Variablen kann mai 16 Zeichen haben
Hur Wariable it einem Namen kdnnen verwendet werden
Name Standardwert
Gy 1. |DevicelD w43
Info Duagtrap | g2 | ol
| ol
| ol
| ol
ave: | ol
wz | ol
e | ol

max. 16 Zeichen

Figure 137: Definition of global variables
Setup Einstellungen fiir ZK-MasterlV 3
Datei  Kommunikation
BT 2K Masterly Grundeinstelungen | Globale Varisble  Transponder \ Fingerpiint | Timel 4| »
B8 Datensitze
B8 Listen TreroEeeme Hitag2 -
2% Signalveratbelung
+ B8 Zutitskontrolle 2
Ausiahl Segmente i Lesen
Seament Ni. Ablagefaimat Feste Lange
1 [6 =] [pecmas 10 Stellery ] [Keine ~
2 [rein =
Info DraghDrop 3

Hinweis: Bel fester Feldidnge wird ogf. mit fibrenden Nullen aufgefiilt

Ausieis schrsiben
Meniipasswart |70 0. 9993 0= keine Abfrage
Statwet1. | 0 I Autoinkrement
Startwert 2 O
Startwert 3 d

Auloinkrementirer i all

Passwot fir Ausweise [ Standard: 4D434B52 )
Passwort in Hexadezimalangabe (max, 8 Zeichen): | 40434852

Figure 138: Setting of the transponder type

5.3.1.4 Creating a data record description

daﬁ%(:

In order to demonstrate the use of global variables
you define a global variables named DevicelD. It
is preallocated with the default value 4413. Each
data record is characterized with this variable. If
several terminals are used, data can be filtered
and evaluated that way. In addition you define
two global variables named Entry (default value 1)
and Exit (default value 2). Later this two values
are used for a list selection to collect the reasons
clocking-on and clocking-off automatically.

In this example the transponder type Hitag2 is
used. In order to read the card number the seg-
ment 4 is used with the filing format decimal (at
most 10 digits).

In order to create a data record description you should exactly know which data have to be created.

Example: While a ZK-booking a data record should be created, containing the following information:

.) Datum_Uhrzeit (indicates, when a query for access authorization was run)

L)
2.) Master ID (contains the device-no. of the access master)

3.) Modul ID (contains the device-no. of the TS TMR33-module, the query was run for)
4.)

5.)

Ausweis Nr (read card number)

Status (contains the status of the access control)
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Setup Finsellungen fir 2K MasterlV. X The dialogue for editing the setup is opened via a
EZKKMWM Tabee | double click on the client range of the DatafoxStu-
:; e — diolV or via < Setup => Editieren >. Mark the
o8 = R input Data records on the left side of the tree and
S then click on Paste. Under Data records an entry

on 281 e Gesamt Datensatz1 is created. Mark this entry and you can

edit its characteristics on the right side. Please en-
ter the name ZK-booking there and mark the entry
again in the tree. Now the name is updated.

Figure 139: Creation of a data record description

Now click on the button Paste six times to create the 6 data fields. The rough definition is finished. Now
you have to set which data types (and their length) should be in each field. The following data types are
available: string with numeric characters, string with ASCII-characters (text) and date_time.

[T ———— X Mark an input in the tree and set the charac-
e | teristics on the right side. Date Time is set as
=28 Datensitze -
SRS LS | — date time. Master ID and Module ID are set as
T (2 Feld2 . . .
= (o s string with numeric characters (length 8). Because
T Lo | you know that a Hitag2 transponder is used the

Feldyp

Card is defined as string with numeric characters
(length 4). The Status is set as string with ASCII-
characters (length 8).

Info DragtDro | s

Figure 140: Setting of the data type

5.3.1.5 Creating the access control lists

According to the hardware configuration of the example in chapter 3.6.4 the access control lists have to be
created as *.txt files with the following name and content. Lines starting with a semicolon are comment
lines and will help you to understand better. You can use a simple ASCII-editor (e.g. Microsoft Editor
or WordPad) to create the text files. Save these files and the setup file in the same directory. That way
assigning the right files is eased, when you work with several setups.
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Setup Finstalungen fir 2K Masterl. X After setting all characteristics of the fields, the

Datei Ko .
CERE | tree looks like that.
=28 %Aensalza
= B2 2-Buchung
T (1); Datum_Uhrzsit 4

= (2] Master_ID
I (3] ModulID

X 4 Feldname: [Status

T (4] Ausweis N
( 5

B Listen
‘Eﬂs ibeitung Feldyp:  |Zeichenketie (urzZifer] =] [8 <] Byte

ignalveraibsitun
&8

B8 Zukitskontalle 2
a Subitskoniole Info DragtDron | Hinweis

e Feldbreite > 20 Byte:
ion (14,0103 vorrausset tot

Figure 141: Complete data record description

Reader-List (Reader.txt)
;ID ZM TM RefLocation RefAction PinGeneral

1 1 320 0 0 0
2 1 000 1 1 0
3 1 010 2 0 0
4 1 011 2 2 0

Identification-List (Identification.txt)

;ID  Group Pin  Menace ActiveStart ActiveEnd = ActiveGeneral
1111 1 1111 911 2005-01-01 2008-01-01 1
2222 2 2222 922 2005-01-01 2008-01-01 1

Set the Identification list to the columns ID, Pin and Menace according to your cards. The other settings
are applied.

Location-List (Location.txt)

;ID  RefGroup RefTime RefTimeNoPin

1 1 3 3
1 2 3 3
2 1 1 0

Time-List (Time.txt)
;ID Weekdays TimeStart TimeEnd

1 12345 07:00 13:00
2 12345 13:01 18:59
3 12345 07:00 18:59
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Action-List (Action.txt)
;ID  RefReader PortOut Elapse RefTime

1 1 1 25 0
1 2 2 25 0
2 3 1 25 0
2 3 2 25 0

Create the event list (Event.txt) and the holiday list (Holiday.txt) as empty files. In the following example

they are not necessary.

You may find a detailed description of the single lists and the connections of data records in chapter 3.6.4.

5.3.1.6 Creating an input chain of access control

There is no keyboard or display on the ZK-MasterIV. Therefore operating by direct user input is not
possible. The input chain, you want to create, will carry out the control (whether a person is access
authorized or not). Interaction with the user is limited to the card held in front of the reading device of
the system. Depending on the control result a relay or open-collector is switched or not. A data record
(with a status message) is created at any rate. That way you can comprehend, who tried to enter this area.

Setup Einstellungen fiir ZK-MasterlV X

Datei Kommunikation

2 2K Maste

Zutitskantrole |

Wenwendster Lesertyp ; | Datafox TS-TMRA33 -
Hinweis: Fals Sie zum Lesen der Ausweise ein Passwert venvenden,
misssen die TMR - Leser mindestens die P - Version 1.7
besitzen.

u in'Verbindung des intemen Lesers. PZE - Madus ist damit
nicht miglich, da G erat imme in sine

m F - Tasten - Zustand

Info Drag&Drop

Zusatzliche Funkti

on
I Transponderwert i Zutitsprifung auschneiden

o bis 1-20

Transponder, globale Einstellung verandsin
I™ Aktivieren
Seament Hr. Ablageformat

I

1

2

3

Hir

inwes: Bel fester Feldignge wird agf. mit fikrenden Nulen aufgefilt

Figure 142: Settings of the access control 2
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At first you control the settings for the access
control. Mark the input Access control2 on the
left side of the tree. There Datafox TS TMR33
should be selected as used reader type.

In this example you do not need the option Cut
transponder value for access control.

The settings of the global transponder remain also
unchanged.
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.................................................................. x:

Setup Finstellungen fir 7K Masterly ® The next step is to assign an appropriate data
Datei Kommunikation . . . . .
EEEE=r Engaete | record description to the input chain (for saving
= B8 Datensitze

= 5 ZK-Buchung
Einfi
BB Listen nhiaen

¥ 7% Signalveraibeitung Btz
= B8 Zunittskontolle 2 anischen

the booking data).
Mame der Eingabekette ,7

Info DraghDrop | Zuashiiige D. L :E‘”E ’“ﬂ':”e" =
eine zuordnen
r EM
-
5

Figure 143: Assignment of the data record description

S — X Erstellen Sie fiinf Eingabekettenfelder innerhalb
Datei  Kommunikation
5 2t Engabekete | der Eingabekette fiir die Zutrittskontrolle.
= B8 Datensdtee
= 5 ZK-Buchung Einfigen ‘
ES Listen Allgemeine fi gine:
+ A% Signalverarbeitung —
g skontroll 2 BT
eader MName der Eingabekette
fentification
ocation 4
:!‘:Ty Info DragiDrop | Zuaehiige Datensatzbeschreibung : |ZK-Buchung 8
ction r
Eingahel
=t Eingabe2 ,—Al
=% Eingabe3
=% Eingabed l—_|
=¥ Eingabes
-
-

Figure 144: Creating the input chain
P ————— X No you set the characteristics of the input chain
Datei Kommunikation . .
CETE=Y | fields. For Name you use the designation you al-
= B8 Datensitze . . .
Eéﬁimumg Eine Funiion {ir Feld- und/oder GY - Zuwsisung ausfilhien ready used n the data record descrlptlon. Then
&% Sgnalverarbeiun v P bt . .
S i e dr ettt i assign the appropriate field of the data record de-
- il . . . . . .
CE =l : - scription. In our case it is Date_ Time. A function
+ ime: Datensatzbeschreibung: -
- R e . — is not necessary here, because format and value are
+ R Action

set by the system.
Datum_Uhrzeit
Eingabe?
=¥ Eingabe3
=¥ Eingabed
=¥ Eingabes

Figure 145: Definition of the input chain field Date Time
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Setup Einstellungen fiir ZK-MasterIV. E

Datel  Kommunikation

1) 2K Master Eingabe \
=28 Datensitze
+ 5 ZK-Buchung
§E Listen

Eine Funktion fir Feld- und/oder GY - Zuweisung ausfilbhien

il

-8 Signalverabeiung MName der Feldabirage: Masted
Lischen |
F
Datensatzheschieibung [Master_ID =l
Lito e Bl Feldfunktion - | Zutritt ZM [ZutitsMaster] Libermehmen -
Wertin Globals Vaiisble schreben: |nichtgswshl <]
=X Datum_Uhrzeit
Master_ID
Eingabe3
=1 Eingabed
=% EingabeS

(o

aﬁ%(:

This input chain field is named Master ID. As-
sign the same-named field to the data record de-
scription. Select the function Access: apply ZM
(AccessMaster).

Figure 146: Definition of the input chain field Master 1D

Setup Einstellungen fiir ZK-MasterlV 3
Datei  Kommunikation
E) 2K Masterly Eingabe |
= B8 Datensitze
= B 2K Buchung Eine: Funktion fir Feld- und/oder GY - Zuweisung ausfuhren
BB Listen
# 2% Signalverarbsiung Name der Feldabiiage: Modul_ID
= B8 Zunittskontolle 2
Loschen |
Datsnsatzbeschiaibung [ozi 1D =

Info DragtDrop | o icion - |EX R TR

4 “wet in Globale Variable schreiben : | nicht gewahit hd
=X Datum_Uhizeit
= MasterID
Modul_ID
Eingabe!
= Eingabe5

This input chain field is named Module ID. As-
sign the same-named field to the data record de-

scription. Select the function Access: apply TM
(DoorModule).

Figure 147: Definition of the input chain field Modul ID

Setup Einstellungen fiir ZK-MasterlV 3
Datei  Kommunikation
E) 2K Masterly Eingabe |
= B8 Datensitze
= B 2K Buchung Eine: Funktion fir Feld- und/oder GY - Zuweisung ausfuhren
BB Listen
¥ 5 Sgnalveraibelng Name der Feldabiiage: [Ausweis_Nr
Loschen |
Datsnsatzbeschiaibung [fusncis_Hir =
Info DragiDrop | - -
Zuit: |
“wet in Globale Variable schreiben : | nicht gewahit hd
=X Datum_Uhizeit
=T Master ID
=% ModuID
Ausweis_Hr
Eingabes

Figure 148
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This input chain field is named Card No. Assign
the same-named field to the data record descrip-
tion. Select the function Access: apply card num-
ber. The settings on the register cards Expanded
and Jumps are not changed.

: Definition of the input chain field Card _No
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This input chain field is named Status. Assign the
same-named field to the data record description.

Eingabe |

o e e B - e i Select the function Access: app]y status. The set-
lame der Feldabfrage: atus . o -‘ .
e s i tings on the register cards Expanded and Jumps
[HemedosFeldes =]
Loschen |
re n hanged.
et et S [status =l are Ot cha ged

men
Wert in Globale Variable schreiben : | nicht gewdhit hd

Figure 149: Definition of the input chain field Status

5.3.1.7 Transmission of the complete configuration to the terminal

When you have worked through all the steps, the setup is finished now. In order to check the booking
records the setup and the lists have to be transmitted to the terminal (ZK-MasterIV).

Connect the ZK-MasterIV to the PC according to the selected communication type (see figure 141). Make
sure that the PC interface is configured correctly, e.g. the baud rate, number of data bits, parity and stop
bits of the COM-interface have to be concurrent to the configuration of the terminal.

Connect the terminal to the voltage source. Within the booting process a connected RS485-bus (incl.
RS232 branch line) is scanned for available modules. If the access components are connected correctly
(according to figure Abbildung 52 it is indicated by a short flash of all LEDs (ca. 1s) in connection with
a signal of the buzzer (ca. 1s). You may find further status signals via the LEDs in table 23.

In both cases you can transmit a new setup to the device via the DatafoxStudiolV.

® e @
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0X

yellow green red state of the T'S TMR33-xx

off off off No supply voltage is connected

on off off Supply voltage is connected

on on (ca. 1s) | an (ca. 1s) Acoustic signal by buzzer (ca. 1s) signalizes module test

on off off Status after module test = Status OK

on off on (ca. 10 s) | Lists of the access master are updated

on off on (duration) | Configuration error via access lists (check of status
signals necessary.))

flash off off Signalizes readable card in field

on on (ca. 1s) | off Read card is access authorized, in addition acoustic
signal by buzzer (ca. 1s)

on off on (ca. 1s) Read card is not access authorized

on flash off PIN input awaited

Table 23: Status display of the access components via LEDs

Datew Ansicht  Setup  Kommunikation Fenster 7

IS DatafoxStudiolV - [ZK_Test1.aes] =13
-8 x

Import the access control lists (created in chap-
ter 5.3.1.5) to the setup via < Setup =>
Zutrittskontrolllisten importieren >. If the im-

Definierte Datensidtze: (1]

Datensatzbeschreibung [ 0 ): "Zutrittsbuchung"

Importierte Listen: [ 0 von 0]

Importierte Listen: [ Avon §]

|| Listenbeschreibung [ 0 ): "Reader”
Importierte Zeilen: 4
Listenquelle: D:\Datafox Setups\Test2-Zutrittskontrolle\Reader.tx<t

Importierte Zeilen: 0
Listenquelle: unbekannt

Importierte Zeilen: 3
Listenquelle: D:\Datafox Setups\Test2-Zutrittskontrolle\Location.tx<t

Importierte Zeilen: 3
Listenquelle: D:\Datafox Setups\Test2-Zutrittskontrolle\Time.bxt

Importierte Zeilen: 0
Listenquelle: D:\Datafox Setups\Test?-Zutrittskontrolle\Holiday.t<t

Importierte Zeilen: 0
Listengquelle: D:\Datafox SetupsiTest2-Zutrittskontrolle\Event.bxt

lmmmmbinedn Frilan: 4

EBereit

MM

D= M | 8= ol af g | | & el ¥
Setupeigenschaften -
Belegter Setupspeicher: 25.3 %

Benitigter Listenspeicher: 0.0 kByte

Benitigter Zutrittslistenspeicher: 0.3 kByte

port is successful, the file path is displayed as list
source.

Figure 150: Import of the access control lists
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Setup - Daten iibertragen

Gerat s kb asterly
K.armunikation ; B5232
Schnittztelle : COM1

Baud ;38400
Tirmeaut : BOO
Buznummer : 254

v &l nicht worbelegten Glob.- Wariablen lgschen.

Mach Setup - Ubertragung miizzen die Listen neu
geladen werden!

Einstellungen .

Figure 151: Transmitting the setup to the device

Daten der Zutritislisten iibertragen E|

[3erat : =F-b asterlys
Fommunikation | RS5232
Schrittztells : COkA

Baud - 383400
Timeout - BOO
Buznummer s 2hd

Folgende Listen ubertragen

Feader
[dentification
Location
Time
Action

Einstellungen Ok,

daﬁ%(:

Now you can transmit the setup to the device via
< Kommunikation => Setup schreiben >. The
progress bar indicates, that data are transmitted
to the device. A successful conclusion of the
transmission is indicated by a message you have
to confirm via OK.

At last you can transmit the access control lists to
the device via

< Kommunikation =>

Zutrittskontrolllisten laden >. In addition you
can set there, which lists shall be transmitted. The
progress bar indicates, that data are transmitted to
the device. A successful conclusion of the transmis-
sion is indicated by a message you have to confirm
via OK. For ca. 10s both the red and the yellow
LED are flashing. This indicates, that the access
control lists on the terminal were updated.

Figure 152: Transmitting the access control lists to the device
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All red LEDs should turn out then. If they do not, you should check the list contents, especially the
Bus-No. (DM) of the reader list and the configuration of the access components via the dip switch. If
everything is okay, you can test the access control system.
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